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Executive Report 
Amid the ongoing conflict involving Iran, we could not help but wonder if the tension has 
extended online. That said, we sought to trace the DNS footprint of eight of the 10 known 
Iran-affiliated APT groups listed in S2W’s recently published “Iran APT Landscape Report: 
State-Sponsored Cyber Threats in an Era of Active Conflict.” 
 

APT GROUP DESCRIPTION IoC SOURCE DATE 
PUBLISHED 

APT42 

Also known as “UNC788,” 
“Charming Kitten,” or 

“TA453” and active since 
at least 2015, it has 

targeted the Middle East 
but also various industries 

in other regions 

https://research.checkpoin
t.com/2025/iranian-educat
ed-manticore-targets-lead

ing-tech-academics/ 

06/25/25 

APT34 

Also known as “Helix 
Kitten” or “OilRig” and 

active since at least 2014, 
it has targeted Middle 

Eastern and international 
victims, specifically from 
the financial, government, 

energy, chemical, and 
telecommunications 

sectors 

https://research.checkpoin
t.com/2024/iranian-malwa
re-attacks-iraqi-governme

nt/ 

09/11/24 

MuddyWater 

Also known as 
“Seedworm,” “MERCURY,” 

“Static Kitten,” 
“TEMP.Zagros,” “TA450,” 

or “Mango Sandstorm” 
and active since at least 

2017, it has targeted 
government and private 

organizations in the 
telecommunications, local 
government, defense, and 
oil and natural gas sectors 

in the Middle East, Asia, 
Africa, Europe, and North 

America 

https://www.huntress.com
/blog/muddywater-attack-

chain 
03/06/26 

CyberAv3ngers Also known as “Soldiers of https://www.ic3.gov/CSA/ 04/07/26 
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Solomon” and active since 
at least 2020, it has made 
disputed and false claims 
of critical infrastructure 
compromises in Israel 

2026/260407.pdf 

BladedFeline 

Known to be a subgroup of 
APT34 and active since at 
least 2017, it has targeted 

Iraqi and Kurdish 
government officials 

https://www.welivesecurit
y.com/en/eset-research/bl
adedfeline-whispering-dar

k/ 

06/05/25 

Peach 
Sandstorm 

Also known as “APT33,” 
“HOLMIUM,” or “Elfin” and 
active since at least 2013, 

it has targeted 
organizations in the 
aviation and energy 

sectors in the U.S., Saudi 
Arabia, and South Korea 

https://blog.checkpoint.co
m/research/iran-nexus-pa
ssword-spray-campaign-t
argeting-cloud-environme
nts-with-a-focus-on-the-

middle-east/ 

03/31/26 

Void Manticore 

Also known as 
“Storm-842,” it has 

become notorious for 
conducting destructive 

wiping attacks and 
influence operations 

https://research.checkpoin
t.com/2026/handala-hack-
unveiling-groups-modus-o

perandi/ 

03/12/26 

Pioneer Kitten 

Also known as “Fox 
Kitten,” “​​Yellow Dev 15,” 
“COBALT FOXGLOVE,” 
“Lemon Sandstorm,” 

“PARISITE,” or “UNC757” 
and active since at least 

2017, it reportedly focuses 
on gaining and maintaining 

access to entities 
possessing sensitive 
information of likely 

intelligence interest to the 
Iranian government 

https://www.cisa.gov/news
-events/cybersecurity-adv

isories/aa24-241a 
08/08/24 

 
While we were able to collate 190 network IoCs originally from the eight reports cited 
above, after processing (i.e., domain extraction from subdomains, legitimate domain 
filtering, and weeding out of inactive domains) aided by the WhoisXML API MCP Server 
we ended up with 191 unique IoCs comprising four subdomains, 136 domains, and 51 IP 
addresses for our analysis. 
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Utilizing our extensive WHOIS, DNS, and threat intelligence sources, our investigation led 
to these discoveries: 
 

●​ 9,849 unique client IP addresses communicated with nine domain IoCs 
●​ One domain IoC was bulk-registered with two look-alikes 
●​ 73 domain IoCs were likely to have been registered with malicious intent 
●​ 1,841 distinct potential victim-owned IP addresses communicated with 31 IP IoCs 
●​ 731 email-connected domains 
●​ 10 additional IP addresses, all of which turned out to be malicious 
●​ 865 IP-connected domains, 13 of which turned out to be malicious 
●​ 1,959 string-connected domains, seven of which turned out to be malicious 

A Further Scrutiny of the Subdomain IoCs 
Before we proceed, note that only one of the APT groups—Pioneer Kitten—had 
subdomain IoCs, four in total. 
 
The results of our WhoisXML API MCP Server queries for the four subdomain IoCs 
revealed that all were confirmed active malware distributors that shared identical 
infrastructure fingerprints and threat timelines. They seemed to be part of a coordinated 
campaign impersonating major cybersecurity and technology vendors to blend into 
enterprise network traffic. 
 
Take a look at more information for two examples below. 
 

SUBDOMAIN IoC WXA MCP SERVER FINDING 

cloud[.]sophos[.]one 
Likely chosen to blend in as a legitimate cloud/API 

service from trusted brand Sophos; consistent with the 
C&C infrastructure for a persistent malware campaign 

fortigate[.]forticloud[.]online 
Shares the infrastructure of cloud[.]sophos[.]one; part of 

a coordinated, multibrand impersonation campaign 
targeting Sophos and Fortinet, among others 

A Deeper Dive into the Domain IoCs 
Note that only three of the APT groups—APT42, APT34, and Pioneer Kitten—had domain 
IoCs, 136 in all. 
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Sample network traffic data from the IASC revealed that 9,849 unique client IP addresses 
under three distinct ASNs communicated with nine domain IoCs all tied to APT42 between 
9 February and 9 April 2026 via 129,964 DNS queries. 
 

 
 
Our Typosquatting API searches, meanwhile, showed that one domain IoC connected to 
APT42 was bulk-registered with two look-alikes on 14 April 2025. 
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Specifically, the domain IoC ​​work-meeting[.]info was bulk-registered with its look-alikes 
workmeeting[.]info and workmeeting[.]online. In addition, while the domain IoC was 
administered by Namecheap, the look-alikes were registered with One.com. 
  
Next up, we scoured the First Watch Malicious Domains Data Feed and discovered that 73 
domain IoCs for two of the three APT groups—APT42 and APT34—were deemed likely to 
have been registered with malicious intent. 
 
Here are more details for five examples. 
 

GROUP DOMAIN IoC FIRST WATCH DATE 
NUMBER OF DAYS 

BEFORE THE 
REPORT DATE 

APT42 world-shop[.]online 03/28/24 454 

APT42 live-meet[.]cloud 09/30/24 268 

APT42 top-game[.]online 10/19/24 249 

APT42 live-meet[.]info 01/18/25 158 

APT34 iqwebservice[.]com 10/31/23 316 
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After that, we queried the domain IoCs on WHOIS API and filled in gaps using details from 
Domain Info API. We found out that: 
 

●​ The 128 APT42 domains were created between 28 March 2024 and 31 January 
2026. The four APT34 domains, meanwhile, were created between 30 October 
2023 and 8 July 2024. Finally, the four Pioneer Kitten domains were created 
between 20 September 2022 and 17 February 2024. 

 

 
 

●​ The APT42, APT34, and Pioneer Kitten domains were administered by seven, two, 
and three registrars, respectively. 
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●​ While eight APT42 domains did not have registrant countries on record, the 
remaining APT42, APT34, and Pioneer Kitten domains were registered in three, 
two, and three countries, respectively. 
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Finally, we queried the domain IoCs on DNS Chronicle API and learned that: 
 

●​ A total of 122 of the 128 APT42 domains recorded 5,202 historical domain-to-IP 
resolutions over time. 

●​ Four out of four of the APT34 domains, meanwhile, posted 45 historical 
domain-to-IP resolutions to date. 

●​ All four Pioneer Kitten domains also logged 208 historical domain-to-IP resolutions 
in sum. 

 
All in all, 130 of the domain IoCs chalked up 5,455 historical domain-to-IP resolutions as 
of this writing. 
 
Take a look at more information for five examples below. 
 

GROUP DOMAIN IoC 
NUMBER OF 

DOMAIN-TO-IP 
RESOLUTIONS 

DATES SEEN 

APT42 backback[.]info 362 02/23/25–03/07/26 

APT42 rap-art[.]info 361 02/23/25–03/10/26 

APT42 arrow-click[.]info 360 03/01/25–03/04/26 

APT34 asiacall[.]net 14 02/05/17–08/02/24 

Pioneer Kitten sophos[.]one 140 06/02/20–04/03/26 
 
It is worth noting that 50 APT42 and three Pioneer Kitten domains continued to resolve to 
IP addresses in 2026. 

A More In-Depth Investigation of the IP IoCs 
Next, we analyzed 51 IP IoCs for all of the eight APT groups. Note, however, that one IP 
address was used by two groups so this section will feature 52 IP addresses in all. 
 
First, sample network traffic data from the IASC revealed that 1,841 IP addresses that 
could belong to victims under 10 distinct ASNs communicated with 31 of the IP IoCs 
between 13 October 2025 and 10 April 2026. 
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A Bulk IP Geolocation Lookup for the IP addresses, meanwhile, showed that: 
 

●​ The 52 IP IoCs were located in 12 countries split into the following per group: 
 

○​ 12 APT42 IP IoCs → 5 countries 
○​ 6 APT34 IP IoCs → 5 countries 
○​ 3 MuddyWater IP IoCs → 2 countries 
○​ 8 CyberAv3ngers IP IoCs → 2 countries 
○​ 2 BladedFeline IP IoCs → 2 countries 
○​ 5 Peach Sandstorm IP IoCs → 1 country 
○​ 4 Void Manticore IP IoCs → 3 countries 
○​ 12 Pioneer Kitten IP IoCs → 5 countries 
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●​ While 22 IP addresses did not have ISPs on record, the remaining 30 were 
administered by 16 ISPs split into the following per group: 
 

○​ 12 APT42 IP IoCs → 6 no ISPs; 6 managed by 4 ISPs 
○​ 6 APT34 IP IoCs → 3 ISPs 
○​ 3 MuddyWater IP IoCs → 1 no ISP; 2 managed by 2 ISPs 
○​ 8 CyberAv3ngers IP IoCs → 8 no ISPs 
○​ 2 BladedFeline IP IoCs → 2 ISPs 
○​ 5 Peach Sandstorm IP IoCs → 3 no ISPs; 2 managed by 1 ISP 
○​ 4 Void Manticore IP IoCs → 1 no ISP; 3 managed by 2 ISPs 
○​ 12 Pioneer Kitten IP IoCs → 3 no ISPs; 9 managed by 3 ISPs 
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Finally, from the results of our DNS Chronicle API queries, we learned that: 
 

●​ All 12 of the APT42 IP addresses recorded 7,155 historical IP-to-domain resolutions 
over time. 

●​ Three of the six APT34 IP addresses posted 222 historical IP-to-domain 
resolutions to date. 

●​ All three of the MuddyWater IP addresses logged 1,420 historical IP-to-domain 
resolutions in sum. 

●​ Seven of the eight CyberAv3ngers IP addresses clocked in a total of 73 historical 
IP-to-domain resolutions in all. 

●​ Both BladedFeline IP addresses registered 362 historical IP-to-domain resolutions 
since. 

●​ Four of the five Peach Sandstorm IP addresses put down 48 historical 
IP-to-domain resolutions over time. 

●​ All four Void Manticore IP addresses marked 569 historical IP-to-domain 
resolutions to date. 

●​ Finally, nine of the 12 Pioneer Kitten IP addresses noted down 1,419 historical 
IP-to-domain resolutions in sum. 

 
Here are more details for eight examples. 
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GROUP IP IoC 
NUMBER OF 

IP-TO-DOMAIN 
RESOLUTIONS 

DATES SEEN 

APT42 146[.]19[.]254[.]238 1,000 04/06/25–06/10/25 

APT34 91[.]132[.]95[.]117 78 09/23/19–08/02/24 

MuddyWater 162[.]0[.]230[.]185 1,000 09/05/20–07/24/21 

CyberAv3ngers 185[.]82[.]73[.]162 12 05/18/19–03/21/21 

BladedFeline 178[.]209[.]51[.]61 267 02/07/17–08/30/24 

Peach Sandstorm 185[.]191[.]204[.]203 38 12/31/17–02/27/26 

Void Manticore 82[.]25[.]35[.]25 515 02/05/17–04/05/26 

Pioneer Kitten 193[.]149[.]187[.]41 1,000 12/29/22–07/21/25 
 
It is also interesting to note that five APT42, two Peach Sandstorm, three Void Manticore, 
and two Pioneer Kitten IP addresses continued to resolve domains in 2026. 

Scouring the DNS for New Artifacts 
After obtaining more insights into the IoCs related to the eight APT groups, we then 
sought to uncover additional artifacts. 
 
First off, we queried the 136 domain IoCs on WHOIS History API and discovered that 121 
had 148 unique email addresses in their historical WHOIS records. Of these, 15 turned out 
to be public email addresses. 
 
We then queried the 15 public email addresses on Reverse WHOIS API and unearthed 731 
distinct email-connected domains after those already identified as IoCs were filtered out. 
 
Next, we queried the 136 domain IoCs on DNS Lookup API and found 10 unique IP 
addresses that did not appear in our current list of IP IoCs. 
 
Threat Intelligence API queries for the 10 additional IP addresses showed that all of them 
have already been weaponized for various attacks. Take a look at five examples below. 
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MALICIOUS ADDITIONAL 
IP ADDRESS ASSOCIATED THREAT DATES SEEN 

104[.]21[.]51[.]2 
Malware distribution 

Phishing 
Generic threat 

05/28/25–04/09/26 
04/06/23–03/16/26 
03/30/23–02/27/26 

172[.]233[.]221[.]214 

Malware distribution 
Phishing 

Suspicious activity 
Generic threat 

Spam campaign 

07/09/25–04/09/26 
07/09/25–04/09/26 
07/15/25–04/09/26 
07/09/25–04/08/26 

04/01/26 

198[.]54[.]117[.]242 

Malware distribution 
Generic threat 

Phishing 
C&C 

03/09/23–04/09/26 
03/28/23–04/09/26 
03/28/23–04/09/26 
04/22/23–02/08/26 

34[.]41[.]139[.]193 
Malware distribution 

C&C 
Generic threat 

06/16/25–04/09/26 
06/18/25–04/08/26 
06/18/25–04/05/26 

80[.]78[.]24[.]30 Malware distribution 03/29/23–04/09/26 
 
To gather more information on the additional IP addresses, we queried them on Bulk IP 
Geolocation Lookup, which revealed that: 
 

●​ They were geolocated in two countries, only one of which (i.e., the U.S.) was also 
among the IP IoCs’ geolocation countries. 
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●​ They were administered by five ISPs, only one of which (i.e., Namecheap) was 
among the IP IoCs’ list of ISPs. 
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At this point, we had 61 IP addresses for further analysis—51 IoCs after taking out the 
duplicate (used by two APT groups) and 10 additional from our hunt for new artifacts. 
 
We queried the 61 IP addresses on Reverse IP API and learned that 19 could be dedicated 
hosts. Altogether, they hosted 865 unique IP-connected domains after the domain IoCs 
and email-connected domains were filtered out. 
 
Threat Intelligence API queries for the IP-connected domains showed that 13 have already 
figured in various malicious campaigns. Here are more details on five examples. 
 

MALICIOUS 
IP-CONNECTED DOMAIN ASSOCIATED THREAT DATES SEEN 

actor[.]rap-art[.]info Malware distribution 05/29/25–04/09/26 

chapter1[.]cc-newton[.]info Malware distribution 05/29/25–04/09/26 

friends[.]lizza-blog[.]info Malware distribution 05/29/25–04/09/26 

live[.]white-life-bl[.]info Malware distribution 05/29/25–04/09/26 

mail[.]bvio85[.]info Malware distribution 05/29/25–04/09/26 
 
As our final step, we extracted 131 unique text strings from the domain IoCs. Using 
Domains & Subdomains Discovery, we obtained domains that started with all the strings, 
which include but are not limited to the following: 
 

●​ albert-company. 
●​ backback. 
●​ cc-newton. 
●​ dmn-for-car. 
●​ encryption-redirect. 
●​ first-course. 
●​ gallery-shop. 
●​ healthy-lifestyle. 
●​ idea-home. 
●​ lenan-rex. 
●​ make-house. 
●​ network-game. 
●​ online-room. 
●​ pa-crtdomain. 
●​ ques-tion-ing. 

●​ rap-art. 
●​ sendly-ink. 
●​ teammate-live. 
●​ ude-final. 
●​ warning-d. 
●​ yamal-group. 
●​ zra-roll. 
●​ asiacall. 
●​ iqwebservice. 
●​ mofaiq. 
●​ spacenet. 
●​ forticloud. 
●​ githubapp. 
●​ sophos. 
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Note that the string-connected domains only serve to reflect the overall popularity of the 
strings extracted from the IoCs. As such, determining their legitimacy, particularly those 
containing famous brands (e.g., FortiCloud, GitHub, and Sophos), may require further 
investigation. 
 
Our searches led to the discovery of 1,959 distinct string-connected domains after the 
domain IoCs and the email- and IP-connected domains were filtered out. 
 
Threat Intelligence API queries for the string-connected domains revealed that seven 
have already been weaponized for various attacks. Take a look at three examples below. 
 

MALICIOUS 
STRING-CONNECTED 

DOMAIN 
ASSOCIATED THREAT DATES SEEN 

cyberlattice[.]click Malware distribution 10/10/25–04/09/26 

githubapp[.]online Malware distribution 03/09/23–04/09/26 

gupdate[.]us Malware distribution 03/09/23–04/09/26 
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The Verdict 
Our analysis of the network IoCs related to eight Iran-affiliated APT groups revealed that 
9,849 unique client IP addresses communicated with nine domain IoCs while 1,841 distinct 
possibly victim-owned IP addresses communicated with 31 IP IoCs. We also learned that 
one domain IoC was bulk-registered with two look-alikes while 73 domain IoCs were 
deemed likely to have been registered with malicious intent. 
 
Our subsequent hunt for new artifacts, meanwhile, led to the discovery of 3,565 web 
properties comprising 731 email-connected domains, 10 additional IP addresses, 865 
IP-connected domains, and 1,959 string-connected domains. Note that 30 of these newly 
uncovered artifacts have already been weaponized for various attacks. 
 
If you wish to learn more about the products used in this research, please don’t 
hesitate to contact us.  
 
Disclaimer: We take a cautionary stance toward threat detection and aim to provide 
relevant information to help protect against potential dangers. Consequently, it is possible 
that some entities identified as “threats” or “malicious” may eventually be deemed 
harmless upon further investigation or changes in context. We strongly recommend 
conducting supplementary investigations to corroborate the information provided herein. 
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Appendix: Sample Artifacts 

Sample Email-Connected Domains 
●​ 100-dosok[.]com 
●​ 1stchip[.]com 
●​ 1stdomain[.]biz 
●​ aateri[.]com 
●​ aavlogistics[.]com 
●​ abdulahporn[.]com 
●​ bag-out[.]com 
●​ bcidevice[.]com 
●​ best4hair[.]net 
●​ c141[.]net 
●​ cantav[.]net 
●​ carerobot[.]de 
●​ daisuk[.]net 
●​ das-lebenshaus[.]net 
●​ datalenses[.]com 
●​ eassistance[.]de 
●​ easy-bonus[.]fun 
●​ easy-bonus[.]site 
●​ feed-the-beat[.]com 
●​ fifa-club[.]online 
●​ fifa-club[.]website 
●​ g263[.]net 
●​ gadgetsouse[.]com 
●​ game-freak[.]net 
●​ haartotal[.]net 
●​ haircom[.]net 
●​ halalmarket[.]de 
●​ iab-rating-news[.]website 
●​ iab-rating[.]site 
●​ iab2018[.]site 
●​ jadesoft[.]com 
●​ jcpds[.]net 
●​ jdrama[.]net 
●​ kamptner[.]com 
●​ keramist[.]org 
●​ kitty-cats[.]net 
●​ lacky-gretest-bonus[.]fun 

●​ lacky-gretest-bonus[.]site 
●​ lacky-instamedia[.]site 
●​ m2mcontrol[.]net 
●​ m2mcredit[.]com 
●​ m2mdataexchange[.]com 
●​ netzderdinge[.]com 
●​ netzeinspeisung[.]com 
●​ newsinformers[.]fun 
●​ ockla[.]com 
●​ on-mail[.]net 
●​ online-promouter[.]com 
●​ pahome[.]net 
●​ paspack[.]com 
●​ pay-gen[.]xyz 
●​ q105[.]net 
●​ qcatcut[.]net 
●​ qhaily[.]com 
●​ r2rcommunication[.]com 
●​ randyvr[.]com 
●​ ref01-payoffers[.]site 
●​ safelinkinq[.]net 
●​ sandab[.]net 
●​ sayrahost[.]com 
●​ talkomsa[.]net 
●​ taxsolve[.]net 
●​ telkoma[.]net 
●​ uasolutions[.]de 
●​ uavpilot[.]de 
●​ uavservices[.]de 
●​ vibory2018[.]site 
●​ vidmat[.]net 
●​ virtual-personal-assistant[.]com 
●​ w263[.]net 
●​ wachauvalley[.]com 
●​ wavepowerplant[.]com 
●​ x-ind[.]net 
●​ x1-payfree[.]site 
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●​ x2-greatfaro[.]site 
●​ yhconnection[.]net 
●​ youumail[.]com 

●​ z2-payfree[.]site 
●​ z3-userreferal[.]site 
●​ za-m[.]net 

Sample Additional IP Addresses 
●​ 104[.]21[.]51[.]2 
●​ 172[.]233[.]221[.]214 
●​ 172[.]234[.]199[.]15 

●​ 34[.]41[.]139[.]193 
●​ 80[.]78[.]24[.]30 

Sample IP-Connected Domains 
●​ 03c1041a-b638-415f-b086-084fe

8f1a9bd[.]white-life[.]info 
●​ 05aby0rhypwtwnsnhk7nzu7otglw[

.]lizza-blog[.]info 
●​ 09d2f0c9-6e9d-4c0f-b153-9fc53

ab158b4[.]white-life[.]info 
●​ a[.]all-for-city[.]info 
●​ a[.]arrow-click[.]info 
●​ a[.]backback[.]info 
●​ b5d3b1eb9883f11c1f835879a1ec8

61e[.]white-life-bl[.]info 
●​ b7966597-405f-4c1a-800c-26f04

728008c[.]random[.]everything-h
ere[.]info 

●​ backback[.]cloth-model[.]blog 
●​ c9a9e374-4293-4f41-8ebd-d358

bef583b9[.]random[.]cloth-model[
.]blog 

●​ cdn[.]all-for-city[.]info 
●​ cdn[.]cloth-model[.]blog 
●​ d[.]cloth-model[.]blog 
●​ d[.]lizza-blog[.]info 
●​ d9220633-dedf-4b74-92fc-f244b

3ed1a52[.]random[.]arrow-click[.]i
nfo 

●​ e[.]white-life[.]info 
●​ e78dash[.]icu 
●​ ebf897c2083b6df558c9274aca09

682f[.]everything-here[.]info 

●​ f044bf9a-3093-4d8e-9a2b-cbc2
ab901be3[.]white-life[.]info 

●​ fd3119278acb50f26732a1423abef
cba[.]white-life-bl[.]info 

●​ fjfrv[.]all-for-city[.]info 
●​ game[.]cloth-model[.]blog 
●​ game[.]everything-here[.]info 
●​ git[.]all-for-city[.]info 
●​ h5[.]arrow-click[.]info 
●​ h5[.]white-life[.]info 
●​ hdrhvuyz[.]www[.]white-life-bl[.]i

nfo 
●​ il0101[.]freeconnect[.]link 
●​ il0102[.]freeconnect[.]link 
●​ imap[.]cloth-model[.]blog 
●​ jarvis[.]all-for-city[.]info 
●​ jarvis[.]white-life[.]info 
●​ jmwpszuyuqk[.]all-for-city[.]info 
●​ knj41rrt47m0edv8rnxpu7g43c9[.]

spring-club[.]info 
●​ kv1i2kio8byj468e4wmxktvsz[.]whi

te-life-bl[.]info 
●​ langbot[.]arrow-click[.]info 
●​ langbot[.]lizza-blog[.]info 
●​ langbot[.]white-life-bl[.]info 
●​ m[.]alex-mendez-fire[.]info 
●​ m[.]arrow-click[.]info 
●​ m[.]clame-rade[.]online 
●​ ncanthcnxzu[.]everything-here[.]i

nfo 
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●​ new[.]everything-here[.]info 
●​ new[.]lizza-blog[.]info 
●​ oc[.]everything-here[.]info 
●​ odr0aujc6o2ot2gbcmf9ji5oru1ul75

3[.]white-life[.]info 
●​ office[.]backback[.]info 
●​ pages[.]white-life[.]info 
●​ panel[.]everything-here[.]info 
●​ panel[.]rap-art[.]info 
●​ qlrwcpdszzd[.]all-for-city[.]info 
●​ random[.]alex-mendez-fire[.]info 
●​ random[.]clame-rade[.]online 
●​ random[.]course-math[.]info 
●​ s[.]all-for-city[.]info 
●​ s[.]cloth-model[.]blog 
●​ s[.]lizza-blog[.]info 
●​ t-mobile[.]everything-here[.]info 
●​ t-mobile[.]white-life-bl[.]info 
●​ t-mobile[.]white-life[.]info 
●​ unlistedviolet[.]backback[.]info 
●​ update[.]cloth-model[.]blog 

●​ ups[.]all-for-city[.]info 
●​ verdes-energia[.]com 
●​ verizon[.]all-for-city[.]info 
●​ verizon[.]everything-here[.]info 
●​ wap[.]everything-here[.]info 
●​ wap[.]spring-club[.]info 
●​ wccheck-0a7204d8-a[.]white-life

-bl[.]info 
●​ xaiud[.]all-for-city[.]info 
●​ xn--fr-1ia[.]ch 
●​ y6bj60ha3ur124cr1qkej7sxji4cr[.]

white-life[.]info 
●​ yaxvuynqpnq[.]spring-club[.]info 
●​ ysuoh8rtf40clagtxijw7gmiuzdstt88

[.]cloth-model[.]blog 
●​ zoom[.]backback[.]info 
●​ zoom[.]everything-here[.]info 
●​ zx7n2pbigcqgp55o2hgbs56gmjqy

oe83[.]arrow-click[.]info 

Sample String-Connected Domains 
●​ albert-company[.]com 
●​ alex-mendez-fire[.]ph 
●​ alison624[.]ph 
●​ all-for-city[.]ph 
●​ alpha-man[.]club 
●​ amg-car-ger[.]ph 
●​ anna-blog[.]bid 
●​ arizonaclub[.]by 
●​ arrow-click[.]ph 
●​ asiacall[.]cloud 
●​ backback[.]be 
●​ becker624[.]ph 
●​ best85best[.]ph 
●​ bestshopu[.]com 
●​ beta-man[.]co[.]uk 
●​ black-friday-store[.]com 
●​ book-handwrite[.]ph 
●​ bracs-lion[.]ph 

●​ cc-newton[.]ph 
●​ city-splash[.]com 
●​ clame-rade[.]ph 
●​ cloth-model[.]ph 
●​ clothes-show[.]co[.]uk 
●​ conn-ectionor[.]ph 
●​ connect-room[.]com 
●​ cook-tips[.]com 
●​ course-math[.]ph 
●​ crysus-h[.]ph 
●​ crysus-p[.]ph 
●​ cyberlattice[.]click 
●​ dmn-for-car[.]ph 
●​ dmn-for-hall[.]ph 
●​ door-black-meter[.]ph 
●​ encryption-redirect[.]ph 
●​ est5090[.]ph 
●​ everything-here[.]app 
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●​ exir-juice[.]ph 
●​ expressmarket[.]am 
●​ first-course[.]co[.]uk 
●​ food-tips-blog[.]ph 
●​ forticloud[.]app 
●​ gallery-shop[.]ba 
●​ githubapp[.]co 
●​ good-news[.]accountant 
●​ good-student[.]cf 
●​ goods-companies[.]ph 
●​ gupdate[.]com 
●​ healthy-lifestyle[.]academy 
●​ hrd-dmn[.]ph 
●​ human-fly900[.]ph 
●​ idea-home[.]cn 
●​ infinit-world[.]com 
●​ iqwebservice[.]ph 
●​ lenan-rex[.]ph 
●​ lesson-first[.]ph 
●​ live-coaching[.]at 
●​ live-conn[.]com 
●​ live-content[.]co[.]uk 
●​ live-gml[.]ph 
●​ live-meet[.]click 
●​ live-message[.]ch 
●​ loads-ideas[.]ph 
●​ lynda-tricks[.]ph 
●​ make-house[.]co[.]jp 
●​ master-club[.]at 
●​ meet-work[.]com 
●​ message-live[.]click 
●​ mofaiq[.]ph 
●​ network-game[.]cn 
●​ network-review[.]club 
●​ network-show-a[.]ph 
●​ nice-goods[.]cc 
●​ normal-dmn[.]ph 
●​ nsim-pa[.]ph 
●​ ntp-clock-h[.]ph 
●​ online-room[.]cf 
●​ optio-nalynk[.]ph 

●​ pa-crtdomain[.]ph 
●​ panel-meeting[.]ph 
●​ panel-network[.]com 
●​ panel-redirect[.]ph 
●​ ph-crtdomain[.]ph 
●​ ph-work[.]com 
●​ platinum-cnt[.]ph 
●​ pnl-worth[.]ph 
●​ prj-pa[.]ph 
●​ prj-ph[.]ph 
●​ prt-max[.]ph 
●​ ptr-cc[.]ph 
●​ ques-tion-ing[.]ph 
●​ rap-art[.]com 
●​ reading-course[.]com 
●​ redirect-review[.]com 
●​ reg-d[.]com 
●​ ricardo-mell[.]ph 
●​ roland-cc[.]ph 
●​ royalsoul[.]city 
●​ sendly-ink[.]ph 
●​ shadow-network[.]cf 
●​ shaer-likn[.]ph 
●​ show-verify[.]ph 
●​ sky-writer[.]com 
●​ socks[.]ac 
●​ sophos[.]ac[.]nz 
●​ spacenet[.]ai 
●​ spring-club[.]com 
●​ stadium-fresh[.]ph 
●​ steve-brown[.]co[.]uk 
●​ storm-wave[.]com 
●​ suite-moral[.]ph 
●​ teammate-live[.]ph 
●​ thomas-mark[.]com 
●​ tomas-company[.]ph 
●​ top-game[.]app 
●​ ude-final[.]ph 
●​ warning-d[.]ph 
●​ warplogic[.]com 
●​ wash-less[.]com 
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●​ wer-d[.]ph 
●​ white-car[.]ch 
●​ white-life-bl[.]ph 
●​ wood-house[.]at 
●​ word-course[.]com 

●​ work-meeting[.]com 
●​ world-shop[.]at 
●​ yamal-group[.]ph 
●​ zra-roll[.]ph 
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