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Executive Report
2025 is barely a few weeks old, but we’ve already heard reports of advanced phishing attacks
leveraging generative artificial intelligence (AI). It’s scary but not exactly surprising. Threat
actors are expectedly using more sophisticated and modern attack techniques and will likely
continue to rely on domain names as phishing vehicles.

With that in mind, the WhoisXML API researchers sought to find out what domain threats the
new year literally holds by studying 1,000 suspicious domains that contained the text string
2025 and were recently added to First Watch Malicious Domains Data Feed.

Our in-depth DNS investigation led to the discovery of:

● 401 email-connected domains, one of which turned out malicious
● 877 IP addresses, 311 of which turned out to be malicious
● 4,808 IP-connected domains, one of which turned out malicious
● 10,000 string-connected subdomains

What We Know about the 2025 Domains

We began our investigation into the 2025-themed domain threats by looking into a sample of
1,000 suspicious domains containing the string 2025.

After querying them on Bulk WHOIS Lookup, we found that only 880 had current WHOIS
records. Here are some of our specific findings.

● The domains were administered by 95 different registrars led by GoDaddy, which
accounted for 327 domains. The other leading registrars were Dynadot with 79
domains; Namecheap with 43; eNom with 37; IONOS with 28; Squarespace Domains
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with 27; Porkbun with 26; Wild West Domains with 24; Alibaba Cloud Computing with
17; and Wix with 16. A total of 256 domains were distributed among 85 other registrars,
while 120 domains did not have current registrar information.

● They were created between 2006 and 2024, although about more than half—553
domains to be exact—were created in 2024.
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● They were registered in 47 different countries, with the U.S. accounting for 520
domains. The rest of the top 10 registrant countries followed far behind, including China
with 34 domains, Iceland with 25, Germany with 23, the U.K. with 17, Japan with 15,
Spain with 12, Italy with 11, Russia with 10, and the Netherlands with 10. A total of 89
domains were registered in 37 other countries, while 234 did not have current registrant
country data.

Whois API, Inc. | www.whoisxmlapi.com 3

http://www.whoisxmlapi.com


We then queried the 1,000 2025 domains on Screenshot API and found that 711 hosted or
redirected to parked pages or live content. Many of the live domains hosted similar-looking
content that sold concert or game tickets. We provided a few examples below.

Website screenshot of
2025superbowltickets[.]com

Website screenshot of
arkansastexas2025[.]com
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Website screenshot of
brunomarstour2025[.]com

Website screenshot of chrisyoung2025[.]com

We also queried the domains on DNS Chronicle API and found that 937 had 1–218 historical IP
resolutions per domain. The domains had a total of 22,315 recorded events from 4 October
2019 to 2 January 2025. Take a look at five examples below.

DOMAIN START DATE LAST DATE
NUMBER OF IP
RESOLUTIONS

ainiaiwo2025[.]com 4 October 2019 9 November 2024 40

gagatour2025[.]com 6 November 2022 30 August 2024 54

vegaskickoffclassic2025[.]com 13 December 2023 21 December 2024 42

www222025[.]com 29 December 2023 1 January 2025 11

theelection2025[.]com 3 March 2024 9 November 2024 16

Uncovering 2025 Domain Connections

Having scrutinized the sample of 1,000 2025 domains aided by domain and DNS intelligence,
we dove deeper to look for potentially connected artifacts.

Our bulk WHOIS lookup earlier provided 88 email addresses after duplicates were filtered out,
six of which turned out to be public addresses. A Reverse WHOIS API query for the six public
email addresses revealed that three could be owned by a domainer as they were used to
register more than 300 domains each.

Whois API, Inc. | www.whoisxmlapi.com 5

https://dns-history.whoisxmlapi.com/api
https://reverse-whois.whoisxmlapi.com/api
http://www.whoisxmlapi.com


As a result, we were left with three high-confidence public email addresses that appeared in
the WHOIS records of 401 email-connected domains after duplicates and the original domains
from First Watch Malicious Domains Data Feed were removed.

We then queried the 1,000 2025 domains on DNS Lookup API and found that they currently
resolved to 877 unique IP addresses. A Threat Intelligence API query for the 877 IP addresses
revealed that 311 have already figured in various malicious activities. Some examples are
shown below.

MALICIOUS IP ADDRESS ASSOCIATED THREATS

162[.]255[.]119[.]164
Generic
Malware
Phishing

46[.]8[.]9[.]145

Attack
Command and control (C&C)

Generic
Malware
Phishing

Suspicious

151[.]101[.]1[.]91
Generic
Malware
Phishing

151[.]101[.]193[.]91
Generic
Malware
Phishing

99[.]83[.]190[.]102

Attack
C&C

Generic
Malware
Phishing

Suspicious

We turned to Bulk IP Geolocation Lookup to learn more about the IP addresses, which revealed
that:

● They were geolocated in 35 different countries led by the U.S., which accounted for 671
IP addresses, followed by Germany with 40 IP addresses. The other top geolocation
countries were China (37 IP addresses), the Netherlands (17 IP addresses), Japan (16 IP
addresses), France (15 IP addresses), Canada (10 IP addresses), Russia (9 IP
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addresses), India (9 IP addresses), and Italy (6 IP addresses). A total of 47 IP addresses
were distributed across 25 other countries.

● The IP addresses were managed by 95 different ISPs led by Amazon with 440 IP
addresses. It was followed by Cloudflare with 97 IP addresses, IONOS with 33,
Hostinger with 30, Namecheap with 22, DigitalOcean with eight, CDN77 with seven,
Endurance International Group with seven, Google Cloud with six, and RAKsmart with
six. A total of 153 IP addresses were spread across 85 other ISPs, while 68 did not have
ISP data.
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Our next step was to query the 877 IP addresses on Reverse IP API to find IP-connected
domains. We found that 78 of them could be dedicated hosts, which accounted for 4,808
IP-connected domains after duplicates, the original domains, and the email-connected
domains were filtered out.

For one, a Threat Intelligence API query for the 4,808 IP-connected domains revealed that
cp80[.]nsixo[.]com has already figured in cyber attacks.

As our final step, we used Domains & Subdomains Discovery to look for subdomains
containing the text string 2025. We limited our searches to those that were added from 1 to 5
January 2025 and discovered 10,000 string-connected subdomains.

—

Our investigation into riding on the new year began with a sample of 1,000 suspicious
2025-themed domains. That led to the discovery of 16,086 threat artifacts comprising 401
email-connected domains, 877 IP addresses, 4,808 IP-connected domains, 10,000
2025-themed newly added subdomains. By the end of our investigation, we found that 313 of
these artifacts have already figured in different malicious activities.

If you wish to learn more about the products used in this research, please don’t hesitate
to contact us.
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Disclaimer: We take a cautionary stance toward threat detection and aim to provide relevant
information to help protect against potential dangers. Consequently, it is possible that some
entities identified as “threats” or “malicious” may eventually be deemed harmless upon further
investigation or changes in context. We strongly recommend conducting supplementary
investigations to corroborate the information provided herein.

Appendix: Sample Artifacts

Sample 2025 Domains from First Watch Malicious Domains Data Feed

● rebeccasamwedding2025[.]com
● 2025superbowl[.]com
● 2025w[.]xyz
● urzilacarlsontour2025[.]com
● turmoil2025[.]com
● thebrezniks2025[.]com
● democracy2025[.]info
● xn--2025-o94f35z7qk2p1h62wa3fb[.

]com
● 6820254[.]com
● icecubetour2025[.]com
● personalized-jewelry-72025[.]bond
● worldludocup2025[.]com
● my2025abbottslam[.]com
● electricrockminneapolis2025[.]com
● sustain2025[.]com
● smartwork2025[.]info
● 2024202506[.]xyz
● mothermothertour2025[.]com
● nieuws-july202556[.]sbs
● q2847527520257592578448[.]xyz
● koers2025[.]amsterdam
● iflrc-apc2025[.]com
● happy2025[.]com
● spacefootball2025[.]com
● aa2025aa[.]fun
● thedonkins2025[.]com
● emilyandanna2025[.]com
● coupons2025[.]com

● avengedsevenfoldtour2025[.]net
● 20253547[.]com
● kellyandmatt2025[.]com
● thecotswolds2025[.]com
● samanthaandkirk2025[.]com
● briscoetour2025[.]com
● suicideboystour2025[.]com
● zce2f2025[.]xyz
● 25032025[.]com
● mobilbahis2025[.]com
● 2025tengxun207[.]lat
● billieeilishtour2025[.]net
● talent2025[.]info
● kailynandamir2025[.]com
● kentuckyderby2025[.]com
● rachaelandmattclary2025[.]com
● thesecretsisterstour2025[.]com
● alanjacksontour2025[.]xyz
● martinlawrencetour2025[.]com
● 18fuli2025[.]fun
● yuneniznaliche2025[.]top
● f46020250[.]com
● tbh2025[.]com
● 27october2025[.]com
● sypz2025[.]com
● jycp2025[.]vip
● losangelesrams2025[.]com
● nikkiandjason2025[.]com
● 26052025[.]com
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● 2025830[.]com
● cap2025pdb[.]com
● parisexpo2025[.]com
● 2025tengxun68[.]lat
● christoandche2025[.]com
● lollapalooza2025lineup[.]com
● alicecoopertour2025[.]com
● 62025233[.]com
● culturecon2025[.]com
● testingtest2025[.]com
● hm2025[.]cfd
● bsp-ne-area-convention-2025-bang

ormaine[.]com
● successclubtrip2025[.]com
● loosenartexhibitions2025[.]com
● creditninja2025[.]info
● 2025629[.]com
● happilyeverafter2025[.]com
● denvernuggets2025[.]com
● yxbet2025[.]net
● 2025tengxun312[.]lat
● rtihym2025[.]com

● egidioandjuliannelakecomo2025[.]co
m

● dollypartontour2025[.]xyz
● 2025thefinaldrive[.]com
● rugbyworldcup2025[.]tickets
● 20259565[.]com
● flyhouston2025[.]com
● 2025cnm[.]com
● sfoutdoorwalks2025[.]com
● 2025tengxun163[.]lat
● vwin2025[.]com
● ztw2025[.]com
● xingkong2025[.]com
● maidou2025[.]com
● bdbet2025[.]net
● glendalebowl2025[.]com
● 2025331[.]com
● guayaquil2025[.]org
● kionghikionghi2025[.]xyz
● step2025[.]site
● 40542025[.]com
● traceadkinstour2025[.]com
● thehdexperience2025[.]com

Sample Email-Connected Domains

● shreekumarmenon[.]com
● indocleftcon2025[.]com
● thimbaradaivasthana[.]com
● pambattajetemple[.]com
● janathadeluxepathumudi[.]com
● buntsbantwala[.]com
● amberdentalcentre[.]com
● aikyamangalore[.]com
● ycjournal[.]net
● elitedentistrynd[.]com
● cuticonkn2024[.]com
● sdmcauaa[.]com
● balmattadiagnostic[.]com
● 55ksdc[.]com

● icdecc2024[.]com
● aomsi[.]com
● indocleftcon2024[.]com
● applyonlineeximfinserv[.]com
● bantwalejamath[.]com
● knacon2025[.]com
● fmmch[.]com
● hjcshirva[.]com
● 59iocvizag[.]com
● isoi2025[.]com
● 28thiospgconvention[.]com
● crescendo2025[.]com
● pedosoch2025[.]com
● midcoms2025[.]com
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● mangaloreorthodontics[.]com
● 75idc2025chennai[.]com
● polalitemples[.]com
● raidentalclinic[.]com
● ambikabalavidyalaya[.]com
● rakthadaan[.]com
● mullersilvercon2024[.]com
● ww9india[.]com
● upaomsi[.]com
● shreekshethrapanolibail[.]com
● sheshakuteera[.]com

● toothcaresolutions[.]com
● kudlasportswear[.]com
● sarcd2025[.]com
● kpjonline[.]com
● ksoga2024[.]com
● kaveri202425[.]com
● isgkcon2024[.]com
● drvenkatagiri[.]com
● aomsitnp[.]com
● a1akshar[.]com
● 50karnatakadentalconference[.]com

Sample IP Addresses

● 198[.]49[.]23[.]145
● 198[.]185[.]159[.]145
● 198[.]185[.]159[.]144
● 198[.]49[.]23[.]144
● 3[.]33[.]130[.]190
● 15[.]197[.]148[.]33
● 91[.]195[.]240[.]94
● 143[.]244[.]50[.]84
● 76[.]223[.]54[.]146
● 13[.]248[.]169[.]48
● 162[.]222[.]206[.]121
● 150[.]95[.]255[.]38
● 18[.]164[.]174[.]42
● 18[.]164[.]174[.]89
● 18[.]164[.]174[.]19
● 18[.]164[.]174[.]98
● 44[.]227[.]76[.]166
● 44[.]227[.]65[.]245
● 185[.]230[.]63[.]186
● 185[.]230[.]63[.]107
● 185[.]230[.]63[.]171
● 18[.]65[.]25[.]73
● 18[.]65[.]25[.]100
● 18[.]65[.]25[.]77
● 18[.]65[.]25[.]29
● 143[.]244[.]49[.]177

● 2400:52e0:1a01::907:1
● 67[.]223[.]118[.]28
● 91[.]184[.]0[.]49
● 203[.]30[.]44[.]22
● 91[.]195[.]240[.]13
● 38[.]174[.]144[.]65
● 192[.]0[.]78[.]25
● 192[.]0[.]78[.]24
● 15[.]197[.]225[.]128
● 3[.]33[.]251[.]168
● 75[.]2[.]18[.]233
● 103[.]42[.]144[.]39
● 103[.]117[.]134[.]47
● 103[.]117[.]134[.]46
● 43[.]251[.]57[.]137
● 143[.]244[.]50[.]82
● 13[.]226[.]225[.]72
● 13[.]226[.]225[.]47
● 13[.]226[.]225[.]58
● 13[.]226[.]225[.]116
● 72[.]167[.]45[.]241
● 217[.]160[.]0[.]221
● 2001:8d8:100f:f000::200
● 66[.]81[.]203[.]139
● 15[.]197[.]142[.]173
● 3[.]33[.]152[.]147
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● 64[.]190[.]63[.]222
● 2400:52e0:1a01::899:1
● 54[.]230[.]21[.]60
● 54[.]230[.]21[.]13
● 54[.]230[.]21[.]7
● 54[.]230[.]21[.]33
● 104[.]21[.]84[.]152
● 172[.]67[.]194[.]141
● 2606:4700:3032::6815:5498
● 2606:4700:3035::ac43:c28d
● 154[.]21[.]203[.]229
● 60[.]205[.]127[.]166
● 54[.]230[.]21[.]83
● 54[.]230[.]21[.]14
● 54[.]230[.]21[.]84
● 54[.]230[.]21[.]56
● 217[.]160[.]0[.]224
● 81[.]92[.]80[.]56
● 81[.]92[.]80[.]55
● 92[.]112[.]198[.]149
● 2a02:4780:50:7334:f293:d478:255e:

3244
● 18[.]154[.]206[.]30
● 18[.]154[.]206[.]90

● 18[.]154[.]206[.]22
● 18[.]154[.]206[.]15
● 195[.]110[.]124[.]133
● 34[.]120[.]137[.]41
● 2600:1901:0:84ef::
● 13[.]248[.]213[.]45
● 76[.]223[.]67[.]189
● 185[.]106[.]103[.]79
● 100[.]24[.]89[.]80
● 3[.]234[.]11[.]211
● 54[.]198[.]222[.]183
● 52[.]71[.]193[.]116
● 18[.]211[.]19[.]104
● 3[.]93[.]205[.]129
● 208[.]91[.]197[.]27
● 209[.]17[.]116[.]160
● 162[.]255[.]119[.]172
● 156[.]241[.]78[.]5
● 210[.]79[.]63[.]13
● 156[.]232[.]230[.]169
● 18[.]164[.]154[.]129
● 18[.]164[.]154[.]115
● 18[.]164[.]154[.]117
● 18[.]164[.]154[.]108
● 18[.]154[.]144[.]64

Sample IP-Connected Domains

● m[.]yznsbd[.]com
● 20240531[.]xyz
● 6t2023[.]com
● baobo2024[.]com
● danielleandstephen2025[.]com
● 05woool[.]com
● 20256[.]com
● dresizaotroke[.]com
● dgnrj[.]com
● 20250302[.]xyz
● 2022xxs[.]com
● 8yyf[.]com

● bh6666[.]top
● cpanel[.]yqj2025[.]com
● cmc-haemmolgen-eqas[.]com
● 1r5capy[.]xyz
● ccm-resources[.]com
● aggregator-online[.]com
● barnadas[.]pica[.]agency
● app[.]iranfair[.]com
● cpahorizon[.]net
● amaplast[.]org
● aeroconnect2025[.]net
● alljoinhands[.]org
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● 0256b19d6a4a84c5[.]com
● airnote[.]to
● cnlwdq[.]com
● ftp[.]immunology2019[.]org
● addonconst[.]com
● am3d[.]org[.]in
● aeliotis[.]com
● bjaoshang[.]cn
● 47aomsi[.]a1logics[.]live
● 2023[.]tieconmumbai[.]org
● apostlelarryherring[.]com
● bageco[.]org
● 520025[.]site
● 314er[.]com
● cpanel[.]undv2025vietnam[.]com
● bugtracker[.]eiasm[.]be
● adlerlawyer[.]com
● 013644[.]shop
● 2024spring-aygj3[.]5000151[.]com
● 001589a[.]xyz
● abigailandmichael2025[.]com
● 24x7smartapplianceservice[.]in
● 8kvideodownloader[.]online
● 232bridle[.]xyz
● 4youbycalina[.]ro
● freshcasino400[.]com
● 040324[.]ei-semi[.]com
● 049ww[.]com
● 89weedmarket[.]com
● a64[.]cz
● abusbeveiligt[.]nl
● www[.]202525[.]xyz
● www[.]2025woool[.]xyz
● 91kmp[.]club
● www[.]20250603expire[.]xyz
● www[.]wugtorino2025[.]com
● onetipwonder[.]app
● lilai2023[.]com
● mabo2025[.]com

● m882023[.]com
● gunstigfussballtrikot[.]de
● mpmera[.]com
● 20250402[.]xyz
● 2023xxs[.]com
● cpanel[.]8yyf[.]com
● cd168[.]aliyun-oss[.]com[.]bht02[.]to

p
● ftp[.]yqj2025[.]com
● cpanel[.]cmc-haemmolgen-eqas[.]co

m
● 2ye6j0u[.]xyz
● cpanel[.]iaprd2025[.]com
● b[.]bestgameonline2024[.]fun
● cpanel[.]pica[.]agency
● apr[.]iranfair[.]com
● cpahorizon[.]org
● federazioneconfindustriamacchine[.]

com
● catalysisconnect[.]net
● bradleybell[.]org
● 10576723d3b9ade9[.]com
● api[.]climbe[.]rs
● cpanel[.]cnlwdq[.]com
● ftp[.]immunology2020[.]org
● ajdelectricalserv[.]com
● aeliotis[.]com[.]cy
● bjjdxf[.]fun
● 49aomsiconference[.]com
● aacr2024[.]org
● atmc[.]cl
● bmt2025[.]ch
● 520025[.]top
● cpanel[.]undv2025vietnam[.]net
● bugtracker[.]eiasm[.]org
● awconsultores[.]com
● 023497[.]shop
● 258369[.]co
● 002468a[.]xyz
● aislegowithbrady[.]com
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Sample String-Connected Subdomains

● api-auto-2025-01-01-18-00-20-202
1586447[.]us-west-1[.]elb[.]amazona
ws[.]com

● portal-e2e-mysql-restore-202511-24
5530101[.]mysql[.]database[.]azure[.]
com

● bwp-2025[.]wordifysites[.]com
● acawinter2025[.]nxtgenevents[.]com
● vaultwarden2025[.]duckdns[.]org
● e2e-2025-01-01-151820-3efa4d5d-

60348106040-api[.]us-central1[.]aut
opush[.]sourcemanager[.]dev

● e2e-2025-01-01-151820-3efa4d5d-
60348106040-git[.]us-central1[.]auto
push[.]sourcemanager[.]dev

● ucf3898d314d82025724b3faca8a[.]
dl[.]dropboxusercontent[.]com

● 2025[.]tfpstore[.]in
● ecom01032025[.]chihantrading[.]oo

mdcstaging[.]com
● phanthanhhuyenbizvn[.]01012025[.]

w2[.]exdomain[.]net
● synthetic-burstflex202412020253ae[

.]postgres[.]database[.]azure[.]com
● afdx-e2etests-20250101221209023

60500[.]afde2e-root[.]azfdtest[.]xyz
● portal-e2e-mysql-primary-202512-0

10424682[.]mysql[.]database[.]azure[
.]com

● portal-e2e-mysql-create-ha-202512
-244005934[.]mysql[.]database[.]azu
re[.]com

● e2e-2025-01-01-131057-f3feb3a8-f
b9d-4a-1013061819917-api[.]asia-n
ortheast1[.]sourcemanager[.]dev

● portal-e2e-mysql-create-gp-202512
-242011617[.]mysql[.]database[.]azu
re[.]com

● 2025-01-02znegeulfluxsisilafamille[.]
leyhp[.]com

● 2025-01-02znegeulfluxsisilafamille[.]
manitobahighperformanceringettele
ague[.]ca

● 2025-01-02znegeulfluxsisilafamille[.]
pceclp[.]com

● 2025-01-02znegeulfluxsisilafamille[.]
zebarkhan-info[.]ir

● myttexiccp5uezomqz7q-pk64b5-20
2554162[.]ipv4-only[.]cname[.]clientt
ons[.]com

● e2e-2025-01-01-163149-222fc164-
a800-4a-204399059495-api[.]us-cen
tral1[.]sourcemanager[.]dev

● a7202545caf1c938845cf6b8b22fac
0b[.]safeframe[.]googlesyndication[.]
com

● 20251223wb[.]appwb0589[.]cgshow
-z66w-1[.]com

● srv-2025-01-02-16[.]pixel[.]parsely[.]
com

● www[.]vinhdecorbizvn[.]01012025[.]
w2[.]exdomain[.]net

● e2e-2025-01-02-141835-c00b1cc4-
1ed8-48-204399059495[.]europe-w
est4[.]sourcemanager[.]dev

● scaletesting-cf-2025010230012[.]blit
ztesting[.]com

● 2025-01-03znegeulfluxsisilafamille[.]
gavinphoto[.]cn

● 2025-01-03znegeulfluxsisilafamille[.]
top10onlinecasino[.]net
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● y54hsiqxynisgzoqxsoa-pxx4pg-202
563c92[.]ipv4-only[.]cname[.]clientto
ns[.]com

● e2e-2025-01-02-175721-767ce470-
60348106040[.]asia-east1[.]autopus
h[.]sourcemanager[.]dev

● portal-e2e-mysql-create-ha-202513
-244017709[.]mysql[.]database[.]azu
re[.]com

● 2025-01-01znegeulfluxsisilafamille[.]
baiturridho-pwi[.]or[.]id

● 2025-01-01znegeulfluxsisilafamille[.]
jithesh[.]online

● 2025-01-01znegeulfluxsisilafamille[.]
saunaindex[.]nl

● 2025-01-03znegeulfluxsisilafamille[.]
canmorehockey[.]org

● 2025-01-03znegeulfluxsisilafamille[.]
edsonprospects[.]ca

● 2025-01-03znegeulfluxsisilafamille[.]
goodwinsaver[.]com

● 2025-01-03znegeulfluxsisilafamille[.]
mmcbrunei[.]com

● 2025-01-03znegeulfluxsisilafamille[.]
softwared[.]net

● 2025-01-03znegeulfluxsisilafamille[.]
sonltangolq[.]com

● 2025-01-03znegeulfluxsisilafamille[.]
xn--v-xym[.]vn

● 2025f3223884[.]database[.]windows[
.]net

● 2025010402[.]xjspimg9[.]cfd
● 3d1b18a3-9f38-4e64-8180-93bf620

25267-netseer-ipaddr-assoc[.]xz[.]fb
cdn[.]net

● gt-20250102-zerys-testus3-b8fe2fe
0[.]authzerotest[.]com

● e2e-2025-01-02-061834-fd5364b2-
e065-40-204399059495-git[.]europe
-west4[.]sourcemanager[.]dev

● e2e-2025-01-02-210635-bdb250a2-
b781-43-204399059495-api[.]me-w
est1[.]sourcemanager[.]dev

● rp-c207-ljq-03012025[.]mysql[.]data
base[.]azure[.]com

● 2025daili[.]pages[.]dev
● rp-c207-putera-3-1-2025[.]mysql[.]d

atabase[.]azure[.]com
● retromass2025[.]tumblr[.]com
● e2e-2025-01-03-073246-2c3804e0-

96f4-42-1013061819917[.]northame
rica-northeast1[.]sourcemanager[.]d
ev

● 2025-01-04znegeulfluxsisilafamille[.]
landking[.]cc

● yupin2025[.]5ddd[.]com
● e2e-2025-01-03-063152-5f9c0f34-6

0348106040[.]us-central1[.]staging[.]
sourcemanager[.]dev

● e2e-2025-01-03-023011-f36ee9f3-7
50f-41-204399059495[.]northameric
a-northeast1[.]sourcemanager[.]dev

● ve-flexreplicasiteswaprunner638685
699220258141[.]writer[.]postgres[.]d
atabase[.]azure[.]com

● 2025[.]sulutprov-sipanda[.]id
● 20250111[.]pages[.]dev
● z7y6g2liponcgynefrzq-pc266d-2025

a72d8[.]ipv4-only[.]cname[.]clientton
s[.]com

● portal-e2e-mysql-georestore-20251
1-242949094[.]mysql[.]database[.]az
ure[.]com

● 2025-01-01znegeulfluxsisilafamille[.]
736668850[.]xyz

● 2025-01-01znegeulfluxsisilafamille[.]
gardameerforum[.]nl

● 2025-01-01znegeulfluxsisilafamille[.]
mailexcel[.]com
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● 2025-01-01znegeulfluxsisilafamille[.]
nai[.]ls

● zankxblace6xwzolr4iq-f-4920258de[
.]ipv4-only[.]cname[.]clienttons[.]com

● info11[.]kkings2025[.]xyz[.]tciel[.]com
● www[.]hermanhealthinsurance[.]com

[.]165-140-70-8[.]202528[.]nd[.]webd
monitor[.]io

● produtos2025[.]infinityfreeapp[.]com
● mxdr[.]apps-400920257310279[.]ap

ps[.]fbsbx[.]com
● eyd7xeen4cvdcjqacqeqaeqaabs4xu

5u-peopht-781d82025[.]cname[.]clie
nttons[.]com

● 2025-01-01znegeulfluxsisilafamille[.]
lalaonline[.]ir

● 2025tech[.]us[.]kg
● b2025120re[.]iosedge[.]com
● hhz[.]2025[.]hjq[.]life
● 2025-01-01znegeulfluxsisilafamille[.]

wuaze[.]com
● 2025-01-04znegeulfluxsisilafamille[.]

azwebhost[.]net
● e2e-2025-01-03-101836-9ad4c051-

6fef-43-204399059495[.]europe-wes
t4[.]sourcemanager[.]dev

● wsh-2022-for-2025[.]sor4chi[.]com
● s1[.]domainkey[.]u2202510[.]wl011[.]

sendgrid[.]net
● 2025-01-05znegeulfluxsisilafamille[.]

darlowowczasy[.]pl
● smithruth2025[.]pages[.]dev

● nwusedtilndykzovxeka-p6653n-c40
620253[.]ipv4-only[.]cname[.]clientto
ns[.]com

● 2025-01-02znegeulfluxsisilafamille[.]
ftm[.]ae

● 2025-01-02znegeulfluxsisilafamille[.]
karatepicos[.]es

● 2025-01-02znegeulfluxsisilafamille[.]
webcammodel[.]us

● 2025-01-02znegeulfluxsisilafamille[.]
weedshops[.]eu

● 2025-01-04znegeulfluxsisilafamille[.]
cresiwa[.]com[.]tr

● 2025-01-04znegeulfluxsisilafamille[.]
ecesar[.]net

● 2025-01-04znegeulfluxsisilafamille[.]
globalmakarya[.]com

● 2025-01-04znegeulfluxsisilafamille[.]
karo-odpady[.]pl

● 2025-01-04znegeulfluxsisilafamille[.]
phongthuyamtrach[.]com

● 2025-01-04znegeulfluxsisilafamille[.]
sewonpatch[.]co[.]uk

● 2025-01-04znegeulfluxsisilafamille[.]
trix4[.]com

● wdy2025-2[.]pages[.]dev
● e2e-2025-01-04-123023-a0d9f24-6

0348106040-git[.]asia-east1[.]autop
ush[.]sourcemanager[.]dev

● glgu4svydoyqkzowjlva-pm6u9d-48e
202557[.]ipv4-only[.]cname[.]clientto
ns[.]com
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