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@

Inc.. Namebeacon.com, Inc.. Network Solutions LLC. REGRU-RU. Sav.com LLC.
Squarespace Domains LLC. World4You Internet Services GmbHIZ Z 1L Z 1L 1{E T D A
BEINTWE L7, BB, 84ED K XA »IoCICDW Tk, IWEDWHOISL 23— F(C
LYXNZDT—20HY £FHATLT,

NUMBER OF DOMAIN loCs PER REGISTRAR @,

GoDaddy.com LLC

9
TurnCommerce, Inc.

8
Namecheap, Inc.

No registrar data
84

www.whoisxmlapi.com

o EBEEILHBESBEERTEX v R—VOBRICWATIZXZ—IF, FEWAD K XA V4%
EEALTWE LT, BHHWLR XA VI0CIE2014F ICHFRBEHF SN TWE L7, ftb
B, RBHLL2DD R XA ~10CId2024F ICHMEFINIZH D TY, 20235F(21218
@, 2021F(C7EAH. 20194, 20204F., 2022F(CZ NZFN61E, 2024F (2218, Z L T
2014F L2016 FEICHME T DAFH /- ICBEFINTWE L7z, K4 D83ED K X 1 ~1oCIC
D2WTIE, WEDOWHOISICEHFAHDEHE N HY FHATL,
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NUMBER OF DOMAIN loCs CREATED PER YEAR

@ @
2016 2020 2022 2024

1 domain 6 domains 6 domains 2 domains
] & 2 ‘ ® >
2014 2019 2021 J 2023

1 domain 6 domains 7 domains

18 domains

www.whoisxmlapi.com NOTE: 83 domains didn’t have creation dates in their current WHOIS records.

o FAAVIOCOEFHIZMMAFEICHBML TWE Lz, REZH 27-DIFKET. 28@ENE
ETEHFINTWE LT, /-0 TARTYRTHME, A—X +U 7 RE, ZEETZN
ZN2E, ¥ 7R, Trx—U, AV, HhYT7RE2> XAX bLraTznzn
BAEFENTWE L, 5. 86fEICDUNTIE, BAEDWHOISL O— R IZEHFEDE
DIFRLH Y FHATLT

A"«fg&
NUMBER OF DOMAIN loCs PER REGISTRANT COUNTRY @
J I— - *:: &I h

UK

U.s. Iceland Austria China K. Cyprus
28 domains 4 domains 2 domains 2 domains 2 domains 1 domain

— - ®* G

Denmark Germany Kazakhstan Switzerland Turkey
1 domain 1 domain 1 domain 1 domain 1 domain

www.whoisxmlapi.com NOTE: 86 domains didn’t have registrant countries in their current WHOIS records.
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DNSIC7& E N 7-1o0C D B

BOESBEERTT v v R—V EDEENRONIMDT —T 4 777 b2 B2 575, 13018
DR XA 1oCIxt L TWHOIS History APID 7 T Y #FEITL F L7z, TDEER. K XA »IoChiE
EDWHOISL 30— FIZIZEE336ME (BEZHRL) OX—LT FLAAEK>THEY, ZD 5 H57
Bz TunE Lz,

ZD5TEDANFEX =T KL X% *%—7— |2 L TReverse WHOIS API TR AT L71-& &

A, ZNOLDA =T FL R%EFE> TERINIZEED KX A v EarteHang L7z (B
BEE DIoC= R <) , Threat Intelligence APIDFER N b, ZD 5 BL221ED K X A v &ld, 1~2F
DERBICEELTWASZ e bhY £ L7, UTICE2DHERLET ¢

FAXALVIoCERLA—NLT FLREFERL BhEL TW -8R
TWEEBEHDI XM 4

brainiac|.]Jnet Phishing
Generic
couponmafia[.Jcom Phishing
Generic

escrow-peer|.Jcom Attack
Phishing

escrow-trades[.Jcom Attack
Phishing

escrow-verify[.Jcom Attack
Phishing

KIZ. 130D K X A > 10CIZ%F L TDNS Lookup% 1T L 7=5 2. 91E®D K X A > 1oCIZEZNZIP
TRLRICERIBEALEFLATL I, ftbh. BY D3EZMEDIPT FLXICEEALE L (E
BHBR <) ., Threat Intelligence Lookup(Z L#LIE, ZD 5 BIMEDIPT FL RE, SFIFAE
BUCEEG L TWE L, UTICE2DBZzRL £7 ¢

EZEHBIPTFLR BE L TW-BRE
104[.]1247[.]181[.154 Malware
104[.]1247[.]181[.151 Attack
Malware
104[.]21[.163[.]32 Generic
Phishing

Attack

Whois API, Inc. | www.whoisxmlapi.com
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@)

81[.]19[.]154[.]98 Malware

Generic
Phishing
Attack

103[.]224[.]182[.]253 Spam

Phishing
Generic
Malware
Command and control (C&C)
Attack
Suspicious

/-0 FAAVICHERLZ4MEDIPT7 KL X (WUTF [IP7 KL XloC] ) (22U TBulk IP
Geolocation Lookup% 1T L 7=#&R. UTOZ A HEAL £ L7 :

o MEDYAOT—T a3 F8HEHICHML TWE L, BHZ D >7-DIFKET, 30@ED
HWIBMICAHNEL TWE L, RICEZDN27=DIE A YT, 3EHY F L7z, 512, 2@
NENTNHhFXEeFREEZELTCWE L, T, F—X+Z7 U7 =X U7,
F7Z7HLOCUAEICTET D H Y £ L7,

Y

=
NUMBER OF IP ADDRESSES PER GEOLOCATION COUNTRY @

ik

Lror m— S
ST — * *
* * *
Sttt — *
C———

—

—

u.s. Germany Canada China
30 IP addresses 3 IP addresses 2 |P addresses 2 |P addresses

=z . -\
<. =
kS

Australia Austria Lithuania U.A.E.
1 IP address 1 IP address 1 IP address 1 IP address

www.whoisxmlapi.com

o ZHLZDIPT FL XIoCZEEL TUWLWISPIZAmazonT, 22(EICDIF Y £ L7z, £
7=. Automattic, Cloudflare, Namecheap#'Z 1< #121E. Confluence Networks .
GigeNET. Hong KongMegalayer Technology Co.. Hostinger International. http.net
Internet GmbH. LeaseWeb U.S.A.. UCloud Information Technology (HK) Limited3 & Of
World4You Internet Services GmbHA' Z NZ NAEIDEIRISPIC7A > TWE L7z, &5
2. ALO—F%A2R7 &2 A, SEICODVWTIFEEISPAH Y A TLT,
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NUMBER OF IP ADDRESSES PER ISP

World4You Internet
Services GmbH

UCloud Information i
Technology (HK) Limited
1
LeaseWeb U.S.A.
http.net Internet GmbH 1
1
Hostinger International

No ISP data
5

1
Hong KongMegalayer
Technology Co.
1 GigeNET
1
Confluence Networks
1

Namecheap
2

Cloudflare

Automattic
www.whoisxmlapi.com 2 NOTE: 5 IP addresses didn’t have ISPs in their A records.

41 DIP7 K L XloC%#Reverse IP Lookuplch F7-& 2 A, EREEBEOLNEZ 7 KL XHA2@EHY £
L7ze LT, ZNHIFEE259ED K X1 >% (B, BFIOCBELUL R XA vIoCER L X —Ib
TRLAEZEBLTW R XAV E%BKRL) 2RAMLTWE LT,

=B, OCERUXFINTHED P AAVEZZHRLE LT, Thbb, F2LNILEXA VDX
FHMNEAAVIOCERLCEBTHEF>TCHY, TLDIFSEFIFICELRD N AAVZTY, D
ER. UTO84BEDOXFIN, 1,947TED KX A Y ZOFE2L NILICHBLTEFNTWEZ &
by FL7:

e bijora-btc. e bitexmo. e btc-coin.

e bilaxy. e bitfenix. e chartrade.

e Dbillaxy. e Dbitfinex. e coingates.

e Dbinfox. e Dbitreg. e coinmex.

e Dbitbitter. e Dbittorex. e coinpays.

e bitcoingate. e bitumb. e coinrexo.

e bitcoinly. e bkex. e coinswallet.
e Dbitcoinmates. e bimtrade. e creonix.

e Dbitcwallet. e blokcoin. e cry-coin.

Whois API, Inc. | www.whoisxmlapi.com



http://www.whoisxmlapi.com/
https://ja.dns-history.whoisxmlapi.com/lookup

@

e crypto-exchange2 e highcoin. e sfptrade.
4, e hillstrade. e spacexcrypt.
e cryptonex. e hiuobi. e ssnhgroup.
e cryptonfix. e hurtrade. e swithcoin.
e cryptosafe. e hyptrade. e thebitex.
e cryptosis. e imetrade. e tidebit.
e cryptotis. e jiratrade. e tihuanaparmo.
e cryptotradeltd. e kestrade. e tradeberry.
e delltrade. e ledgerswap. e tradekucoin.
e drxtrade. e lloydstrade. e tradenc.
e edustr. e |utidastore. e traxcoins.
e emetero. e mybitmax. e unctrade.
e exort. e owrix. e unictrade.
e exstrade. e paxful-trade. e urtrader.
o filatrade. e polcrypt. e viral.
e fixxcoin. e purplecrypto. e weextrade.
e gantonshop. e red-shadow. e weoniXx.
e gdax. e restrade. ® wernox.
e goxtrade. e safetytrade. e worldtrader.
e yobit.

% L T, Threat Intelligence APIIZ & ), ZDHIHLDISEAD F A AV ENI FIEHRERBEFEL
TWBZENHIRLE LT, 52DBIZULTISRLET

HBOXFINZELEREHDI N AM 4 BEE L TWBE
coinswallet].]info Generic
Attack
paxful-trade[.]info Attack
Phishing
paxful-trade[.]Jlink Attack
Phishing
paxful-trade[.]pro Attack
Phishing
yobit[.]press Malware

Whois API, Inc. | www.whoisxmlapi.com
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| «
W)
SR YA TT>7-DNSOBERAEICL Y. BOBESBERTEX v v R—VICBBE L8200 0DH 5
—T 4777 FAEERTCMEARREINFE L1z, TD O B75EIZ. T TICERAINTLWS LD
TY, BEEEDERICON, SEBESEEEZENE LI-BEIEIOICERA 2 ZEAFERINE
T, KFEF o THREZFEL D EDPRETT,

N

[IRDIEE CHLDEER, 7 IXFTHE TR SN LH DEaRIC SR E HIFS D
FEHIE, CELF THEREICERVEDE LSS,

BEFIE X Lt BEHERIGERD oIbEF FEEDICRTDISHDIERZHIEL THY, &
BLDIEHICHT L TEIELLEZTHEA TOWET, TD/EH, H (B -1t [BELH B/
ERGEINST T T oD T BHBEPFDEDIKIDENICL YV RIRAIICHEE & H BT
SFABEEEM S B Y E T, &C TEHEEIA T BIEHZHF T SEEHEDERZ # < HE)D
LEFT,

FF:7—T47 77 FDfl

FXA4loC

bixetrade[.]Jcom
bkex[.Jus
bimtrade[.Jcom

aftcrypt[.Jcom
baystrade[.]Jcom
bijora-btc[.Jcom

bilaxy[.]club blokcoin[.]net
billaxy[.Jcom blstacks[.Jcom
binfox[.]ltd btc-coin[.]Jnet
bitbitter[.]Jnet btcbeaxy[.Jcom
bitcoingate[.]pro chartrade[.Jcom
bitcoinly[.]Jco[.Juk coinbascet[.Jcom

bitcoinmates[.Jcom
bitcwallet[.Jcom

coinbeaxy[.Jcom
coincashup|.Jcom

bitexmo[.]net coingates|.]Jorg
bitfenix[.]Jxyz coinmex|.Jorg
bitfinex|.]store coinorm[.Jcom
bitmerger[.Jcom coinpays|.]Juk
bitrade-x[.Jcom coinrexo[.Jcom
bitreg[.]net coinswallet[.]space
bittenix[.Jcom cointradego[.Jcom
bitterrexal.Jcom creonix[.Jnet
bittorex[.]Jnet cry-coin[.]Jnet

bitumb[.Jcom crypto-exchange24[.Jcom
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cryptoborium[.Jcom
cryptoelegant[.Jcom
cryptohorium[.Jcom
cryptolays[.Jcom
cryptonex|.Juk
cryptonfix[.Jcom
cryptorwallet[.Jcom
cryptosafel.]litd
cryptosis|.Jcc
cryptotis[.Jcom
cryptotradego[.Jcom
cryptotradeltd[.Jcom
cryptoxlogy[.Jcom
cryptoxorium[.Jcom
cryptozorium[.Jcom
crytptbtc[.Jcom
delltrade[.Jcom
drxtrade[.Jcom
edustr[.Jcom
emetero[.Jcom
exmofit[.Jcom
exort[.Jorg
exstrade[.Jcom
eyetradex[.Jcom
filatrade[.Jcom
finontrade[.Jcom
fixxcoin[.Jcom
foxxytrade[.Jcom
gantonshopl[.Jcom
gdax[.]Jus
genecryptotrade[.Jcom
getcoinbet[.Jcom
gexofit[.Jcom
goxtrade[.Jcom
harydex[.Jcom
haxcoins[.Jcom
highcoin[.]net
hillstrade[.]Jnet
hiuobi[.Jcom
hubcoi[.Jcom

Whois API, Inc. | www.whoisxmlapi.com

hurtrade[.Jcom
hyptrade[.Jcom
imetradel.]net
jiratrade[.Jcom
kestrade[.Jcom
lackeycrypt[.Jcom
ledgerswap[.Jcom
lloydstradel[.]info
lutidastore[.Jcom
mybitmax[.Jcom
newcoins24[.Jcom
numercoins[.Jcom
onenotet[.Jcom
ovextrade[.Jcom
owrix[.Jcom
padhex[.Jcom
paxful-trade[.Jcom
polcrypt[.Jcom
prudentialex[.Jcom
purplecrypto[.]net
red-shadow/[.]ru
restrade[.]Jorg
safetytrade[.Jnet
sfptrade[.Jcom
spacexcrypt[.Jcom
ssngroup.]itd
stormpoe[.Jcom
swiftcoinbitx[.Jcom
swithcoin[.Jcom
thebitex[.Jcom
tidebit[.]Jeu
tihuanaparmol.]xyz
tradeberry[.Jorg
tradekucoinl.]info
tradenc[.Jcom
traxcoins[.Jcom
unctrade[.Jcom
unictrade[.Jcom
urbshares|.]net
urtrader[.Jcom
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viral[.]kz
waxcoins[.Jcom
weextrade[.Jcom
weonix[.]Jnet

wernox[.]Jnet
worldtrader|.]Jorg
yalescoin[.Jcom
yobit[.Jwebsite

FALVIOCERILA—NVT FLREZFERHLTWER XA 2D

1pojfr[.Jus
360vrphoto[.Jcom
360vrtourguide[.Jcom
7007[.Jcom
alroofing[.Jus
abnormal[.Jnet
activitycrate[.Jcom
addyexpress|.Jcom
aerodrawing[.Jcom
affirm-paxful[.Jcom
agoraopl.Jus
airdunk|.]net
allhaul[.Jus
alphamvp[.Jcom
amazoon[.]us
amazulal.Jcom
anestri[.Jcom
animatorvideos|.Jcom
antexcoin[.Jcom
anyshoponline[.Jcom
apollodesign[.]us
apollomade[.]us
apollomfgl[.Jus
artofgrowth[.Jcom
artoscoin[.Jcom
atomichash[.Jcom
auctioning[.Jcompany
automateemails[.Jcom
bainance|.Jus
bbwsexvideos|.Jus
belledom[.Jcom
benocoin[.Jcom
bibbio[.Jcom

Whois API, Inc. | www.whoisxmlapi.com

bidcash[.Jcom
bilslight[.Jcom
binatyx[.Jcom
binecoin[.Jcom
binodium[.Jcom
bit-coin-wallet[.]biz
bit-coin-wallet[.Jus
bitardos[.]Jcom
bitcextra[.Jcom
bitcflash[.Jcom
bitclop[.Jcom
bitcluxe[.Jcom
bitcmulti[.Jcom
bitcoin-applications[.Jcom
bitcoindiv[.Jcom
bitcoinembassyindia[.Jcom
bitcoinendorse[.Jcom
bitcoinenergize[.Jcom
bitcoinexchangeprice[.Jcom
bitcoinfinder[.Jcom
bitcoingfs[.Jcom
bitcoinhistoric[.Jcom
bitcoinhistorical[.Jcom
bitcoinidentify[.Jcom
bitcoinmone[.Jcom
bitcoinnarc[.Jcom
bitcoinops|.Jcom
bitcoinppv[.Jcom
bitcoinpricingchart[.Jcom
bitcoinreply[.Jcom
bitcoinshippers[.Jcom
bitcoinsocialnetwork[.Jcom
bitcoinspaceship[.Jcom

10
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bitcointly[.Jcom
bitcoinunify[.Jcom
bitcoinxchangerates[.Jcom
bitcoinyx[.Jcom
bitcplace[.Jcom
bitcprice[.Jcom
bitcraf[.Jcom
bitcreon[.Jcom
bitcrion[.Jcom
bitcrise[.Jcom
biteonyx[.Jcom
biterios[.Jcom
bitfincoinex[.Jcom
bitgamb[.Jcom
bitgeco[.Jcom
bitguru24[.Jcom
bitlios[.]Jcom

FAALVIoCHRBERRLIPT7 F L XD

103[.]224[.]182[]253
104[]21[.]63[.]32
104[J247[]81[.]51
104[]247[]81[.]54
13[.]248[.]169[.]48
13[.]248[.]213[.]45
13[.]56[.]33[.]8
15[.]197[.]148[.]33
154[]39[.]176[.]142
162[J255[.]119[.]22

bitlumin[.Jcom
bitlunix[.Jcom
bitmaro[.Jcom
bitnexed[.Jcom
bitocoinex|[.Jcom
bitprofex[.Jcom
bitrezol[.Jcom
bitrols[.Jcom
bitsavex[.Jcom
bitsclap[.Jcom
bitsfame[.Jcom
bitsfino[.Jcom
bitslipto[.Jcom
bitsnaco[.Jcom
bitsnefix[.Jcom
bitstiger[.Jcom
bitsultra[.Jcom

172[]67[.]142[]173
192[]J0[]78[.]24
192[]J0[]78[.]25
192[]64[.]119[.]138
198[.]49[.]23[.]145
199[.]59[.]243[.]225
208[.]91[.]197[]27
213[.]160[.]71[]210
23[]82[.]12[.]29
3[.]130[.]204[.]160

FXAVICHIRRTBIPPRFLRICER IR TWER XS EZDH

24hfx[.Jcom
360ant[.Jcom
360jav[.Jcom
365yin[.Jcom
38989ccl.]cn
3mchain[.Jcom
51trading[.Jcom
520il[.Jcom

Whois API, Inc. | www.whoisxmlapi.com

636526[.Jcom
6955a[.]cn
997358[.Jcom
aaaname[.Jcom
aaluck[.Jcom
aicrosschain[.Jcom
aliisp[.Jcom
alijf.Jcom

11
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alimw[.Jcom
alipoc[.Jcom
alipz[.Jcom
aliqy[.Jcom
alisms[.Jcom
alissl[.Jcom
aliyingyong[.Jcom
ammswap|.Jcom
amzfl.Jen
bameibao[.Jcom
bcw6|[.]net
bfdax[.Jcom
binarydex|[.Jcom
biz777[.Jcom
bocail.]plus
btdapp[.]Jcom
btmax[.Jcom

bttswap[.Jcom
buyxau[.Jcom
canjun[.Jcn
capfax[.Jcom
cdndex[.Jcom
cdschain[.Jcom
chamcc[.Jcom
chebaijin[.Jcom
chengduishang[.Jcom
cmbchain[.Jcom
cmx123[.Jcom
coin580[.Jcom
crosschainl.]im
crosschainl.]plus
crosschainplus[.Jcom
cryptotradeltd[.Jcom
cupswapl[.Jcom

FALVIOCERILXFINZEL K A M4 BDH]

bijora-btc[.]net
bijora-btc|.Jorg
bilaxy[.]app
bilaxy[.]biz
bilaxy[.Jcc
bilaxy[.Jch
bilaxy[.]cloud
bilaxy[.]Jco
bilaxy[.]Jco[.]Juk
bilaxy[.Jcom
bilaxy[.Jcom[.]au
bilaxy[.Jcom[.]tr
bilaxy[.]cool
bilaxy[.]de
bilaxy[.]digital
bilaxy[.]Jeu
bilaxy[.]Jexchange
bilaxy[.]fit
bilaxy[.]fr
bilaxy[.]fun

Whois API, Inc. | www.whoisxmlapi.com

bilaxy[.]fyi
bilaxy[.]host
bilaxy[.]Jinfo
bilaxy[.]io
bilaxy[.]ir
bilaxy[.]it
bilaxy[.]kred
bilaxy[.]life
bilaxy[.]live
bilaxy[.]ltd
bilaxy[.]luxe
bilaxy[.]net
bilaxy[.Jnetwork
bilaxy[.Jnews
bilaxy[.]nl
bilaxy[.Jone
bilaxy[.Jonline
bilaxy[.]Jorg
bilaxy[.]pl
bilaxy[.]plus

12
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bilaxy[.]pro
bilaxy[.]ru
bilaxy[.]shop
bilaxy[.]site
bilaxy[.]social
bilaxy[.]space
bilaxy[.]store
bilaxy[.]tech
bilaxy[.]today
bilaxy[.]top
bilaxy[.]trade
bilaxy[.]Jtv
bilaxy[.Juno
bilaxy[.]Jus
bilaxy[.]vip
bilaxy[.Jwebsite
bilaxy[.]world
bilaxy[.]xyz
billaxy[.]net
binfox[.]bar
binfox[.]Jcn
binfox[.Jcom
binfox[.]de
binfox[.]net
binfox[.Jonline
binfox[.]Juy
binfox[.]Jws
binfox[.]xn--io0a7i[.Jcn
bitbitter[.Jcom
bitbitter[.Jeu

Whois API, Inc. | www.whoisxmlapi.com

bitbitter[.Jtk
bitcoingate][.]biz
bitcoingate[.]Jca
bitcoingate[.]Jch
bitcoingate[.]club
bitcoingate[.Jcom
bitcoingate[.]Jcom[.]au
bitcoingate[.]cz
bitcoingatel[.]Jeu
bitcoingate[.]net
bitcoingate[.]Jorg
bitcoingatel.]pl
bitcoingate[.]shop
bitcoingate[.]sk
bitcoinly[.]app
bitcoinly[.]blog
bitcoinly[.]Jch
bitcoinly[.]club
bitcoinly[.]Jco
bitcoinly[.]Jco[.]in
bitcoinly[.Jcom
bitcoinly[.]de
bitcoinly[.]dev
bitcoinly[.]digital
bitcoinly[.]Jeu
bitcoinly[.]fr
bitcoinly[.]ga
bitcoinly[.]in
bitcoinly[.]info
bitcoinly[.]io
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