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Executive Report

A new info-stealing malware called “TimbreStealer” is in town. Cisco Talos detected its
distribution through a phishing campaign targeting Mexico. The threat actors used
finance-themed phishing emails to lure victims in, including generic fake invoices and those
imitating invoices from Comprobante Fiscal Digital por Internet (CDFI), the country’s standard
electronic invoice format.

The new malware has been dubbed sophisticated since it uses obfuscation techniques to
bypass monitoring and enable persistent presence in victims’ devices. Despite this
sophistication, Talos published a list of indicators of compromise (IoCs) comprising 24 IP
addresses, 124 subdomains, and four domains. Our research team expanded the loC list,
which led to the discovery of:

111 email-connected domains

11 additional IP addresses

38 IP-connected domains

452 string-connected domains
18,798 string-connected subdomains

Infrastructure Analysis for the TimbreStealer loCs

The first step in our attack infrastructure analysis was to obtain the WHOIS details of the four
domains tagged as loCs. For this analysis, we also extracted 34 root domains from the 124
subdomains found on the loC list. All in all, we did a bulk WHOIS lookup for 38 domains, which
revealed that:

e They were administered by only two registrars, namely, NameSilo LLC with 33 domains
and Namecheap, Inc. with five domains.
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NUMBER OF DOMAIN loCs PER REGISTRAR

Namecheap, Inc.
5 domains

NameSilo LLC

33 domains
www.whoisxmlapi.com

e The oldest domain was registered in June 2022, while the newest ones were created in
January 2024. Most of the domains, 20 to be exact, were created in 2023, eight were
registered in 2022 and 10 in 2024.

NUMBER OF DOMAIN loCs CREATED PER PERIOD @]‘

2024

. /‘\

20 domains

www.whoisxmlapi.com
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e Their registrations were spread across only two countries. Five domains were registered
in Iceland and 32 in the U.S. One domain did not have current registrant country data.

[ <
NUMBER OF DOMAIN loCs PER REGISTRANT COUNTRY @

Iceland - 5

www.whoisxmiapi.com * One domain loC did not have current registrant country data.

We then subjected the IP addresses tagged as l0Cs to a bulk |IP geolocation lookup. We found
that all 24 IP addresses were geolocated in the U.S. and managed by the same ISP,
DigitalOcean LLC.
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IP GEOLOCATION DETAILS OF
IP ADDRESSES TAGGED AS loCs

GEOLOCATION COUNTRY ISP

DigitalOcean LLC

www.whoisxmlapi.com

Tracing TimbreStealer loC Connections in the DNS

After analyzing the loCs, we then sought to uncover threat artifacts or web properties that
could be connected to the TimbreStealer malware infrastructure.

WHOIS History API searches for the domain loCs led our research team to discover 52 email
addresses in their historical WHOIS records, 12 of which were public. Reverse WHOIS API
revealed that these public email addresses appeared in the current WHOIS records of 806
domains.

However, since one of the email addresses was used to register 695 domains and was likely
owned by a domainer, it was excluded, along with its connected domains. That left us with 111
email-connected domains after filtering out duplicates and loCs.

We then obtained the IP resolutions of the four domains and 124 subdomains tagged as l1oCs
by performing DNS lookups. The exercise led to the discovery of 11 additional IP addresses,

two of which were used to resolve more than 100 of the subdomain loCs.

Running |P_geolocation lookups on the 11 IP addresses revealed that:
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e They originated from only two countries. Ten were geolocated in the U.S. and one in
Germany.

[ <
NUMBER OF ADDITIONAL IP ADDRESSES @
PER GEOLOCATION COUNTRY

Germany - 1

www.whoisxmlapi.com

e They were administered by six ISPs. Cloudflare, Inc. managed four IP addresses;
DigitalOcean LLC, three; and UpCloud USA, Inc., SEDO GmbH, Amazon.com, Inc., and
The Constant Company managed one |IP address each.
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Cloudflare, DigitalOcean UpCloud USA, SEDO GmbH Amazon.com, The Constant
Inc. LLC Inc. Inc. Company
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We also ran the 11 additional IP addresses on Threat Intelligence API, which revealed that five
were associated with various threats. A couple of examples are shown in the table below.

IP ADDRESSES ASSOCIATED THREAT TYPES

172[.]67[.]164[.]129 Generic
Phishing
Malware

91[.]195[.]240[.]12 Command-and-control (C2)
Phishing
Malware

Spam

Next, we subjected the 35 IP addresses in total (i.e., 24 IP addresses tagged as loCs and 11
additional IP addresses) to reverse |IP lookups, which showed that 11 were potentially
dedicated. They led to 38 IP-connected domains after removing duplicates, the 1oCs, and the
email-connected domains.

Finally, we analyzed the loCs’ string usage, noting the subdomain string pattern involving eight
Spanish words and two tech-related terms, each followed by random numbers. As previously
mentioned, these seemingly domain generation algorithm (DGA)-created subdomains were
spread across 34 different root domains.
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To find similar subdomains, we used Domains & Subdomains Discovery and found 18,798
subdomains created from 1 January 2023 to 4 March 2024. These subdomains started with the
text strings below and immediately followed by the numbers 0 to 9 (e.g., auditoria0, auditorial,
auditoria2, auditoria3, auditoria4, etc.).

e auditoria e pdf

e comprobante e portal

e cumplimient e suscripcion
e factura e timbrado

e folio e validacion

Meanwhile, domain searches using the text strings that appeared among the domain loCs and
the root domains of the subdomain loCs unveiled 452 string-connected domains added from 1
January 2023 to 4 March 2024. These domains started with the following text strings:

e facturas e serviciosna
e servicioslo e solucionpiens
e solucionegos

Threat Intelligence API revealed that some of the string-connected web resources were
associated with malware and phishing activities. Examples include:

folio0939393[.]onlinerd[.]repl[.]Jco
comprobante20234[.]isa-geek[.Jcom
pdf0977601[.]s3[.Jus-west-004[.]backblazeb2[.Jcom
pdf9877221[.]s3[.Jus-west-004[.]backblazeb2[.]Jcom

Our TimbreStealer investigation began with four domains, 24 IP addresses, and 124
subdomains tagged as l0Cs for a Mexico-targeted malware distribution campaign. After
analyzing their WHOIS records, IP geolocation data, and string usage, we discovered more
than 19,000 connected artifacts comprising 12 public email addresses, 111 email-connected
domains, 11 additional IP addresses, 38 IP-connected domains, 452 string-connected
domains, and 18,798 string-connected subdomains.

It is also important to note that the campaign exclusively targeted people in Mexico using
geofencing techniques. Users attempting to connect to the malicious resources from other
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locations cannot access the malicious PDF. As a result, our screenshot analyses for the l1oCs
and artifacts did not yield relevant results.

If you wish to perform a similar investigation or learn more about the products used in
this research, please don’t hesitate to contact us.

Disclaimer: We take a cautionary stance toward threat detection and aim to provide relevant
information to help protect against potential dangers. Consequently, it is possible that some
entities identified as “threats” or “malicious” may eventually be deemed harmless upon further
investigation or changes in context. We strongly recommend conducting supplementary
investigations to corroborate the information provided herein.

Appendix: Sample Artifacts

Sample Email-Connected Domains

e guanlin-hb[.Jcn e ginhaiyal.]Jcn

e cnldb[.Jen e fsyuguang[.Jcn

e vonreal[.Jcom[.Jcn e xingdalw[.]Jcn

e Kkato-air[.]Jcn e tsylm[.Jcn

e xn--j5r06blyij[.Jcn e xn--32v23jwwp50a[.]cn

e fsyptzmcl.Jcn e xn--32v23ji5ndoc[.]Jcn

e szgljl.Jen e faxinzx[.Jcn

e gddxl[.Jcn e zsxinri[.Jcn

e guangzhouyanye[.]Jch e dgxfhbl[.Jcn

e yadunlansi[.Jcn e szstb[.Jcom[.Jcn

e chinaszzh[.Jcn e szdair[.Jcn

e xn--55gx5dpzcgxa92whéngoay42b e delgaol.Jcom[.]Jcn
60ar54cgt9fnkay34h[.Jcn e gdychb[.Jcn

e dashengsteell.Jcn e szcjjy[.Jen

e gdjiaotoul[.]lcn e hungchuantek[.Jcn

e suntim[.Jcn e Ixzccs[]cn

e zsyongijil.Jcn e fs-Id[.Jcn

e fsyuyin[.Jcn e tostarcn[.]cn

e zshuaweil.Jcn e dong-lisz[.Jcn

e szaogerui[.Jcn e drbrukl.Jcn

e ghhg[.Jcom[.Jcn e xmmeixin[.Jcn

e 3366099[.Jcom][.Jcn e ss-hs[.Jcom[.]cn

e szldxf[.Jcom[.Jcn e fssxdal.Jcn

e jiayinglvye[.]Jcn e 3366099[.]Jorg[.]lcn
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3366099[.]net[.]cn

Sample IP Addresses

172[167[.]164[.]129
104[]21[.]15[.]216

Sample IP-Connected Domains

Sample String-Connected Domains

amorsalino[.Jcom
amparocondel.Jcom
bahaypreneur[.Jcom
bemorecontent[.]Jorg
bonuslooksgt[.Jcom
bunchcorpl.Jcom
cff2008][.]top
conststajune[.Jcom
crossroadsoftheworld[.]net
explorethemagicl.]Jorg

solucionegos12|.]top
serviciosnauticos|.]es
serviciosnauticosvaldivia[.Jcom
serviciosnavalesdelsur[.Jcom
serviciosnauticosdemexicol[.Jcom
serviciosnauticosmiramar|.]es
servicioshavarrospal.]cl
serviciosnapoleon].]cl
servicioshabul.]cl
serviciosnavalesdelcaribe[.Jcom
serviciosnahuelbutal.]cl
serviciosnhano[.Jcom
serviciosnarvin[.Jtop
serviciosnavalpar|.]es
serviciosnahomy[.Jcom
servicioshavarro[.Jcom
serviciosnahuel[.Jcom
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fsyxjyw[.Jcn
51g3[.Jorg[.]Jcn

172[]67[.]150[.]95
159[.]203[.]115[.]130
152[.]44[.]44[]19

facturacionesseguras[.Jcom
facturacionsegural.Jcom
florairis[.]Jnet
frisyrer2021[.]Jtop
gjk4[.Jcom
handycomplete[.Jcom
healthyacting[.Jorg
horoscope-2023|.]Jorg
horoskop-2022[.]Jorg
hyperseries|.]site

serviciosnauticos[.Jcom
servicioshanda[.Jcom
serviciosnaturales[.Jcom[.]Jmx
serviciosnauticosbarrientos[.]cl
serviciosnauticosspain[.]Jes
serviciosnayade[.Jcom[.]Jmx
servicioshaxet[.Jcom
serviciosnavieros2000[.Jcom
servicioshavalpar[.Jcom
serviciosnauticosdiaztours[.Jcom
serviciosnauticosmalaga[.]es
servicioslogmx[.Jcom
servicioslogisticosysoluciones[.Jcom
servicioslogisticosmmxx[.Jcom
servicioslogisticos-taal.Jcom
servicioslogisticosmaller[.Jcom
servicioslobol.]cl
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Sample String-Connected Subdomains

servicioslogisticos[.Jcom[.]Jco
servicioslogisticos1227[.Jcom
servicioslogisticaperu[.Jcom
servicioslocales[.Jmx
servicioslogisticosyalmacenaje[.Jco
m

servicioslocalizacion[.Jonline
servicioslogaal.Jcom
servicioslora[.Jcom

folioOwy[.]kgpagolf.Jcom
folio021-h3g-sr-test2ins-pr-dc1[.]cd
sw[.]gi-de[.Jcom
folio0939393|.]Jonlinerd[.]repl[.]Jco
folioQ9[.Jfacturxx04[.]beauty
folio1[.Jmomondo[.Jcom
folio15[.]tgid[.]ds[.]lib[.Juw[.]Jedu
folio1[.]framer[.]Jwebsite
folio1[.]Jdoubletreedunblane[.Jus-1[.]h
iltonbusinessonline[.Jcom
folio1[.Jveryfresh[.Jcom
folio10[.Jfirebaseappl[.Jcom
folio16[.Jtgid[.]ds[.]lib[.Juw[.]Jedu
folio12[.Jcasacaml.]net
folio13[.Jtgid[.]ds[.]lib[.Juw[.]Jedu
folio1[.Jadministratorcp[.Jcdsw][.]gi-d
e[.Jcom
folio17[.Jtgid[.]ds[.]lib[.Juw[.]Jedu
folio1[.Jwwwl[.]hiltonwaikoloavillage[.]
web-11[.]hiltonbusinessonline[.Jcom
foliolwebl.]Jazurewebsites|.]net
folio11[.J000webhostappl[.Jcom
folio11[.Jvercell.]app
folio1[.Jevansende[.Jcom
folio16[.Jfacturxx04[.]beauty
folio1design-com[.Jmail[.]Jprotection].
Joutlook[.Jcom
folio1[.]lazalogistics[.]Jph
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serviciosloonis[.Jcom

servicioslogumbral[.Jcom[.]Jmx
servicioslocales[.]Jmarketing
servicioslogisticosdadi[.Jcom
servicioslogisticos[.]Jbest
servicioslomajo[.Jcom
servicioslosrios-spal.]cl
servicioslogisticointegradolye[.Jcom

folio1[.Jcom[.Jcom
folio1[.]Jnubelal.Jcom
folio1[.]netlify[.]Japp
folio1[.Jcom[.]de
folio14[.]tgid[.]1ds[.]lib[.Juw[.]Jedu
folio1[.Jstopatjean[.Jcom
folio19[.]tgid[.]ds[.]lib[.Juw([.]Jedu
folio18[.]tgid[.]ds[.]lib[.Juw[.]edu
folio1[.Jcom[.]xyz
folio12[.]tgid[.]ds[.]lib[.Juw[.]Jedu
folio11[.Jtgid[.]ds[.]lib[.Juw[.]Jedu
folio1[.]staging[.]Japeswap.]finance
folio151[.Jwixsite[.Jcom
folio2[.]liebi[.Jcom
folio2[.]bilinfo[.Jnet
folio21-halertmaccux-patgerg-sr2|[.]
cdswl[.]gi-de[.Jcom
folio22[.]netlify[.]app
folio2211[.]Jgreenmoonpolis[.Jcom
folio29[.Jfacturasx05[.]beauty
folio2[.]Jnexflick[.]Jca
folio2016[.]Jsoc-club[.Jru
folio23[.]vercell.]app
folio2[.]neflex|[.]Jca
folio20[.Jtgid[.]ds[.]lib[.Juw[.]Jedu
folio2[.]Jpaydiant[.Jcom
folio2[.]netfflix[.]Jca
folio2[.Japp[.]link
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folio21-kantoor3g[.Jcdsw[.]gi-de[.]Jco
m

folio23[.Jjurajmolnar[.Jcom
folio24[.]tgid[.]ds[.]lib[.Juw][.]Jedu
folio2[.]snowflake-analytics[.Jcom
folio23[.Jtgid[.]ds[.]lib[.Juw][.]Jedu
folio2[.Jnowresorts[.Jcom
folio22[.Jtgid[.]ds[.]lib[.Juw][.]Jedu
folio2017[.Jadrenaline-rush[.Jnet
folio25[.Jtgid[.]ds[.]lib[.Juw[.]Jedu
folio2022[.Jjuliscapucin[.Jcom
folio22[.]press75[.Jcom
folio2[.Jwww[.]hiltonmexico[.]Jweb-12
[.]hiltonbusinessonline[.Jcom
folio2[.Jigprint[.]Jcom
folio2016[.Jrabobeursinfo[.]nl
folio2[.Jtonictowers[.Jcom
folio22[.]yj[.]lu
folio21[.Jtgid[.]ds[.]lib[.Juw[.]Jedu
folio2016[.Jadrenaline-rush[.Jnet
folio2[.Jveryfresh[.Jcom
folio28[.]wixsite[.Jcom
folio2folio[.]Jcontent-tunnel-testtest-g
dcams[.Jcdsw[.]gi-de[.Jcom
folio3-purchasing-uk-web-uat[.]Jazur
ewebsites[.]net
folio3-approvals-uk-rs-web-dev[.]az
urewebsites[.]net
folio361-caell.]Jsandbox-ca[.Jcdswl[.]
gi-de[.Jcom
folio3netsuite[.Jsimplesite[.Jcom
folio3-purchasing-uk-web-sup[.Jazur
ewebsites[.]net
folio3[.]pin-magazine[.Jcom
folio3-approvals-uk-rs-web-gal.]Jazu
rewebsites[.Jnet

folio3[.Jmait[.]Jgroup
folio3[.Jairbagman[.Jcom][.]Jau
folio3-purchasing-uk-mw-web-uat|[.]
azurewebsites|.]net
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folio3[.]e1[.]dev[.]atg[.]se

folio3-approvals-uk-mw-web-uat[.]a
zurewebsites[.]Jnet
folio3893[.]zendesk[.Jcom
folio38[.]facturxx04[.]beauty
folio3-approvals-uk-rs-mw-web-qal.
Jazurewebsites|.]net
folio3-approvals-uk-mw-web-sup[.]a
zurewebsites[.]net
folio3-purchasing-uk-mw-web-supl.]
azurewebsites[.Jnet
folio3-react-project[.Jonrender[.Jcom
folio3[.Jfetlife[.Jcom
folio3-timesheet-uk-web-supl.]Jazure
websites|.]net
folio3-approvals-uk-web-supl.]Jazure
websites|.]net
folio32558[.]zendesk[.Jcom
folio3-purchasing-uk-rs-web-dev[.]a
zurewebsites[.]Jnet
folio3-www5[.]dev[.]Jatg[.]se
folio3-purchasing-uk-rs-mw-web-de
v[.]Jazurewebsites[.]net
folio31561[.]zendesk[.Jcom
folio3-approvals-uk-web-uat[.]Jazure
websites|.]net
folio35404[.]zendesk[.Jcom
folio3ctxportalreviewt[.]Jcdsw[.]gi-de[
.Jcom

folio360[.]blogspot[.Jcom[.]br
folio3[.]Jsgsp[.Jcom
folio3-react-project[.Jonrender|.Jcom|
.Jedn[.Jcloudflare[.]net
folio3-ecom[.Jmyshopify[.Jcom
folio30[.]s-aflou[.]fr
folio38504[.]zendesk[.Jcom
folio3nssales[.]slack[.Jcom
folio3-approvals-uk-rs-web-dev2[.]a
zurewebsites[.]Jnet
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folio854rr[.]Jcdsw][.]Jcdsw][.]gi-de[.]Jco
m
folio3[.Jfr[.]find-somewhere-speciall.]
web-6[.]hiltonbusinessonline[.Jcom
folio32[.]facturxx05[.]beauty
folio3-approvals-uk-rs-mw-web-dev
2[.Jazurewebsites|.]net
folio36154[.]zendesk[.Jcom
folio3281[.]zendesk[.Jcom
folio3-purchasing-uk-rs-web-qgal.]az
urewebsites[.]net
folio3-purchasing-uk-rs-mw-web-qa
[.Jazurewebsites[.]net
folio3[.Jus3[.]list-manage[.Jcom
folio3[.]Jmatillion[.]Jco
folio3[.]natflix[.]Jca
folio32742[.]zendesk[.Jcom
folio3-timesheet-web-dr[.Jazureweb
sites[.]net

folio3653[.]zendesk[.Jcom
folio3[.]privax[.]info
folio36939[.]zendesk[.Jcom
folio3-timesheet-uk-mw-web-sup|.]a
zurewebsites[.]Jnet
folio3-approvals-uk-rs-mw-web-dev
[.Jazurewebsites[.]net
folio3[.]bindQ[.]Jhiltonmanagel.Jcom
folio4[.]Jwwwl[.]Jarubahilton[.]Jweb-11[.]
hiltonbusinessonline[.Jcom
foliodjyangl[.]ezoic[.]net
folio4jyang[.Jncplatform[.]net
folio4jyang[.Jsnowflake-analytics|[.]Jco
m

folio4djyang].]Jteramind[.]Jco
foliodrap-comO1c[.Jmail[.]Jprotection].
Joutlook[.Jcom
folio4jyang[.]xing[.Jcom
folio4[.Jadmin[.]Joroken-algarve[.Jweb
-11[.]hiltonbusinessonline[.Jcom
folio46[.]cht[.]b2b168[.]Jcom
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folio4[.Jmema3|[.]hiltonbusinessonling|
.Jcom

folio4[.]Jgiftyal.]Jcom
folio4jyang[.Jmatillion[.]Jco
foliodjyangl.]giftyal.Jcom
folio4[.]lexity[.Jcom
folio5[.]nerflix[.]Jca
folio53[.Jandroid[.]biz
folio55[.]co[.Jcom[.]au
folio5[.]netfiix[.]Jca
folio5[.Jmbcrypto[.Jcom][.]br
folio53[.]vbet[.Jcom
folio5[.Jwwwl[.]kingstreetballroom[.]Jw
eb-4[.]hiltonbusinessonline[.Jcom
folio53[.]surveymonkey|.]ca
folio5[.Jcdswt[.Jcdsw[.]gi-de[.Jcom
folio5[.Jcghub[.Jcom
folio5[.Jwww[.Jconradmaldives|[.Jweb
-11[.]hiltonbusinessonline[.Jcom
folio5[.Jwww[.]thekitchendoha[.Jweb-
11[.]hiltonbusinessonline[.Jcom
folio53[.Jrosenberger].]it
folio53[.]netlify[.]app
folio53[.]Jco[.Jcom[.]Jau
folio53[.]Jco[.]de

folio53[.Jtmall[.Jcom

folio53[.]co[.]xyz

folio55[.]co[.]xyz

folio55[.]Jco[.]de
folioB[.Jmixpanel[.]org
folio6[.]Jwaldorfastoriaorlandol[.Jweb-
11[.]hiltonbusinessonline[.Jcom
folio6[.]Jallsecurel.]fr
folioB[.Judsrv[.Jcom
folio6[.]netflx[.]ca
folio7[.Jwwwl[.]server-landing-pagel.]
us-3[.]hiltonbusinessonline[.Jcom
folio7[.]0cd1fe6-18-okta-qod-k8s|.]h
iltonbusinessonline[.Jcom
folio7[.Jjust-eat[.]ie
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folio7[.]balsamig[.Jcom
folio7[.Jjust-eat[.]es
folio7[.Jwwwl[.]kingstreetballroom[.]Jw
eb-11[.]hiltonbusinessonline[.Jcom
folio7[.Jadobeaemcloud|[.Jcom
folio7[.Jtelensal.Jcom
folio7[.Jmatillion[.Jco
folio8691[.]zendesk[.Jcom
folio862-cust-031-aironv3-bn[.Jcdsw
[.]gi-de[.Jcom
folio883--ar00939].]repl[.]Jco
folio8[.]hiltonsydney[.Jweb-11[.]hilton
businessonline[.Jcom
folio8[.Jcanvasims[.Jcom
folio8[.]directly[.Jcom
folio8[.]privax[.]info
folio883[.]ar00939].Jrepl[.]Jco
folio8[.Jwaldorfastoriaorlando[.Jweb-
11[.]hiltonbusinessonline[.Jcom
folio9[.]Jdocument[.]Jdev].]atg[.]se
folio9[.Judsrv[.Jcom
folio99285[.Jrepl[.]Jco
folio9[.]Jcanvasims[.Jcom
folio9-comO1c[.Jmail[.]Jprotection[.Jou
tlook[.Jcom

folio9[.]netflik[.]Jca
factura062023|[.]servebeer[.Jcom
facturaQ[.]lideraenergia[.]Jcom
factura000000000001[.]sytes[.]Jnet
factura06202311[.]serveirc[.Jcom
factura03466-55[.]asesoriasmipyme]
.Jcom

factura00325[.]zyns[.Jcom
factural[.]irregularcorporation[.Jcom
factural[.Jnewegg[.Jcom
factural[.]ifood-devel[.]Jcom][.]br
factura19[.Jcomprobantemex|.]shop
facturai[.]Jfallguys[.]global
factural[.Jonrender[.Jcom
factural[.Jtictacsmyle[.]pl
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factura10[.Jcomprobantemex|.]shop
factural[.]Jpubligarment[.]beyzon[.]de
v

factural[.]Jpubligarment[.]pe
facturai[.Jkinderbacktoschool[.Jcom
factura13[.Jcomprobantemex|.]shop
facturai[.Jkindermaxiking[.Jcom[.]pl
factural[.]Jouenodark|.]sk
factural[.Jfallguysultimateknockout[.]
com
facturalmockappservice202005221
03349][.]azurewebsites|.]net
factura16[.Jcomprobantemex|.]shop
facturai[.Jneflex[.Jca
factural[.]kinderniespodzianka[.]Jco
m[.]pl

factural[.]fallguys-movie[.]net
facturai[.]Jfallguys2[.Jcom
factural[.]propojse[.Jcz
factura1-3j6l[.Jonrender[.Jcom
factural7[.]diginesis[.Jcom
factural[.]f7Tww54oy[.Jcom
factural[.]Jxn--wesoypocztekszkoy-x
7b76inal.]pl
factural[.Jookundemo[.Jcom
facturali[.Jcomprobantemex|.]shop
factural[.]Jpcbuildingsim[.]net
factural7[.Jcomprobantemex|.]shop
factural[.]fetlife[.Jcom
factural[.Jconradalgarve[.Jweb-3[.]hil
tonbusinessonline[.Jcom
factural[.]Jpr[.Jreplit[.Jcom
factural[.]pinguil.]Jcz
factural[.]Jfallguysmobile[.Jcom
factural[.Jxn--kinderpanchodek-9sc][
Jpl
facturai[.]informativocdmxnews|.]Jco
m
factural[.Jcomprobantemex|.]Jshop
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factural[.]stg-1[.]Jhiltonbusinessonlin
e[.Jcom
factural[.Jonrender[.Jcom[.]Jcdn[.]Jclou
dflare[.]net
facturai[.Jfallguysuniverse[.Jcom
factural[.Jmock[.]Jpstmn[.]io
factural2[.Jcomprobantemex|.]shop
factural[.]lyogurt-slice[.]pl
facturail8[.Jcomprobantemex|.]shop
facturalperu[.]zendesk[.Jcom
factural[.]Jcrazyfriendskinderjoy[.]pl
facturai[.]giotto[.]pl
factural[.]fallguys2d[.Jcom
factural[.]Jdreamsresorts[.Jcom
factural[.Juservoice[.Jcom
factural[.]fallguysmanial.Jcom
factural4[.Jcomprobantemex|.]shop
factura10[.]f7Tww54oy[.Jcom
factural5[.Jcomprobantemex|.]shop
factura2[.]jardonrico[.Jcom
factura2[.Jedelweissarc|.]in
factura2[.Jrondnoir[.]pl
factura2[.]Jmaxistajl[.]pl
factura2[.JcIm[.]Jdocusign[.]net
factura2[.]litix[.]io
factura2[.Jcanva-apps[.Jcom
factura2[.Jopentable[.Jcom[.Jmx
factura2[.Jfallguysmobile[.Jcom
factura22[.]clinicamicro[.Jcom
factura29001[.]Jduckdns][.]Jorg
factura2kerosmarketylicoreria[.]Jsigef
ac[.Jcom

factura2[.Jguibis[.Jcom
factura2[.]kinderpanchlodek][.]pl
factura2[.]fallguysl[.]global
factura24[.]Jwebappfactory[.]Jco
factura2[.]fajindustry[.Jcom[.]Jpe
factura2[.]witaj-szkolo-na-wesolol[.]e
u

factura2[.]pocketcoffee[.]Jch
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factura2[.]wwwl[.]kindermaxiking[.]sk
factura2[.]wwwl[.]glassbrasserie[.]Jwe
b-11[.]hiltonbusinessonline[.Jcom
factura2[.]kindersofty[.]pl
factura23[.]Jwebappfactory[.]Jco
factura2[.]Jpan-chlodek|[.Jcom[.]pl
factura2[.]housepartyfun[.Jcom
factura2[.]key-pacl.Jcom
factura2[.Jinformativocdmxnewsl[.]Jco
m

factura2|[.]Jgoogleoptimize[.Jcom
factura2[.]mtfilming[.Jcom
factura2[.]fallguysbattle[.Jcom
factura2[.]kinderczekolada[.]pl
factura2[.]Jmathregit[.]group
factura2[.[fallguys2[.Jcom
factura2[.]beanstack[.Jcom
factura2[.]ferrerogiottol[.]ch
factura2[.]Jwesthotel[.]Jweb-6[.]hiltonb
usinessonline[.Jcom
factura2[.]ifood-devell.Jcom][.]br
factura2[.]fallguysmusic[.]net
factura34[.Jcomprobantemex|.]shop
factura3[.Jicradev][.]cat
factura3[.]litix[.]io
factura382736[.]byethost32[.Jcom
factura365[.]Jmy[.Jcanval.]site
factura3[.]Jcomprobantemex[.]shop
factura3|[.]lazalogistics|.]ph
factura31[.Jcomprobantemex|.]shop
factura38[.Jcomprobantemex|.]shop
factura32[.Jcomprobantemex|.]shop
factura37[.Jcomprobantemex|.]shop
factura3|.Jjardonrico[.Jcom
factura3[.]Jis-a-nurse[.Jcom
facturadodoo11[.]hg-consulting[.]Jmx
facturadyouregalos[.]Jsigefac[.Jcom
facturadpuntosr|.]sigefac[.Jcom
factura4|.]jardonrico[.Jcom
factura40[.Jcomprobantemex|.]shop
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factura4[.]herokuapp[.Jcom
factura4[.Jinformativocdmxnews][.]Jco
m

facturab|.Jjardonrico[.Jcom
factura5[.]f7Tww54oy[.Jcom
factura6[.]f7ww54oy[.Jcom
factura7[.Jinformativocdmxnews][.]Jco
m

factura7[.]fTww54oy[.Jcom
factura7[.Jcomprobantemex|.]shop
factura8[.]f7Tww54oy[.Jcom
factura9[.]litix[.]io
factura9[.]Jdecol.]Jproteste[.]pt
factura938256[.]bigmoney|.]biz
factura9[.]sisudatal.Jcom
factura9[.Jcanva-appsl.Jcn
factura9[.]fTww54oy[.Jcom
factura9[.]netlfix[.]Jca
comprobante11[.]securitytactics|.Jco
m
comprobante15[.]securitytactics|.]Jco
m
comprobantei3|.]securitytactics|.Jco
m
comprobantei[.]Jsecuritytactics|.Jco
m
comprobante10[.]securitytactics|.]Jco
m
comprobante12[.]securitytactics|.Jco
m
comprobante14[.]securitytactics|.Jco
m
comprobante20234].]isa-geek[.Jcom
comprobante2[.]securitytactics|.Jco
m
comprobante3|[.]securitytactics|.Jco
m
comprobante4[.]securitytactics|.Jco
m
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comprobante5[.]securitytactics|.Jco
m
comprobante6][.]securitytactics|.Jco
m
comprobante?[.]securitytactics|.Jco
m
comprobante8[.]securitytactics[.Jco
m
comprobante9[.]securitytactics[.Jco
m

auditoria5[.]Joperacionis[.Jcom
auditoria54[.]asiadigest[.]Jco
auditoria4[.Jmercadopago[.Jcom].]Jco
auditoria4s[.]Jblogspot[.]Jmx
auditoria4[.]snowflake-analytics[.]co
m
auditoriadxxxx[.]h6[.]xiaoeknow[.]Jco
m
auditoria4dysi[.]h6][.]xiaoeknow][.]Jco
m
auditoria3yuleyinghuangguoji[.]h6[.]x
iaoeknow[.Jcom
auditoria3|.]Joperacionis[.Jcom
auditoria3-rodin[.]h6[.]xiaoeknow].]c
om

auditoria360[.Janimevid[.]Jcc
auditoria29[.]asiadigest[.]Jco
auditoria?y[.]h6[.]xiaoeknow][.Jcom
auditoria2[.Jcodeman[.]Jmx
auditoria2[.Jmonitoreoceven[.Jcom
auditoria2[.]Japarencias[.Jcom
auditoria2956[.]traap3s[.]Jonline
auditoria2[.]nzanr6[.Jcom
auditoria10c[.]Jerkailhamartelosmelrt
ome[.]shop
auditoria10n[.Jomelmeagrkalilmartal
ent[.]za[.Jcom
auditoria10s[.]stjavelylish[.]sa[.Jcom
auditoria10n[.]hilarious|.]sa[.Jcom
auditoria10a[.]habit[.Jrest
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auditoria10h[.]troilhcanetesmaltegm
melarta[.Jshop
auditoria10h[.]itchy[.Jcyou
auditoria10v[.Jevmqueroiowing[.]bes
t
auditoria10I[.Jregpsusuropriahularize
[.]Jsal.Jcom
auditoria10n[.Jmarrijaveled|.]sa[.Jcom
auditoria10x[.]Jvery[.]rest
auditoria10x[.]troilhcanetesmaltegm
melartal.]shop
auditoria10t[.]geneavrall.]site
auditoria10j[.Jgeneavral[.]site
auditoria10x[.]Jsselesul.]za[.]Jcom
auditoria10b[.Jgrouqueroelchy[.]best
auditoria10k][.]jacinto[.]beauty
auditoria10q[.Jgeneavral[.]site
auditoria10g[.]Jcripotpxtal.]hair
auditoria10l[.Jdddpungent[.Jru[.Jcom
auditorialuniversidadmarianogalvez|
.Jmygeekbox[.]Jco[.Juk
auditoria10r[.]furrow[.]sal.Jcom
auditoria10k[.Jcobrecores].]za[.Jcom
auditoria10g[.]fineve[.]za[.Jcom
auditoria10h[.Jmarfimcores|.]za[.]co
m
auditoria1[.]sistemaprovincial.Jcom
auditoria1Qi[.]Jcinzacores[.]sa[.Jcom
auditoria10i[.Jcobrecores|.]zal.]Jcom
auditoria10q[.Jnhmefatiilad[.]shop
auditoria10j[.Jburomonitorilhasnzing
maal.Jshop
auditoria10j[.]Jylimaerd[.]za[.Jcom
auditoria10f[.]fineve[.]za[.]Jcom
auditoria10v[.]Jcatiaqueroeful[.]shop
auditoria10g[.]Jorderlycarlos|.]sa[.]Jco
m

auditorial0h[.Jaeronautal.]beauty
auditoria10b[.]Jgroumatielchy[.]best
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auditoria10e[.]Jverdeazuladocores|.]z
al.Jcom
auditoria10h[.]Jcroilhasomousestase].
]za[.Jcom
auditoria10i[.]Jdeprosusupriahfragme
nt[.]Jsal.Jcom
auditoria10x[.]harmatifprudenul[.]sho
P
auditorialuniversidadmarianogalvez|
.Jagoda[.Jcom
auditoria10s|.]Jsentimentalise[.]sa[.]c
om
auditoria10bl[.]Javilaunatilined[.]shop
auditoria10u[.]deativotedpruden[.]sh
op
auditoria10z[.]favorunlined[.]Jru[.Jcom
auditoria10i[.Jgeneavral[.]site
auditoria10wl[.]itchy[.Jcyou
auditoria10b[.]Jreadies|.]sa[.Jcom
auditoria10d|[.]Jcatiaqueroeful[.]shop
auditoria10n[.Jorderlycarlos|.]sa[.]co
m

auditoria10f[.]tnarongi[.]za[.Jcom
auditoria10s[.]Jfavorunlined[.Jru[.Jcom
auditoria10x[.Jgawquerkalilmamelrto
me[.]Jshop
auditoria10e[.]Jactualise[.]Jsal.Jcom
auditorialuniversidadmarianogalvez|
Jlodgify[.]Jcom
auditoria10m[.]Jdkkdk].Jrest
auditoria10c[.Jgrouqueroelchy].]best
auditoria1Qi[.]iroiltorradeiraelta[.]sho
p
auditorialuniversidadmarianogalvez|
.Jsqueeth[.Jcom
auditoria10v[.]Jpetuniafllores[.]ru[.]co
m

auditoria10q[.]tsniagal.]rest
auditoria10l[.Jcoavalonial[.Jmakeup
auditoria10x[.Jcampofllores[.]shop
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auditoria10w[.]hhfigquerovilad[.]best
auditoria10v[.]bropincelilrowdemata
d[.]best
auditoria10v[.]prudiolentent[.]ru[.]Jco
m

auditoria10w[.]nearer|.]sal.Jcom
auditoria10f[.]furrow[.]sal.Jcom
auditoria10g[.]Jverdeazuladocores|.]z
al.Jcom
auditoria10a[.]javrilquerotilicah[.]sho
P

auditoria10cl[.]fffunlined[.Jru[.Jcom
auditorialuniversidadmarianogalvez|
.Jcoinpayments[.]Jnet
auditoria10i[.]fodasdssgo[.]Jmakeup
auditoria10y[.]Jspolf-pilf[.]rest
auditoria10m[.]Jschtup[.]sa.Jcom
auditoria10i[.Jpruguerokalilshmelrtal.
]shop
auditoria10z[.J]groumatielchy][.]best
auditoria10z[.]Jpruqueronkalilmartal.]
shop
auditoria10m[.]heliconiafllores[.]shop
auditoria10bl.]stjavelylish[.]Jsa[.]Jcom
auditoria10j[.]stjavelylish[.]sa[.Jcom
auditoria10j[.Jgaavadzooks|.]beauty
auditoria10I[.]Jelaquerkalilprudmelma
rtal.Jshop
auditoria10q[.Jharmatifprudenul[.Jsh
op
auditoria10m[.]fodasdssgo[.]Jmakeup
auditoria10r[.]Jyawesuac|.]za[.Jcom
auditoria10k][.]ylisviolenth[.]za[.]Jcom
auditoria10n[.Jyawesuac].]za[.Jcom
auditoria10[.Jmaxbaltaz[.]cfd
auditoria10pl[.]Jtnarongi[.]za[.]Jcom
auditoria10k][.]Jhrelogiokalilodmelenul
rtal.Jshop
auditoria08s].]jacinto[.]beauty
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auditoria09o[.]spanmatielishinli[.]bes
t

auditoriaO6ul.]tsniaga].]rest
auditoria05v[.]Jgnidulcni[.]Jsal.Jcom
auditoria08w[.]Jgroumatielchy[.]best
auditoria02pl.]itchy[.Jcyou
auditoria09f[.]fquerroidiferenciadosd
[.Jru[.Jcom
auditoriaO1g[.]Jnearer[.]sal.Jcom
auditoria03e[.]schtup[.]Jsal.Jcom
auditoria08t[.]Jcobrecores|.]za[.Jcom
auditoriaO4j[.Jreadies|.]sa[.Jcom
auditoria07s[.Jomelmeagrkalilmartal
ent[.]zal.Jcom
auditoria07a[.]Jyawesuac].]za[.Jcom
auditoria02z[.]favorunlined[.]Jru[.Jcom
auditoriaO3u[.]Jreadies[.]sal.Jcom
auditoria06f[.]sbelepanishl.]za[.Jcom
auditoria02f[.]xidneppal.]zal.Jcom
auditoriaO7w[.]cripotpxta[.]hair
auditoria07I[.]sentimentalise[.]sa[.Jco
m

auditoria05k([.]sselesul.]za[.Jcom
auditoria08d[.]Jdetamina[.]sa.Jcom
auditoria04k(.]javrilquerotilicah[.]Jsho
p

auditoria03q[.]Jdetamina[.]sa.Jcom
auditoriaO8m[.]Jdddpungent[.]ru[.Jco
m

auditoria06e[.]Jhhmefatiilad[.]Jshop
auditoria05q[.]fquerroidiferenciados
d[.]Jru[.Jcom
auditoria02y[.]stjavelylish[.]sa[.]Jcom
auditoriaO3n[.]Jactualise[.]sal.Jcom
auditoriaQ[.]0[.Jcamsodal.Jcom
auditoria05k][.]prudiolentent[.Jru[.]Jco
m
auditoriaO8w/[.]tsviolentty[.]za[.Jcom
auditoria04k[.Jhaordatiemelrly[.]best
auditoria03[.Jmaxbaltaz[.]cfd
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auditoria09r[.Jcobrecores|.]zal.]Jcom
auditoriaO6ul.]Jpruqueronkalilmartal.]
shop
auditoria0O3bl.]Javilquerolined[.]Jshop
auditoria07cl[.]aatissabelured[.]shop
auditoriaO1e[.]heliconiafllores|.]Jshop
auditoria05q[.]ylisviolenth[.]za[.]Jcom
auditoria071t[.Jhhmefatiilad[.]shop
auditoria02n[.Jhaordatiemelrly[.]best

auditoria01z[.]Jcroilhasomousestase].

]za[.Jcom
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W)
auditoria09k[.]geneavral[.]site

auditoriaO5v[.]Jhrelogiokalilodmelenul
rtal.Jshop
auditoria04s|.]yltcaxe[.]rest
auditoria08al.]jacinto[.]beauty
auditoria09s].]Jschtup|.]sa[.]Jcom
auditoria08n[.]favorunlined[.]Jru[.Jcom
auditoria07k][.]Jylimaerd[.]za[.]Jcom
auditoriaO1h[.Jnaordatiemelrly[.]best
auditoriaO1h[.]Jprudiolentent[.Jru[.]Jco
m
auditoria06c¢][.]heliconiafllores[.]shop
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