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Executive Report

Carding has been around since the 1980s but has evolved to the point that even less
experienced cybercriminals can now launch campaigns. How? Via the carding forums that
riddle the Web these days.

Security researcher Dancho Danchev recently amassed 220 email addresses believed to
belong to carders. The WhoisXML API team subjected the indicators of compromise (loCs) to
an expansion analysis to identify potentially connected artifacts and found:

e 865 email-connected domains, 157 of which turned out to be malicious based on a bulk
malware check

e 361 IP addresses to which the email-connected domains resolved

e 489 IP-connected domains, two of which turned out to be malicious based on a bulk
malware check

A Closer Look at the Carders’ Email Addresses

As a first step, we subjected the 220 email addresses identified as loCs to advanced historical
reverse WHOIS searches. We found that 97 of the 220 email addresses were recently used to
register 72,197 domains.

We limited our study to the 76 email addresses used to register 50 domains at most. That left
us with a sample of 865 email-connected domains.

A bulk malware check showed that 157 of them were malware-laden. A closer inspection of the
malicious email-connected domains showed that 75 remained live —49 led to live pages, 44 of
which were carding-related based on screenshot lookup results; 21 led to parked pages; and
five led to blank pages. Take a look at sample screenshots of the live carding pages below.
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Screenshot of malicious email-connected domain 2card[.]Jsu
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Screenshot of malicious email-connected domain approvedcc[.]Jsu
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Screenshot of malicious email-connected domain best-cvvshop[.Jcom

Another email-connected domain led to a carding forum.
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Screenshot of malicious email-connected domain cardingforum[.]Jcx
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Our analysis also allowed us to identify 12 text strings usually associated with carding that
appeared in the email-connected domains. Note that some domains can have more than one

string in them. The chart below shows a detailed email-connected domain volume breakdown
per carding-related text string.

NUMBER OF EMAIL-CONNECTED DOMAINS PER
CARDING-RELATED TEXT STRING

5
1 1

account atm card cwv dump forum fullz market pin shop swipe

www.whoisxmlapi.com

Shop topped the list in terms of text string usage, followed by cc (short for “credit card”) and
cvv. Note that these numbers do not include domains with misspelled variants of the strings
we identified.

Next, we subjected the 865 email-connected domains to a bulk WHOIS lookup and found that
the top 3 registrars were RU-CENTER (283 domains), REGRU-SU (123 domains), and
REGTIME (42 domains). While 361 domains did not have publicly available registrar data, the
remaining 56 were spread across 20 other registrars.
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NUMBER OF EMAIL-CONNECTED DOMAINS PER
REGISTRAR

RU-CENTER
283

REGTIME
42

www.whoisxmlapi.com

Russia (10 domains) led the pack in terms of registrant country. China, Ukraine, and the U.K.
(seven domains each) tied in second place. Greece (four domains) rounded out the top 3
registrant countries. While 823 email-connected domains did not have publicly available
registrant country data, the remaining seven domains were registered in four other countries.

NUMBER OF EMAIL-CONNECTED DOMAINS.PER @
g : REGISTRANT COUNTRY : _ )

www.whoisxmlapi.com s~ * Limited to the top 3
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To gather more potentially connected artifacts, we ran DNS lookups for the 865
email-connected domains and found that 602 had active IP resolutions. After removing
duplicates, we were left with 361 IP addresses—211 IPv4 and 150 IPv6 addresses.

An In-Depth Analysis of the IP Addresses

A bulk IP geolocation lookup for the 361 IP addresses showed that the top 3 geolocation
countries were the U.S. (167 IP addresses), Canada (161 IP addresses), and Russia (20 IP
addresses). The remaining 13 IP addresses were spread across six other countries.

NUMBER OF IP ADDRESSES PER-P GEOLOCATION COUNTRY (.

Canada
161

- Us"
167

www.whoisxmlapi.com : * Limited to the top 3

We also found that the 361 IP addresses were distributed among 34 Internet service providers
(ISPs) led by Cloudflare (296 IP addresses), Reg.ru (nine IP addresses), and Team Internet
(seven IP addresses). The remaining 49 IP addresses were spread across 31 other ISPs.
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NUMBER OF IP ADDRESSES PER ISP
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9
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Next, we limited the scope of our analysis to the 211 IPv4 addresses only. Reverse |IP lookups
for the addresses revealed that 192 were shared, 14 were seemingly dedicated, and five did
not currently host domains. To ensure that we obtain artifacts that are as closely related to the
threat as possible, we further limited the sample to the seemingly dedicated IP addresses only.

The 14 IP addresses hosted 531 domains. After removing duplicates and domains identified as
email-connected earlier, we were left with 489 IP-connected domains. A bulk malware check
for the domains showed that two were malware-laden. Both malicious IP-connected domains
remained online though none of them seemed related to carding.

As with the email-connected domains, we determined how many of the 211 IP-connected

domains had the same 12 carding-related text strings. Take a look at the detailed breakdown
below.
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NUMBER OF IP-CONNECTED DOMAINS PER CARDING-RELATED
STRING
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Shop also topped the list in terms of IP-connected domain text string usage, followed by cc
and cvv, consistent with the results for the email-connected domains.

Our DNS deep dive into the 220 email addresses identified as carding loCs led to the discovery
of 1,715 connected domains and IP addresses in total. Malware checks also classified 159 of
the newly discovered connected artifacts as malicious.

If you wish to perform a similar investigation or learn more about the products used in
this research, please don’t hesitate to contact us.

Disclaimer: We take a cautionary stance toward threat detection and aim to provide relevant
information to help protect against potential dangers. Consequently, it is possible that some
entities identified as “threats” or “malicious” may eventually be deemed harmless upon further
investigation or changes in context. We strongly recommend conducting supplementary
investigations to corroborate the information provided herein.

Appendix: Sample Artifacts and loCs

Email Addresses Identified as loCs

e (Odaysu@mail[.]ru e 10xmoney|.]site@regprivate[.]ru
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1254189890@qq[.Jcom
3263718675@qq[.Jcom
3463929680@qq[.Jcom
363325361@qq[.Jcom
abbysilva@tutanotal.Jcom
abdullaevO09@gmail[.Jcom
abuse@carders|.]su
abuse@dronislaw[.Jcom
admin@1CHEAPESTI[.]SU
admin@2PAC[.]SU
admin@BACKSTABI.]SU
admin@BIG-DUMPS|.]JRU
admin@bpcsquad[.Jcom
admin@dumplogs|.Jcom
admin@n1namel[.]Jsu
admin@trusted]|.]su
afanasev[.Jp@gmail[.Jcom
ahujanaman5@gmail[.Jcom
akfs@list[.]ru

akfsd@list[.]ru
alexlopez88@protonmail[.Jcom
apnapakforum@gmail[.Jcom
apvpsedo@gmail[.Jcom
agerhett@rambler[.Jru
ARGJENTCRX@GMAIL[.]JCOM
artem[.]v[.Jponomarev@gmail[.Jcom
asentli2@gmail[.Jcom
auction@nicl[.Jru
babicheva[.Jroksana@yandex[.]Jcom
baenko-marina@bk[.]ru
bazzamin[.]sofia@yandex[.Jcom
bersenevskaya@gmail[.Jcom
bibip777@protonmail[.Jcom
bosnianw00rm@gmail[.Jcom
brian@brianarndt[.Jcom
brodieglennyaus@gmail[.Jcom
bunch[.Jrandy@yandex[.Jcom
buyers|.Jticket@gmail[.Jcom
cardchinaunionpay@gmail[.Jcom
carderl[.]forum@yahoo[.Jcom

Whois API, Inc. | www.whoisxmlapi.com

©

carding-world[.Jcom@whoisproxy/[.]r
u

CardMafia@yandex[.Jcom
cashorika@gmail[.Jcom
cgqltd@yahool.Jcom
chen_light@outlook[.Jcom
clientvps@mail[.]ru
contactprivatedomain@yandex[.]Jco
m

crdpro@rambler].]ru
cvvme@iampablo|.]Jeu
dbinar@mail[.Jru
deonprice123@gmail[.Jcom
desirabletizb@gmail[.]Jcom
devilteam@devilteam[.]su
dnsmaster@hostland[.Jru
domain@escObar[.]Jnet
domain@iampablo[.]Jeu
domain@paysafehost[.Jcom
domains@marcarial.Jcom
domains@marshall[.Jco
domenikivareniki@rambler[.]ru
domenregru@proton[.Jme
domentr3@rambler].]ru
domikdddn@rambler[.Jru
domindomenov2@rambler[.Jru
dyachkovegorovvj@mail[.]Jru
eleoxise@gmail[.Jcom
fabio-leitao@yandex|[.Jcom
ferum@eurodns|.Jme
ferum@iampablol[.]Jeu
florin[.]grigore1@outlook[.Jcom
forumcarder@9[.Jcn
fretsellhandroothenab823@rambler].
Jru

gal.]Jspecial@mail[.]Jru
gagw9lneita@rambler[.Jru
gennaro@encrypt[.]su
gergk34@mail[.]ru
god[.]isreal@yandex[.Jcom
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gogoanimetv@gmail[.Jcom
goodcvv[.]su@allperson[.Jru
greg2022@mail[.]ru
gullashop@85mail[.Jcom
handbags@foxmail[.Jcom
holgen89@mail[.Jru
hqgccl.]Jsu@allperson[.Jru
huges98@protonmail[.Jcom
icalls@126[.Jcom
ifeanyichukwufrancis50@gmail[.]Jco
m
igor[.Jtckalitch@yandex[.]ru
imasifrasool00@gmail[.Jcom
info@domcollect[.]Jcom
info@lagomcloud|.]net
info@netengi[.Jcom
info@she-and-style[.]ru
inserel@mail[.]ru
ivanovsergeidomen@rambler[.Jru
james@encrypt[.]su
jamie[.Jreed216@gmail[.Jcom
janeverno@gmail[.Jcom
javirock906@gmail[.Jcom
john@encrypt[.]su
justvalid@outlook[.Jcom
KingsCard@admin[.Jcom
kissanime[.Jes@gmail[.Jcom
lapaevreshaet@gmail[.]Jcom
laurene6th@rambler[.Jru
laza[.Jcool@yandex|[.Jcom
legion[.Jweb@mail[.Jua
leninmixail@mail[.]Jru
lermontov5454@mail[.Jru
liladilicont@lental.]ru
long1765@163[.Jcom
long1765@gmail[.Jcom
Madarano1@hotmail[.Jcom
magnetj47@gmail[.Jcom
mailqueries@inbox][.]Jru
makaricev@bk].Jru
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maratistrov@rambler[.]ru

marketingoffdirekt@yandex[.]ru
mayland@koreal.Jcom
MIKE@QADUTOPIA[.]JCOM
mike@emarketology[.Jcom
milanmarinkovic83@mail[.Jruv
mildred[.]Jnoel@yandex[.Jcom
MILENRADUMILO@GMAIL[.JCOM
mollyscarlette@aol[.]Jcom
mrccroom@sigaint[.Jorg
mrs[.Jakimanna@yandex[.]ru
mugiang@126[.Jcom
myfreemail@yal[.]ru
mypersonalshinjiru@gmail[.Jcom
nbuy-domaine@mail[.]ru
ner@mmml[.Jmp
nesternko43@mail[.Jru
newland003@gmail[.Jcom
noreply@rO1[.Jru
norman@encrypt[.Jsu
offshore7x@rul.]ru
olddealer[.]s@gmail[.Jcom
opabook@hotmail[.Jcom
optbaseop@mail[.Jru
orbibahuwani356@rambler[.Jru
outsidecharleston@gmail[.Jcom
owner@fe-acc18[.]su
owner@fe-acc19[.]su
perst3355@mail[.]ru
pinoymovies[.Jsu@gmail[.Jcom
planetary100@hotmail[.Jcom
polanrm@gmail[.Jcom
prenok44@online[.Jua
privacy@iand1[.Jcom
privacy@dynadot[.Jcom
privacy@fortguard[.]su
private[.]Jperson1982@yal.]ru
prokatyperry@gmail[.Jcom
gaisrani4051@gmail[.Jcom
gweiggi@gmail[.Jcom
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Sample Email-Connected Domains

rO1su1@rambler|.]ru
ragged[.]Jpbag@gmail[.Jcom
ramenskdom@rambler].]ru
randy@encrypt[.Jsu
ravibansal24@gmail[.Jcom
rawixidawax@hotmail[.Jcom
regrucoms@proton[.]Jme
regsul1@rambler[.Jru
regsuion2@rambler[.]ru
resorepesu@lental.]ru
ristmasc@gmail[.Jcom
robertjohnson5268@outlook[.Jcom
roksana@encrypt[.]su
roksana@iampablo[.]Jeu
RoksanaBitcoin@yandex|[.Jcom
romanova_mashag4549@rambler[.]r
u

rscp888@gmail[.Jcom
ruslanabrykova@rambler[.Jru
sale@domainsalel.]io
sasuketeam9@hotmail[.Jcom
savinevgeniyahdl@mail[.]ru
sergey@vishnyakov[.]Jorg
smirnov[.Jandrey70@mail[.Jru

snoozopreswilighdres793@ramblerf|.]

ru
sstrakatos@yahool[.Jcom
stilon88@mail[.Jru
stolychevlev01@rambler[.Jru
studio1974@gmail[.Jcom
subwaybham@gmail[.]Jcom

101-dumps-with-pin-atm-nickstuff[.]
su

1337x[.]su

148[.]su

18sgorg[.Jcom

1kinox/[.]su
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support@DropCatch[.Jcom
sysseo09@gmail[.Jcom
t2cvwv@dnsnamel.]info
takeeasy1@yahoo[.Jcom
teifilpeodifulor670@rambler[.Jru
tereston@mail[.]Jru
thedumps@evermail[.]Jorg
thompsonl@gtlaw[.Jcom
tima96-2009@mail[.Jru
titovvitaliysvwg@mail[.Jru
tonystuff[.Jsu@rambler[.Jru
tores4477@mail[.]ru
try2buy007@gmail[.Jcom
ttimeinfo1@gmail[.Jcom
uasservices[.Jru@gmail[.Jcom
ulrich@encrypt[.Jsu
usamal.Jjamil@outlook[.Jcom
valentina@whoisprivacy[.]website
validdumps].Jsu@allperson][.Jru
vermon4433@mail[.]ru
vhungcc[.Jkd@gmail[.]Jcom
viber1919@gmail[.Jcom
viktrov@tutanota[.Jcom
wiktrov@yandex][.]ru
yngert@mail[.Jru
yonabaruyoshi@hotmail[.Jcom
ywgsky@163[.Jcom
zanebilly30@gmail[.]Jcom
zaxarovserg@online[.Jua
zubairbaloch350@gmail[.Jcom

2-ch[.]su
257[.Jsu
2asi[.]net
2card[.]su
2nsk[.]Jnet
2pac].Jcc

11


http://www.whoisxmlapi.com

2pac[.Jsu

2r4b[.]biz

2r4b[.]net
2rich4b[.Jcom
2rich4bitch[.]biz
2rich4bitch[.Jcom
3839000[.Jcom
4airlinetickets[.Jcom
4animel.]Jsu
4banquets[.Jcom
4barbecuel.Jcom
4baseballcards[.Jcom
4chanl.]ip
4equipmentleasing[.Jcom
4freecellphones|.Jcom
4freewebsite[.Jcom
4healthclubs|.Jcom
4mailorder|.Jcom
4onlinetickets[.Jcom
4springwater[.Jcom
4usedcarparts[.Jcom
5191[.Jorg[.]Jcn
525554[.]net
69nombres[.]Jnet
786¢centre[.]net
850score].]su
88ttyule[.Jcom
919604[.]net
948w/[.]net
9anime[.Jcm
9goalstv[.Jcom
aab-law[.]net
aamee[.]net
abags|[.]su
abdulhafiz[.]net
adsensebancheck[.]net
aescentral[.Jnet
afhil[.Jnet
agnimedial.]net
ahfloors|.]net
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alamooil[.]net
alcatraz[.]su
aljur[.Jnet
allchan[.]su
allworldcard[.Jnet
aloevera[.Jsu
altenen[.]su
altenens[.Jsu
alugueres|.]net
analit[.]su
anime-freak[.]su
animefenix[.]Jsu
animefire[.]su
animeflv[.]Jsu
animeheaven[.Jsu
animekisal[.]su
animepahel[.]Jsu
animesugel[.]su
animetake[.]biz
animetake[.]su
animeunity[.]su
aniwave[.]net
anoboyl[.]su
anon-shOpl[.Jcom
apniclub[.]xyz
approved-shopl.]su
approved-xxx[.]su
approved|.]su
approvedccl.]su
aramatr[.]net
arewq[.Jnet
ark-heating[.Jcom
asentli[.Jcom[.Jua
askmesmile[.Jcom
asmsport[.]su
astra-shop|.Jsu
astratruckl.]su
ati-internazionale[.Jcom
auction-nic[.]ru
babli[.]su
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bags7[.]su
bagsall[.]su
banzaj[.]su
belli-group[.]Jonline

best-cvvshop[.Jcom
bestbins|.]Jsu
bestdumpsl.]su
bestswipel.]su
besttraffic[.Jmobi

Sample Malicious Email-Connected Domains

2card[.]su
2pac|.]cc

2pac[.Jsu
2r4b[.Jnet
4animel[.]su
alcatraz[.]su
anime-freak[.]su
animefire[.]su
aniwave[.]Jnet
approved[.]su
approvedcc].]su
babli[.]su
best-cvvshop[.Jcom
bestbins|.]Jsu
bestdumpsl.]su
bezlica-forum[.Jcom
bezlicaforum[.Jcom
bigfat[.]su
binbase[.]su
binswork[.]su
black-pirat[.Jcom
blackservicel.]su
blackspigot[.]su
briansdumpl.]su
buycvv2[.]su

Sample Connected IP Addresses

104[.]247[.]82[.]50
104[.]21[]10[.]14
172[]67[]131[.]57
104[.]247[.]81[.]54
188[.]40[.]131[.]149
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buycvvdumps|.Jcom
buycvvonlinel[.]su
buydeus].]su
buydmp].Jsu
bvecc[.Jsu

c4cl.]Jsu
candywendy69[.]net
card-dumpsl.Jsu
carder00[.Jcom
carderscavel.Jsu
carding-planet[.]su
carding-world[.Jcom
cardingforum[.]Jcx
cardingprol.]su
cardingwith[.Jcom
cardrock].]su
cards101[.]net
cardshopl.]su
cardstorm[.]Jsu
cc-cvv[.]su
cc-dumps-freel[.]Jsu
cc-stock].]su
ccbasel.Jsu
ccbox[.]Jsu
ccdumpsl.Jsu

185[.]154[.]192[.]74
104[.]247[.]81[.]53
771]1232[]38[.]222
154[.]55[.]74[.153
170[.]106[.]48[.]231
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Sample IP-Connected Domains

104[.]247[.]82[.]51
103[.]224[.]182[.]253
64[.]190[.]63[.]111
172[]67[J171[]18
104[]21[]71[.]165
104[.]247[.]82[.]52
95[.]214[.]26[.]23
194[.]67[.]71[.]186
172[]67[]213[]219
104[.]21[.]50[.]238
104[.]247[.]81[.]51
104[]21[.]62[.]247
172[.]67[.]141[.]56
104[]21[]J21[.]123
172[.]67[.]198[.]156
104[.]21[.]26[.]123
172[.]67[.]136[.]64
104[.]247[.]81[.]50
104[]21[.]95[.]127
172[]67[.]144[]245

100bonus|.Jru
aaaepoxy[.Jcom
aadharenterprise[.Jcom
aadyatechsolutions[.Jcom
abogadoscolombial.Jcom[.]co
afa1983[.Jcom
agamparivahan[.Jcom
agondaparadise[.]Jco[.]in
ahorros-sucredito[.Jcom
aincaltda[.Jcom
aivim-icblr[.]in
akashenterprises|.Jcom
allworld-ccl[.]Jsu
allworld-store[.Jru
anjanifusion[.]ae
aoneluxurypg[.Jcom
apollobrights[.Jcom
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172[.]67[.]149[.]106
104[.]21[.]29[.]152
104[.]21[J1[.]109
172[]67[.]129[.]44
172[]67[.]159[.]242
104[.]21[.]49[.169
81[.]19[.]140[]124
172[]67[1177[.]149
104[]21[.]51[.]84
104[.]21[.]0[.]83
172[.]67[.]150[.]178
178[.]210[.]92[.]7
104[.]21[.]47[.185
172[.]67[.]145[.]250
31[]177[.]76[]32
31[.]177[.]80[.]32
104[.]247[.]81[.]52
91[]234[]32[.]16
104[.]247[.]82[.]54
172[.]67[.]199[.]191

appaqual.Jcom
approvedbazar-store[.Jru
approvedccsul.]ru
architektur-hb[.]Jde
archpromotions|.]co[.]in
artforheartbangalore[.Jcom
assorti[.]in

ausowa[.]de
autoindex[.]in
badenhost[.]de
badenregio[.]de
balakrishnagold[.Jcom
banalitybiz[.]ru
bangalore-cabs[.Jcom
barandok][.Jru
bazar-approved[.Jru
bazar-vclub[.]ru
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e bazar-vclubl.]su e bjmusicalworks[.Jcom
e bazarsvclubs|.]ru e bl-open[.Jcom

e bazarvclub[.Jru e blackforest-sc[.Jcom
e beautrix[.]Jco[.Juk e blekcheckergal.]ru

e Dberer[.]net e Dlueriveruael.Jcom

e bilaushopmel.Jru e bookmaker10[.Jcom

e binssul.Jru e bookmarks[.Jcom[.Jua
e biosas|.]net e briansclubcm[.Jru

Sample Malicious IP-Connected Domain

e aincaltda[.Jcom
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