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Executive Report
Threat actors have been seen yet again abusing a technology meant to make things easy for all
of us—QR codes—in one of the most commonly utilized cybercriminal activities—phishing. The
rise in QR code phishing isn’t surprising given that according to several studies, as much as
86% of the entire global population use their mobile phones for all kinds of transactions,
including financial ones.

The large potential victim pool and the open-source nature of QR codes could be the rationale
behind the technology’s usage in phishing. It also doesn’t help that determining the validity of
QR codes is much harder than doing so for hyperlinks.

Trustwave researchers recently noted this trend and published the results of their in-depth
study on ongoing QR code phishing scams, including 18 URLs that they identified as indicators
of compromise (IoCs). In an effort to help curb similar attacks in the future, the WhoisXML API
research team trooped to the DNS to look for as many unreported potentially connected
artifacts as possible. Our deep dive led to the discovery of:

● 10,000 domains with the same registrant name as one of the IoCs in their WHOIS
records, 10 of which turned out to be malicious based on a bulk malware check

● 10 unique IP addresses to which the domains from the extracted 18 URLs identified as
IoCs resolved

● 114 domains that shared the seemingly dedicated IP addresses that played host to the
extracted domains, 26 of which turned out to be malicious based on a bulk malware
check

● 10,045 domains that contained text strings found among some of the extracted
domains, four of which turned out to be malicious based on a bulk malware check

● 30 domains with the exact string qr.codes akin to one of the domains extracted from
the URLs identified as IoCs
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What the DNS Revealed about the IoCs

To gather as much information as possible about the threat actors’ infrastructure, we first
subjected the IoCs to a bulk WHOIS lookup. We found that:

● Fifteen of the 18 domains had some publicly available WHOIS information although
most details were heavily redacted. Only one record had the registrant organization field
filled in.

● The 15 domains with retrievable WHOIS records were spread across eight registrars
topped by GoDaddy.com LLC, Google, and Namecheap, Inc., accounting for three IoCs
each.

● All of the 15 IoCs were newly registered domains (NRDs).
● The registrant of the domain qhsbobfv[.]top was publicly visible but written in Chinese.
● The 15 domains were registered in six countries led by Canada and the U.S.,

accounting for five IoCs each.
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Connections We Found in the DNS

Our bulk WHOIS lookup for the 18 domains extracted from the URLs identified as IoCs
uncovered an unredacted registrant name. A reverse WHOIS search revealed that the name
appeared in the historical WHOIS records of at least 10,000 other domains. A bulk malware
check for them showed that 10 were already being detected as malicious. To date, only one
remained accessible although it led to a blank page.

To dig for connected artifacts which published reports may not contain, we then subjected the
18 extracted domains to DNS lookups. Seven of them resolved to 10 unique IP addresses.
Reverse IP lookups for the IP resolutions revealed that two of them were seemingly dedicated.
Altogether, the dedicated IP addresses hosted 114 domains that weren’t part of the IoC list, 26
of which are already being detected as malicious based on a bulk malware check.

Screenshot lookups for the 26 malicious IP-connected domains showed that 24 still hosted live
content at the time of writing. Take a look at three examples shown below.
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Screenshot of agenkebab[.]com

Screenshot of customsfee-supporthub[.]com
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Screenshot of franchisekebab[.]com

Based on screenshots of three pages hosted on the domains identified as IoCs, the QR code
phishing campaign threat actors seemed to use web properties whose content could be
mistaken for legitimate business pages. Three examples are shown below.
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Screenshot of the page hosted on the IoC aircourier-company[.]com

Screenshot of the page hosted on the IoC viajalejos[.]net

Screenshot of the page hosted on the IoC lockvvoodgroup[.]com
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What was more interesting, however, was that the screenshots of the pages hosted on the IoC
lockvvoodgroup[.]com and the newly discovered malicious IP-connected domain
customsfee-supporthub[.]com led to web pages with the same content.

The other business pages seem to focus on products and services that potential victims may
typically look for on any given day, such as sites that offer food delivery, courier, and travel
services, hence upping the chances that they wouldn’t think twice about their content.

Strings found among six of the extracted domains listed below also appeared in 10,045 other
domains based on Domains & Subdomains Discovery searches.

● 16092022.
● viajalejos.
● qrserver.

● lockvvoodgroup.
● isirumah.
● qr.

A bulk malware check for the 10,045 string-connected domains revealed that four were being
detected as malicious. One continued to host live content at the time of writing.

Screenshot of qr[.]st

—
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Our list expansion analysis of the domains we extracted from 18 URLs identified as QR code
phishing IoCs uncovered more than 20,000 possibly connected artifacts. It also brought to light
the IP addresses the threat actors may have used during their attacks, apart from more
malicious domains that could be part of their or other threat actors’ cybercriminal
infrastructure.

If you wish to perform a similar investigation or learn more about the products used in
this research, please don’t hesitate to contact us.

Disclaimer: We take a cautionary stance toward threat detection and aim to provide relevant
information to help protect against potential dangers. Consequently, it is possible that some
entities identified as “threats” or “malicious” may eventually be deemed harmless upon further
investigation or changes in context. We strongly recommend conducting supplementary
investigations to corroborate the information provided herein.

Appendix: Sample Artifacts and IoCs

IoCs

● xaoqohhckbb3pnxtyqzj6pkuzckt2ur
beiyd5xlanmw52expmohl7dyd[.]onio
n

● um2kc2ahigbq7t2rchk3tnxnjzvrddbh
xkcy573dqxci44wvi4ge5cad[.]onion

● safedelivery-company[.]com
● fq5rdcppmv7cqjhretm3owbnj4hskcv

37bcgx5rpbdbhqfefzix4tiyd[.]onion
● exmb25nic6n25sclnf44rrgynquns7u

3zjqa33x3uztwbmsuptf7gyid[.]onion
● dexmb25nic6n25sclnf44rrgynquns7

u3zjqa33x3uztwbmsuptf7gyid[.]onio
n

● carpoollk[.]com

● aircourier-company[.]com
● 3emyw4wto7tgupbisnbdbkbyaamb7

p7dpxp6lnfqwyemskmmar3fugad[.]
onion

● 16092022[.]com
● bafybeiatig7bsbj3awxopocfjayzyv5jx

hrhgyjqkxrdz5sxikrpftt4am[.]ipfs
● viajalejos[.]net
● qrserver[.]com
● lockvvoodgroup[.]com
● kamsaridevelopment[.]com
● isirumah[.]info
● bc1qx0anrq4v2aftl3eg22rfnyump7w

xln2e7ld60a[.]com
● qr[.]codes

Sample Registrant Organization-Connected Domains

● 00030[.]cn
● 000799[.]cn
● 005006[.]cn

● 005353[.]cn
● 005505[.]cn
● 005877[.]cn
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● 006028[.]cn
● 006170[.]cn
● 006228[.]cn
● 006308[.]cn
● 006699[.]com[.]cn
● 006job[.]cn
● 007845[.]cn
● 007877[.]cn
● 007927[.]cn
● 008094[.]cn
● 008794[.]cn
● 00a3w[.]cn
● 00q02[.]cn
● 00tp[.]cn
● 010zhaosheng[.]cn
● 012led[.]cn
● 020dzbw[.]cn
● 020dzw[.]cn
● 0212311[.]com[.]cn
● 02139[.]cn
● 021lvyou[.]com[.]cn
● 021pump[.]com[.]cn
● 021rili[.]cn
● 022sms[.]com[.]cn
● 023esw[.]cn
● 02807[.]cn
● 030e[.]cn
● 030i[.]cn
● 0329xq[.]cn
● 0350safe[.]cn
● 0351zaozhiliao[.]cn
● 0355i[.]cn
● 0384nn[.]cn
● 03a1m1[.]cn
● 03q3hoqu[.]cn
● 0420c2b5[.]cn
● 0459car[.]cn
● 047q01[.]cn
● 0511kq[.]cn
● 0513xx[.]cn

● 053156[.]org[.]cn
● 0553web[.]cn
● 0580orange[.]cn
● 0599my[.]cn
● 0634562[.]cn
● 066288[.]cn
● 0662yes[.]cn
● 07013[.]cn
● 0711car[.]cn
● 0713tf[.]cn
● 0719it[.]cn
● 0755aa[.]cn
● 0756pco[.]cn
● 0775auto[.]cn
● 0781554[.]cn
● 0794xu[.]cn
● 0831job[.]cn
● 0838dh[.]com[.]cn
● 084g[.]cn
● 087196100[.]cn
● 0919275[.]cn
● 0951player[.]cn
● 0998dh[.]cn
● 09rf[.]cn
● 0a70rj[.]cn
● 0ac6n[.]cn
● 0bmxtdc[.]cn
● 0bu403[.]cn
● 0c1q0l[.]cn
● 0cat[.]cn
● 0d5ir[.]cn
● 0f6m1l3e[.]cn
● 0favv[.]cn
● 0fqlu9[.]cn
● 0g75ll[.]cn
● 0h7u[.]cn
● 0hd35k[.]cn
● 0jxi9x[.]cn
● 0k3[.]cn
● 0lwx1h[.]cn
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● 0mjmx[.]cn
● 0risks[.]cn
● 0s000[.]cn
● 0sy9w5p[.]cn
● 0yn7um[.]cn
● 0zth[.]cn
● 1-3n[.]cn
● 1-work[.]cn
● 10000[.]ha[.]cn
● 10000cl[.]cn
● 10000sn[.]cn
● 1000faka[.]cn
● 1000j[.]cn
● 1000kg[.]cn
● 1000ysd[.]cn
● 10010[.]fj[.]cn
● 10010game[.]cn
● 1004952[.]cn
● 10086[.]xj[.]cn
● 10086i[.]cn
● 100gu[.]com[.]cn
● 100huatong[.]cn
● 100myd[.]cn
● 100zjdy[.]cn
● 10100888[.]cn
● 10101020[.]cn
● 10103365[.]cn
● 10103636[.]cn
● 10105335[.]cn
● 10105959[.]cn
● 10106066[.]cn
● 10107373[.]cn
● 10108868[.]cn
● 10108898[.]cn
● 1024book[.]cn
● 108han[.]cn
● 10jmw[.]cn
● 10wanwen[.]cn
● 111658[.]com[.]cn
● 111toys[.]cn

● 1124m[.]cn
● 114eee[.]cn
● 114guangdong[.]cn
● 116114zp[.]cn
● 1183168[.]cn
● 118wang[.]cn
● 11coin[.]cn
● 120122[.]cn
● 12300[.]com[.]cn
● 123321dsw[.]cn
● 1234566[.]cn
● 123877[.]cn
● 123dc[.]cn
● 123dlm[.]cn
● 123mu[.]cn
● 123pass[.]cn
● 127qipaipingguoban[.]cn
● 127qipaiwang[.]cn
● 1310000[.]cn
● 1314179[.]com[.]cn
● 133la[.]cn
● 13542508888[.]cn
● 135jm[.]cn
● 1366i27[.]cn
● 136784034[.]cn
● 138787[.]cn
● 139mfyx[.]cn
● 13cai[.]com[.]cn
● 13tz[.]cn
● 1412058[.]cn
● 14395[.]cn
● 14396[.]cn
● 14659[.]cn
● 14672[.]cn
● 150km[.]cn
● 1551hn[.]cn
● 155la[.]cn
● 158lj[.]cn
● 15999566722[.]cn
● 15bk[.]cn
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● 1616d[.]com[.]cn
● 16183[.]cn
● 161n4[.]cn
● 161n5[.]cn
● 1688coin[.]cn
● 16com9[.]cn
● 16ren[.]cn
● 17748[.]cn
● 17credit[.]cn
● 17gansf[.]cn
● 17hegc[.]cn
● 17jmba[.]cn
● 17ko8[.]cn
● 17lwan[.]cn
● 17shoulu[.]cn
● 17y8[.]cn
● 1818hao[.]cn
● 18258[.]com[.]cn
● 18341[.]cn
● 18414[.]cn
● 18429iiu[.]cn
● 18463[.]cn
● 18784[.]cn
● 18800[.]cn
● 19900420[.]cn
● 1996game[.]cn
● 1996game[.]com[.]cn
● 1anxin[.]cn
● 1bsg[.]cn
● 1fdd3[.]cn
● 1flag[.]cn
● 1fu[.]cn
● 1fwt7d[.]cn
● 1hs[.]com[.]cn
● 1huoyun[.]cn
● 1k681[.]cn
● 1mfh9a[.]cn
● 1r458t[.]cn
● 1rbzyd[.]cn
● 1ru0w9[.]cn

● 1stinsurance[.]com[.]cn
● 1watch[.]cn
● 1wgu6y[.]cn
● 1xinli[.]cn
● 1xinshi[.]cn
● 1xqv2k[.]cn
● 1zshop[.]cn
● 200139[.]cn
● 200820[.]cn
● 2017rwnuh23[.]cn
● 2021lijunqi[.]cn
● 20348[.]cn
● 2042541[.]cn
● 20605555[.]cn
● 2060768[.]cn
● 20957[.]cn
● 20hl[.]cn
● 20w5p5[.]cn
● 20yi[.]cn
● 20yonyou[.]cn
● 21894[.]cn
● 21feizhuliu[.]cn
● 21jade[.]cn
● 223222[.]cn
● 2233play[.]cn
● 2253461[.]cn
● 23095[.]cn
● 2338204[.]cn
● 235wz[.]cn
● 236788[.]cn
● 237[.]net[.]cn
● 239239[.]cn
● 23yp[.]cn
● 241232[.]cn
● 248555[.]com[.]cn
● 25330[.]cn
● 258688[.]cn
● 25f3k0g[.]cn
● 26594[.]cn
● 26gedu[.]cn
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● 27ag[.]cn
● 27hai[.]cn
● 282988[.]cn
● 285dq1[.]cn
● 287lays2[.]cn
● 28hse[.]cn
● 28pin[.]cn
● 2969224[.]cn
● 29925[.]com[.]cn
● 2adr[.]cn
● 2aynzp[.]cn
● 2bhome[.]cn
● 2bkt[.]cn
● 2bw8h0[.]cn
● 2fs68x[.]cn
● 2moc[.]cn
● 2u8a[.]cn
● 2w52[.]cn
● 2wuf6a[.]cn
● 2zk[.]com[.]cn
● 30295[.]cn
● 30819[.]cn
● 309t[.]cn
● 30idvw[.]cn
● 3116811[.]cn
● 31alu[.]cn
● 3338228[.]cn
● 336788[.]cn
● 337yin[.]cn
● 34ppp[.]cn
● 34s[.]cn
● 35125[.]cn
● 35126[.]com[.]cn
● 35500[.]cn
● 360anxindai[.]cn
● 360jyx[.]cn
● 365ad[.]cn
● 365dy[.]cn
● 365zhekou[.]cn
● 366eka[.]cn

● 36hhr[.]cn
● 36tianguan[.]cn
● 37132[.]cn
● 3746631[.]cn
● 37642[.]cn
● 37647[.]cn
● 3765ce[.]cn
● 3771517[.]cn
● 37m53x[.]cn
● 37twus[.]cn
● 38420[.]cn
● 38423[.]cn
● 38465[.]cn
● 38496[.]cn
● 38497[.]cn
● 38574[.]cn
● 38847[.]cn
● 3888886[.]cn
● 38904[.]cn
● 38baby[.]cn
● 39139[.]com[.]cn
● 392w[.]cn
● 39358[.]com[.]cn
● 39ysw[.]cn
● 3a9r9[.]net[.]cn
● 3c4f1s[.]cn
● 3caibok[.]cn
● 3dus[.]cn
● 3eb45b[.]cn
● 3gest[.]cn
● 3gpconverters[.]cn
● 3hcn[.]cn
● 3iv5[.]cn
● 3kuc[.]cn
● 3omk[.]cn
● 3phveb[.]cn
● 3re[.]cn
● 3wood[.]com[.]cn
● 3wzjg[.]cn
● 3y8wld[.]cn
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● 4000000005[.]cn
● 4000001234[.]cn
● 4000016767[.]cn
● 4000040000[.]cn
● 4000066666[.]cn
● 4000081234[.]cn
● 4000083939[.]cn
● 4000085678[.]cn
● 4000089900[.]cn
● 4000100100[.]cn
● 4000100617[.]cn
● 4000105678[.]cn
● 4000156651[.]cn
● 4000161616[.]cn
● 4000166166[.]cn
● 4000198198[.]cn
● 4000205858[.]cn
● 4000315315[.]cn
● 4000511988[.]cn
● 4000555520[.]cn
● 4000581908[.]cn
● 4000589988[.]cn
● 4000799977[.]cn
● 4000800233[.]cn
● 4000806060[.]cn
● 4000806666[.]cn
● 4000833111[.]cn
● 4000835999[.]cn
● 4000871666[.]cn
● 4000871800[.]cn
● 4000881952[.]cn
● 4000888566[.]cn
● 4000917917[.]cn
● 4000975976[.]cn
● 4000979797[.]cn
● 4000990999[.]cn
● 4001000538[.]cn
● 4001001111[.]cn
● 4001005111[.]cn
● 4001057878[.]cn

● 4001098866[.]cn
● 4001111111[.]cn
● 4001117999[.]cn
● 4001177517[.]cn
● 4001180117[.]cn
● 4001191941[.]cn
● 4001355188[.]cn
● 4001579999[.]cn
● 4001599090[.]cn
● 4001616365[.]cn
● 4001669999[.]cn
● 4001688688[.]cn
● 4001717917[.]cn
● 4001827777[.]cn
● 4001840018[.]cn
● 4001868666[.]cn
● 4001888888[.]cn
● 4001919999[.]cn
● 4001991999[.]cn
● 4006001189[.]cn
● 4006005577[.]cn
● 4006006666[.]cn
● 4006019999[.]cn
● 4006029566[.]cn
● 4006040010[.]cn
● 4006081111[.]cn
● 4006087777[.]cn
● 4006123111[.]cn
● 4006126688[.]cn
● 4006129999[.]cn
● 4006135135[.]cn
● 4006166655[.]cn
● 4006166666[.]cn
● 4006179999[.]cn
● 4006206998[.]cn
● 4006228228[.]cn
● 4006228811[.]cn
● 4006258899[.]cn
● 4006280066[.]cn
● 4006321666[.]cn
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● 4006345678[.]cn
● 4006362266[.]cn
● 4006388666[.]cn
● 4006503333[.]cn
● 4006596666[.]cn
● 4006603333[.]cn
● 4006620878[.]cn
● 4006622666[.]cn
● 4006661111[.]cn
● 4006661166[.]cn
● 4006661999[.]cn
● 4006663666[.]cn
● 4006664000[.]cn
● 4006666917[.]cn
● 4006667777[.]cn
● 4006671988[.]cn
● 4006677500[.]cn
● 4006689999[.]cn
● 4006700700[.]cn
● 4006771988[.]cn
● 4006779696[.]cn
● 4006789688[.]cn
● 4006789977[.]cn
● 4006880999[.]cn
● 4006889999[.]cn
● 4006917917[.]cn
● 4006919999[.]cn
● 4006969666[.]cn
● 4006990000[.]cn
● 4006996666[.]cn
● 4006997999[.]cn
● 4006998998[.]cn
● 4006999666[.]cn
● 4007001000[.]cn
● 4007001864[.]cn
● 4007003888[.]cn
● 4007708866[.]cn
● 4007886666[.]cn
● 4007888777[.]cn
● 4007999999[.]cn

● 4008002211[.]cn
● 4008002345[.]cn
● 4008004900[.]cn
● 4008006666[.]cn
● 4008008666[.]cn
● 4008036699[.]cn
● 4008066969[.]cn
● 4008073636[.]cn
● 4008090808[.]cn
● 4008096666[.]cn
● 4008096868[.]cn
● 4008105858[.]cn
● 4008112112[.]cn
● 4008116666[.]cn
● 4008121121[.]cn
● 4008171666[.]cn
● 4008171717[.]cn
● 4008176111[.]cn
● 4008182233[.]cn
● 4008186337[.]cn
● 4008188333[.]cn
● 4008189999[.]cn
● 4008193388[.]cn
● 4008197197[.]cn
● 4008200187[.]cn
● 4008201902[.]cn
● 4008209999[.]cn
● 4008213213[.]cn
● 4008215757[.]cn
● 4008218866[.]cn
● 4008260555[.]cn
● 4008261166[.]cn
● 4008267900[.]cn
● 4008268008[.]cn
● 4008289669[.]cn
● 4008308003[.]cn
● 4008308999[.]cn
● 4008508805[.]cn
● 4008515515[.]cn
● 4008536100[.]cn
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● 4008585237[.]cn
● 4008588888[.]cn
● 4008600981[.]cn
● 4008603366[.]cn
● 4008603838[.]cn
● 4008612345[.]cn
● 4008705151[.]cn

● 4008705400[.]cn
● 4008756789[.]cn
● 4008773333[.]cn
● 4008777777[.]cn
● 4008809985[.]cn
● 4008815500[.]cn
● 4008819090[.]cn

Sample Malicious Registrant Name-Connected Domains

● 0775auto[.]cn
● 114eee[.]cn
● 133la[.]cn

● 30idvw[.]cn
● 3re[.]cn
● aion55[.]cn

Sample IP Addresses

● 172[.]67[.]169[.]165
● 104[.]21[.]54[.]242
● 104[.]21[.]90[.]104

● 127[.]0[.]0[.]1
● 179[.]43[.]189[.]137
● 103[.]20[.]190[.]131

Sample IP-Connected Domains

● agenkebab[.]com
● agensahara[.]com
● astral[.]co[.]id
● audiojaya[.]com
● bagel[.]id
● bahanbakukebab[.]com
● baiya[.]id
● balimegaspa[.]com
● baramultilumintu[.]com
● berlianagrolestari[.]com
● bogareslor[.]id
● burnerkebab[.]com
● burnerkebabmurah[.]com
● customsfee-supporthub[.]com
● dagingkebab[.]com
● dcs[.]web[.]id
● delifood[.]id
● demarin[.]id
● desabaharidua[.]web[.]id

● dongguluselatan[.]id
● filterairbandung[.]net
● filteraircimahi[.]com
● fkksm-mm2100[.]or[.]id
● franchisekebab[.]com
● ftp[.]pt-saj[.]id
● gariskata[.]com
● grobogkulon[.]id
● himmahstore[.]co[.]id
● hunianmurahsidoarjo[.]com
● idemug[.]com
● iklan98[.]com
● indofrozen[.]com
● indofrozenfood[.]com
● indomaxhost[.]com
● infodesagredek[.]com
● inkordanclothing[.]com
● jalurharomain[.]com
● jasabangunanmagetan[.]com
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● jayatechbiofilter[.]com
● jualairminumamidisbandung[.]com
● jualansaya[.]com
● jualkebab[.]com
● kalaerolantari[.]web[.]id
● kaltimmultisekurindo[.]com

● karunialumasindo[.]com
● kebabfrozen[.]com
● kedaijamu[.]com
● kulittortilla[.]com
● kuripan[.]desa[.]id
● laemanta-utara[.]id

Sample Malicious IP-Connected Domains

● agenkebab[.]com
● balimegaspa[.]com
● customsfee-supporthub[.]com
● franchisekebab[.]com
● himmahstore[.]co[.]id
● iklan98[.]com
● jasabangunanmagetan[.]com

● jayatechbiofilter[.]com
● kedaijamu[.]com
● mail[.]himmahstore[.]co[.]id
● mail[.]jasabangunanmagetan[.]com
● mail[.]kedaijamu[.]com
● multikencanaoffset[.]com
● pinotu[.]id

Sample String-Connected Domains

● isirumah[.]id
● isirumah[.]net
● isirumah[.]com
● isirumah[.]site
● sisirumah[.]com
● isirumah[.]co[.]id
● isirumah[.]store
● ngisirumah[.]com
● isirumah[.]homes
● myisirumah[.]org
● isirumah[.]co[.]de
● sewaisirumah[.]id
● isirumah[.]web[.]id
● isirumah[.]online
● teknisirumah[.]id
● tokoisirumah[.]com
● beliisirumah[.]com
● sewaisirumah[.]com
● mengisirumah[.]com
● teknisirumah[.]com
● caraisirumah[.]com
● hargaisirumah[.]com

● blog-isirumah[.]net
● kedaiisirumah[.]tokyo
● ngisirumah[.]furniture
● demo2-blog-isirumah[.]vg
● jasadesainsupervisirumah[.]com
● tanamanrempahsumberpendapatani

sirumah[.]com
● lockvvoodgroup[.]co[.]uk
● qr[.]vg
● qr[.]me
● qr[.]ro
● qr[.]af
● qr[.]pl
● qr[.]la
● qr[.]id
● qr[.]st
● qr[.]gd
● qr[.]uk
● qr[.]cz
● qr[.]pa
● qr[.]vc
● qr[.]no
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● qr[.]hk
● qr[.]gt
● qr[.]mn
● qr[.]cc
● qr[.]ly
● qr[.]fi
● qr[.]lu
● qr[.]sh
● qr[.]su
● qr[.]ls
● qr[.]cr
● qr[.]rs
● qr[.]ca
● qr[.]kg
● qr[.]gl
● qr[.]hr
● qr[.]gs
● qr[.]cn
● qr[.]us
● qr[.]pw
● qr[.]ke
● qr[.]ax
● qr[.]tv
● qr[.]ag
● qr[.]cm
● qr[.]co
● qr[.]cx
● qr[.]ai
● qr[.]mr
● qr[.]sg
● qr[.]my
● qr[.]ci
● qr[.]om
● qr[.]nu
● qr[.]is
● qr[.]sc
● qr[.]xn--fiqs8s
● qr[.]nl
● qr[.]ru
● qr[.]pt

● qr[.]lh
● qr[.]jo
● qr[.]eu
● qr[.]nz
● qr[.]uz
● qr[.]io
● qr[.]fr
● qr[.]ma
● qr[.]gg
● qr[.]tc
● qr[.]uy
● qr[.]mk
● qr[.]by
● qr[.]gr
● qr[.]se
● qr[.]lc
● qr[.]dk
● qr[.]si
● qr[.]ae
● qr[.]tj
● qr[.]tl
● qr[.]cl
● qr[.]do
● qr[.]al
● qr[.]mw
● qr[.]mg
● qr[.]lv
● qr[.]lt
● qr[.]xn--mxtq1m
● qr[.]im
● qr[.]gy
● qr[.]qa
● qr[.]am
● qr[.]kz
● qr[.]tn
● qr[.]gp
● qr[.]ee
● qr[.]fo
● qr[.]sb
● qr[.]to
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● qr[.]sk
● qr[.]be
● qr[.]hu
● qr[.]xn--node
● qr[.]de
● mqr[.]nu
● 5qr[.]ir
● oqr[.]in
● qqr[.]se
● yqr[.]se
● wqr[.]se
● dqr[.]hk
● 2qr[.]tw
● yqr[.]tv
● jqr[.]tv
● mqr[.]tv
● wqr[.]pw
● hqr[.]hk
● vqr[.]be
● qqr[.]be
● eqr[.]ie
● wqr[.]it
● pqr[.]in
● uqr[.]be
● 1qr[.]pw
● sqr[.]tl
● xqr[.]ca
● 3qr[.]ch
● jqr[.]pw
● 2qr[.]no
● pqr[.]it
● 5qr[.]in
● 4qr[.]co
● qqr[.]co
● qqr[.]eu
● zqr[.]kr
● xqr[.]pw
● bqr[.]eu
● hqr[.]uz
● iqr[.]uz

● 1qr[.]uz
● mqr[.]ai
● fqr[.]cn
● nqr[.]si
● qr[.]dev
● hqr[.]jp
● 9qr[.]io
● tqr[.]me
● 9qr[.]us
● 6qr[.]cn
● 1qr[.]cn
● 4qr[.]ru
● tqr[.]ru
● tqr[.]us
● uqr[.]me
● 7qr[.]fr
● bqr[.]cn
● bqr[.]fr
● kqr[.]nl
● mqr[.]fr
● uqr[.]nl
● uqr[.]fr
● 5qr[.]io
● oqr[.]ru
● oqr[.]nl
● 0qr[.]cn
● wqr[.]us
● qqr[.]vg
● vqr[.]es
● rqr[.]id
● 3qr[.]uk
● eqr[.]cl
● oqr[.]hk
● vqr[.]pw
● 7qr[.]id
● zqr[.]hk
● nqr[.]vc
● 1qr[.]my
● vqr[.]tv
● eqr[.]pt
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● 9qr[.]me
● yqr[.]xn--kprw13d
● wqr[.]ch
● rqr[.]lt
● hqr[.]es
● fqr[.]au
● eqr[.]by
● uqr[.]it
● kqr[.]in
● eqr[.]jp
● qqr[.]kr
● fqr[.]me
● eqr[.]hu
● nqr[.]tv
● xn--qr-uia[.]de
● nqr[.]in
● yqr[.]sk
● 0qr[.]in
● hqr[.]cc
● cqr[.]io
● rqr[.]uk
● pqr[.]ir
● uqr[.]in
● zqr[.]me
● dqr[.]jp
● rqr[.]jp
● rqr[.]cc
● aqr[.]jp
● fqr[.]at
● eqr[.]vn
● 2qr[.]co
● gqr[.]ro
● mqr[.]kz
● iqr[.]es
● fqr[.]io
● jqr[.]tm
● vqr[.]us
● 9qr[.]nl
● 3qr[.]ru
● 7qr[.]us

● qr[.]org
● zqr[.]nl
● qr[.]rip
● tqr[.]ug
● bqr[.]re
● fqr[.]tv
● zqr[.]es
● 1qr[.]nu
● dqr[.]nu
● aqr[.]nu
● wqr[.]kr
● lqr[.]id
● sqr[.]la
● aqr[.]is
● aqr[.]kz
● yqr[.]ch
● jqr[.]xn--55qx5d
● iqr[.]ch
● fqr[.]co
● dqr[.]tw
● rqr[.]kr
● 4qr[.]eu
● 2qr[.]ir
● yqr[.]co
● dqr[.]be
● 2qr[.]vn
● eqr[.]fm
● bqr[.]pl
● sqr[.]uk
● xqr[.]eu
● gqr[.]co
● lqr[.]ca
● oqr[.]li
● aqr[.]eu
● gqr[.]tv
● pqr[.]be
● lqr[.]cc
● fqr[.]it
● fqr[.]uk
● 4qr[.]es
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● mqr[.]tw
● pqr[.]at
● jqr[.]de
● tqr[.]la
● tqr[.]de
● iqr[.]se
● bqr[.]it
● hqr[.]ca
● lqr[.]dk
● zqr[.]ca
● jqr[.]io
● aqr[.]in
● qr[.]cab
● 2qr[.]uk
● nqr[.]ru
● 6qr[.]us
● zqr[.]uz
● tqr[.]uz
● 4qr[.]me
● uqr[.]ru
● wqr[.]cl
● qr[.]biz
● aqr[.]cn
● pqr[.]fr
● eqr[.]de
● gqr[.]de
● xqr[.]ru
● wqr[.]nl
● hqr[.]tw
● nqr[.]ir
● dqr[.]cz
● dqr[.]gs
● kqr[.]es
● rqr[.]gg
● vqr[.]la
● hqr[.]ch
● cqr[.]cl
● hqr[.]fi
● 5qr[.]jp
● tqr[.]mx

● kqr[.]ca
● nqr[.]eu
● cqr[.]lv
● wqr[.]co
● dqr[.]de
● tqr[.]es
● pqr[.]uz
● 8qr[.]co
● aqr[.]es
● pqr[.]st
● cqr[.]cz
● aqr[.]cz
● aqr[.]uz
● 1qr[.]au
● 2qr[.]ch
● lqr[.]pl
● fqr[.]nl
● 0qr[.]io
● iqr[.]uk
● xqr[.]cc
● gqr[.]eu
● 4qr[.]ch
● qr[.]tel
● sqr[.]kz
● 4qr[.]it
● jqr[.]me
● oqr[.]kr
● kqr[.]de
● mqr[.]ro
● pqr[.]au
● 0qr[.]eu
● cqr[.]at
● xqr[.]uk
● rqr[.]ca
● sqr[.]sg
● iqr[.]fr
● cqr[.]ru
● rqr[.]us
● pqr[.]de
● 9qr[.]co
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● eqr[.]se
● sqr[.]ru
● zqr[.]us
● 8qr[.]us
● bqr[.]gg
● bqr[.]gs
● qr[.]sex
● rqr[.]ir
● eqr[.]nu
● bqr[.]vn
● cqr[.]la
● 6qr[.]co
● yqr[.]es
● iqr[.]cm
● 5qr[.]me
● vqr[.]se
● oqr[.]se
● bqr[.]pt
● eqr[.]im
● lqr[.]af
● sqr[.]eu
● 1qr[.]dk
● wqr[.]ca
● fqr[.]kr
● fqr[.]mx
● qr[.]fox
● yqr[.]ph
● hqr[.]ph
● lqr[.]ir
● mqr[.]xn--kprw13d
● qqr[.]us
● vqr[.]it
● dqr[.]uk
● eqr[.]ai
● 7qr[.]eu
● iqr[.]ro
● oqr[.]au
● sqr[.]nu
● hqr[.]nu
● tqr[.]eu

● uqr[.]cc
● zqr[.]jp
● cqr[.]in
● zqr[.]io
● mqr[.]it
● mqr[.]mx
● eqr[.]ch
● iqr[.]tj
● nqr[.]ro
● sqr[.]no
● wqr[.]eu
● sqr[.]uz
● nqr[.]uz
● qqr[.]uz
● fqr[.]de
● kqr[.]li
● 0qr[.]ru
● 1qr[.]vn
● qqr[.]it
● rqr[.]nl
● sqr[.]sd
● gqr[.]io
● 1qr[.]de
● 0qr[.]us
● vqr[.]fr
● dqr[.]ru
● jqr[.]hk
● 9qr[.]in
● 0qr[.]de
● qqr[.]nz
● 7qr[.]cn
● 3qr[.]de
● zqr[.]cn
● lqr[.]cl
● vqr[.]me
● 6qr[.]ph
● kqr[.]tv
● 5qr[.]tw
● vqr[.]nu
● gqr[.]se
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● wqr[.]gg
● zqr[.]id
● mqr[.]ge
● hqr[.]id
● jqr[.]xn--3ds443g
● 6qr[.]kr
● hqr[.]tv
● nqr[.]cx
● iqr[.]dk
● yqr[.]su
● oqr[.]it
● 1qr[.]pl
● lqr[.]me
● jqr[.]cx
● dqr[.]vg
● cqr[.]cc
● mqr[.]jp
● bqr[.]ph
● pqr[.]ch
● tqr[.]no
● dqr[.]pm
● oqr[.]eu
● eqr[.]it
● mqr[.]pt
● aqr[.]pl
● qr[.]run
● 0qr[.]nl
● oqr[.]io
● tqr[.]dk

● 7qr[.]ca
● 5qr[.]ca
● dqr[.]ca
● tqr[.]pw
● aqr[.]pt
● wqr[.]ir
● gqr[.]uk
● vqr[.]eu
● iqr[.]ae
● sqr[.]mx
● iqr[.]kz
● bqr[.]kr
● wqr[.]cz
● iqr[.]be
● sqr[.]jp
● vqr[.]uz
● jqr[.]uz
● iqr[.]us
● oqr[.]us
● pqr[.]cn
● mqr[.]nl
● vqr[.]ru
● aqr[.]fr
● pqr[.]us
● eqr[.]ir
● wqr[.]es
● jqr[.]cm
● yqr[.]cm

Sample Malicious String-Connected Domains

● qr[.]st ● saqr[.]ru

Sample Domains Containing qr.codes

● a-qr[.]codes
● air-qr[.]codes
● catchy-qr[.]codes
● crypto-qr[.]codes
● e-qr[.]codes

● etica-qr[.]codes
● fast-qr[.]codes
● free-qr[.]codes
● generate-qr[.]codes
● gham-qr[.]codes
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● gosuslugi-qr[.]codes
● info-qr[.]codes
● link-qr[.]codes

● me-qr[.]codes
● medi-qr[.]codes
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