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Executive Report

Threat actors have been targeting vulnerable Redis instances since February 2022 when the
Redis Lua Sandbox Escape and Remote Code Execution Vulnerability, also known as
“CVE-2022-0543,” was discovered. The Mushtik Gang was one of the first cyber attack groups
to exploit it. They infected vulnerable devices with a malicious script that allowed them to
download files, inject shell commands, and launch flood and Secure Shell (SSH) brute-force
attacks remotely.

Just last month, Palo Alto Networks’s Unit 42 uncovered another exploitation attack targeting
the same bug, this time using a self-replicating peer-to-peer (P2P) worm they’ve dubbed
“P2PInfect.” They published seven indicators of compromise (loCs)—five IP addresses and two
domains—as part of their analysis.

WhoisXML API expanded the list of P2PInfect l1oCs and discovered that:

e Six domains contained the string worldive, akin to one of the domains identified as
loCs.

e More than 10,000 domains contained the string redis, 20 of which have been classified
as malicious by a bulk malware check.

e More than 10,000 subdomains contained the string redis, six of which turned out to be
malicious according to a bulk malware check.

DNS Discoveries about the P2PInfect loCs

WHOIS lookups for the two domains identified as P2PInfect 10Cs only produced results for one
domain name—myhealthlifego[.Jcom. Created in October 2022, it was administered by PDR
Ltd. and registered in China.

DNS lookups, meanwhile, for the domains identified as loCs showed that myhealthlifego[.Jcom
resolved to 66[.]154[.]127[.]38 (also identified as a P2PInfect loC).
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Next, a bulk IP geolocation lookup for the IP addresses identified as 1oCs revealed that:

e A majority of them (three to be exact) pointed to Canada as their origin.

e The two remaining loCs originated from China and the U.S.

e The five loCs were administered by four ISPs led by QuadraNet Enterprises LLC, which
accounted for two of the IP addresses. One loC each was managed by Alibaba.com
Singapore E-Commerce Private Limited; Amazon Technologies, Inc. (EC2); and TruVista
Communications.

Reverse IP lookups for the IP addresses identified as loCs showed that only one continued to
serve as a domain host—66[.]154[.]127[.]38. It was dedicated to hosting the domain
myhealthlifego[.Jcom.

Domains & Subdomains Discovery searches for the string worldive similar to one of the
domains identified as 10Cs turned up six similar-looking domains. None of them were
categorized as malicious to date.

It’s also interesting to note that one of them —oneworldive[.Jcom—seemed to belong to a
legitimate company as none of its WHOIS record details have been redacted. Additional
Google searches, in fact, pointed to a legitimate and registered dive and travel company. They
may have obtained the misspelled variation of their official domain
name—oneworlddive[.Jcom—as an anti-cybersquatting measure.

Are Redis Devices on Other Attackers’ Radar?

Apart from determining P2PInfect DNS connections, we also sought to discover if threat actors
could target Redis instances in other ways, such as via phishing and DNS takeover attacks. To
do that, we used redis as a Domains & Subdomains Discovery search term for both domains
and subdomains.

We uncovered more than 10,000 redis-containing domains.

e The 3,485 domains with creation dates in their WHOIS records were created between
1990 and 2023.
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e The 3,522 domains whose owners indicated their registrars were spread across 428

registrars led by GoDaddy.com, which accounted for 677 domains. Namecheap (203
domains), OVH (133 domains), URL Solutions (121 domains), Google (120 domains),
Name.com (106 domains), Tucows (102 domains), Dynadot (72 domains),
TurnCommerce (71 domains), and PDR (63 domains) completed the top 10.

TOP 10 REGISTRARS

GoDaddy.com
677

Others
1,854
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e The 3,028 domains with unredacted registrant countries were registered in 95 countries
led by the U.S., which accounted for 1,234 domains. Iceland (172 domains), Canada
(171 domains), France (163 domains), China (128 domains), Panama (122 domains),
Italy and the Netherlands (116 domains each), the U.K. (83 domains), and Spain (68
domains) rounded out the top 10.

TOP 10 REGISTRANT COUNTRIES

Iceland
172

u.s. Netherlands Spain
1,234 116 68

www.whoisxmlapi.com

A bulk malware check for the redis-containing domains showed that 20 of them were classified
as malicious—17 as malware hosts and three as spam senders.

Screenshot lookups for the malicious brand-containing domains, meanwhile, revealed that
seven of them remained accessible—two hosted live content, four led to error or blank pages,
and one was up for sale. Of those that continued to host live content, wpredis[.Jcom proved
most interesting in that based on the domain name alone, it could be confused for a
WordPress-hosted blog on Redis devices. While it does host a blog, it doesn’t seem to have
anything to do with the server.
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Next, a bulk malware check for the redis-containing subdomains showed that six turned out to
be malware hosts.

Finally, screenshot lookups for the malicious brand-containing subdomains revealed that three
remained accessible—one continued to host live content and two led to error pages.

Our Redis vulnerability exploit attack loC expansion analysis led to the discovery of other
domains that looked similar to one of the domains identified as l10Cs. Scouring the DNS,
meanwhile, for domains and subdomains that threat actors may have already used or could
potentially weaponize in future Redis-targeted attacks allowed us to identify 25 malicious web
properties and close to 20,000 artifacts.

All that said, our DNS deep dive findings could point to more attacks trailing their sights on
Redis devices although not necessarily via the already much-exploited Redis Lua Sandbox
Escape and Remote Code Execution Vulnerability or CVE-2022-0543. Look-alike domains
could figure in phishing campaigns while forgotten subdomains could serve as DNS takeover
vectors.
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If you wish to perform a similar investigation or learn more about the products used in
this research, please don’t hesitate to contact us.

Disclaimer: We take a cautionary stance toward threat detection and aim to provide relevant
information to help protect against potential dangers. Consequently, it is possible that some
entities identified as “threats” or “malicious” may eventually be deemed harmless upon further
investigation or changes in context. We strongly recommend conducting supplementary
investigations to corroborate the information provided herein.

Appendix: Sample Artifacts and loCs

P2PInfect loCs Identified by Palo Alto Networks

e 35[.]183[.]81[.]182 e 97[.]107[.]96[.]14

e 66[.]154[.]127[.]38 e worldive[.]shop

e 66[.]154[.]127[.]39 e myhealthlifego[.Jcom
e 8[]218[.]44[.]75

Sample String-Connected Domains

e worldive[.]tk e oneworldive[.Jcom
e worldive[.Jcom[.]Jcn

Sample Brand-Containing Domains

e redis|.]ai e redis[.]xn--kprw13d
e redis[.]Juz e redis[.cl

e redis|.Jsh e redis[.Jcm

e redis[.Jro e redis[.]Jes

e redis[.]it e redis[.]Jeu

e redis[.]hu e redis[.]xn--node

e redis[.Jme e redis[.]Jsk

e redis[.]pt e redis[.Jnu

e redis[.Jml e redis[.]bg

e redis|.]cf e redis|.]Jus

e redis[.]ph e redis[.]se

e redis[]jp e redis.]Jee

e redis[.Jws e redis[.]at

e redis[.]Jdk e redis[.]Jdo

e redis[.]nl e redis[.]Jxn--mxtg1m
e redis[.]Jga e redis[.]io
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redis[.]It

redis[.]pl

redis[.]Jco
redis[.]Jim
redis[.]sg
redis[.]su
redis[.]kz
redis[.]in

redis[.]de
redis[.]Jvn
redis[.]al

redis[.]fr

redis[.]Jcn
redis[.]tv
redis[.Jru
redis[.]Jtw
redis[.]Jcz

redis[.]xn--fiqz9s

redis[.]Juk
redis[.]tk

rediscoveredisto[.Jcom

rediss[.]Jus
redise[.]tk
rediscl.]ru
redish[.]Jtk
redis[.]ink
redisul.]ga
credis|.Juk
redis[.]red
redist[.]nl
redisal.Jmx
credis[.]pt
redis[.]fit
redisu[.]tk
redish[.]Jcn
rediscl.]si
redisc|.]de
credis[.]it
redish[.]de
redisk[.]de
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tredis[.]fr
rediscl.]fi
redist[.]pe
jredisl.]io
redisb[.]Jes
redist[.]Jtv
redis|.]app
kredis|.]de
bredis[.]de
redist[.]de
redish[.Jme
rediso[.]in
fredis|.]It
redis[.]itd
redist[.Jcn
credis[.]fr
redis[.]pro
redist[.]hu
redis[.]xin
redist[.]pl
kredis[.]be
redist[.]Jtk
aredis[.]tk
fredis|.]tk
redisk[.Jca
gredis[.]it
redisal.]cl
aredis[.]fr
gredis[.]pl
redisk[.Jru
redisul.]Jcn
fredis[.]Jdk
redish[.]se
redisel.]ru
fredis[.]de
eredis[.]fr
redisyl[.]ip
redisq[.]Jru
credis[.]Jcz
gredis[.Jws
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redis[.]day
credis|.]Jco
redis[.]Jnew
tredis[.]pl
redist[.]ru
redisal.]ir
predis[.]Jse
redist[.]in
redist[.]at
redish[.]Jdk
credis].]id
redisal.]in
redish[.]Jco
fredisl.]fr
redish[.]uk
redisal.]pe
oredis[.]Jeu
kredisl.]in
rediscl.]fr
redisk[.Jcn
iredis[.]es
redisp[.]nl
redis[.Jnet
credis[.]pl
redism[.]Jcc
dredisl.]it
redis1[.]Jcn
redis[.]vip
redisal.]ru
redisk[.]it
aredis[.]Jch
tredis[.Jru
iredis[.Juk
credis[.]be
redisk[.]tk
bredis[.]fi
redis[.Jrun
redism[.]Jga
fredis[.]no
redis[.]llc
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bredis[.Jru
credis|.Jro
predis[.Jtk
redis[.]Jgdn
credis[.]bg
gredis[.Jru
aredis|.]de
kredis|.]it
redis[.]fun
rediso[.]Jga
credis[.]Jba
rediss[.]es
credis[.]de
redist[.]Jus
credis[.]Jcc
redism[.]us
rediscl.]tk
oredis[.]Jma
redish[.]ee
tredis[.]de
redisv[.]cl
redis[.]xn--ngbrx
redist[.]cf
credis[.]es
kredis[.Jru
oredis[.]Jfr
bredis[.]fr
eredis|.Juk
eredis[.]ru
redis[.Jpub
rediss[.Jru
predis|.]Jeu
redish[.Jru
predis[.]Jca
redise[.Jml
redish[.]jp
predis|.]Jes
predis[.Jcn
redis[.Jcom
redish[.Jus
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redis[.Jooo
redis[.]kim
redisk[.]ga
redish[.]eu
redist[.Jeu
credis[.]eu
redisal.]es
predis[.]ru
predis[.]Jus
redist[.Jme
redist[.]ga
redise[.]Jcn
credis[.]Jsk
redisul.]gq
redisal.]Jco
kredis[.]fr
predis[.Jco
tredis[.]Jeu
redist[.]fr
redise[.]Jco
redisi[.]cf
redisi[.]ga
kredis[.]kz
kredis[.]pl
predis|.]it
redisc[.]dk
zredis|.]ru
redisul.]cf
fredis|.]at
fredis[.]xn--figs8s
redise[.]Jph
redist[.Jco
redis|.]icu
tredis[.]it
redist[.]ro
redist[.]sk
rediscl.]it
redis[.]cfd
oredis|[.]vg
redis[.]biz
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credis[.]se
predis[.]ai
predis[.Jfr
rediso[.]de
redis[.]Jren
redis3[.]Jvg
redish[.]cf
redist[.]ir
redisk][.]io
tredis[.]hu
aredis[.]at
iredis[.]io
redis[.Jone
predis[.]io
credis[.Jru
redisp[.]cz
rediso[.]ru
gredis|.Jeu
credis[.]at
redist[.]Jes
redist[.]Jca
redisp[.Jru
redis[.Jorg
redis[.]xyz
redis[.Jmom
credis[.]Jcn
aredis[.]eu
tredis|.]co
rediso[.]Jcn
redisal.]ml
redis[.]dev
redisul.]ml
kredis[.]ga
redis[.]lol
redise[.]nl
redist[.Jmk
redish[.]Jch
credis[.]nl
credis[.]us
predis[.]nl
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predis|.]de
kredis|.]nr
redisal.]se
predis[.]Jga
fredis[.]ru
redist[.]be
fredis|[.]sk
gredis|.]de
redist[.]io
kredis|.]It
redisa[.]tk
redisgn[.]Jco
tredish[.]hu
redisin[.Jru
redish[.]red
redisx[.Jcom
ymredis[.]tk
redis[.]love
xredis[.]xyz
redis[.]blog
redisg[.Jcom
redisw[.Jcom
dsredis[.]Jme
redis-1[.Jws
tredish[.]Jco
meredis[.]gq
redisel.]xyz
rediseal.Jml
riredis[.]ga
foredis[.]Jca
igredis|.]tk
redisrul.]ga
credisy[.Jfr
redis[.]help
redisbil.]tk
maredis[.]gr
caredis|.]fr
redissul.]ml
redista[.]es
arredis|.]tk
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meredis[.]de
redismcl.]us
redisel[.]net
meredis[.]tk
predisal.Jru
kredist[.]se
arediss[.Jfr
redisrwl[.]Jeu
2redis[.]Jtop
redisly[.]Jtk
abredis|.]tk
redisfe[.]tk
redisre[.]gq
redisre[.]ga
redisli[.]ga
enredis[.]tk
meredis[.]Jeu
credis[.]xyz
rediscol.]sa
redisjul.]ml
credisi[.]Jco
diredis[.]Jml
redisp[.Jcom
mredis[.Jcom
3redis|.]top
agredis[.]tk
redish[.]biz
redish[.]top
redist[.Jorg
heredis[.Juk
atredis[.]ru
rediso[.]Jnet
predist[.]Jow
dbredis[.]Jcn
rediso[.]biz
giredis[.Jml
auredis|.]fr
redish[.]Jdev
riredis[.]cf
predis[.]Jcat
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redisis[.Jus
redisn[.Jcom
ceredis[.]be
prediss|.Jus
raredis[.]ru
caredis[.]eu
redis24[.]io
redisb[.Jcom
redis|.]site
redish[.Jcom
horedis[.]Jeu
anredis[.]cf
rediscol.]es
oredis[.]net
redis[.]asia
redisri[.]Jtk
redis[.]info
redismi[.]io
redisail.]io
erredis|.]tk
redist[.]Jtop
neredis[.Jru
1redis|.]Jtop
redis[.Jguru
redisly[.Jml
fredis|.]Jorg
redismol.]cf
redisaw|.]us
foredis|.]ru
giredis[.]tk
acredis[.]be
frediscl.]pl
acredis|.]Jcz
seredis[.]Jfr
predise[.]Jcn
gredis[.Jcom
predis[.]net
geredis[.]eu
alredis[.]Jfr
redisral.]ml
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rediseb[.]de
credisol.]at
predis|.]biz
rediss|.]biz
rediska[.]su
redisu[.Jcom
redisen[.]de
inredis|.]es
paredis[.]be
atredis[.]Jus
eredis[.Jcom
arredis[.]de
heredis|.]Jco
rediskol[.]es
redisme[.]Jga
redisfi[.]cf
horedis[.]Jch
redise[.]biz
predisal.]pt
redisok].]tk
redisail.]ml
inredis[.]tk
kredisi[.]vg
predisi[.]de
karedis[.Jau
heredis|.]se
redise[.Jcom
coredis[.]mg
reredis[.]Jgq
kredist[.]Jru
moredis[.]de
redison[.]nl
redisval[.]tk
redisre[.]tk
redisgo[.Juk
orredis[.]ga
moredis|.]Jga
agredis[.]ro
redisco[.]ru
gredis|.]biz
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redis1[.]Jcpa
ikredis|.]eu
redisio[.Jcn
reredis|.]cf
redisjul.]es
prediss|.]fr
maredis|.]is
rediskil.]ru
myredis[.Jcn
aredis[.]Jorg
credis[.Jcom
eredis[.]dev
coredis[.]fr
fredis[.]gay
rediss[.]Jorg
heredis|.]ca
eredis[.]xyz
fredis[.Jcom
tredis[.Jcom
redist[.]pro
credisol.Jro
redish[.]fun
xn--crdise-cval.]fr
hiredis[.]ga
redisosl[.]Jga
bredis[.]Jorg
acredis|.Jus
gredis[.]Jnet
wiredis[.]tk
rediski[.]Jcc
heredis|.]lu
credisul.]tk
predisp[.]tk
redistr[.]io

rediswrl[.]eu
redis|.]Jarab
arredis|.Jeu
redis[.]wiki
predish[.Jcn
credisal.]co
kredis[.Jcom
syredis[.]fr
credisal.]ch
rediscol.]be
redismal.]tk
redisal.]dev
redissil.]fr
redist[.]net
rediso[.Jcom
redis[.]tech
redise5[.]ee
redisfi[.Jml
euredis|.]eu
credisal.Jru
rediskil.]tk
rediscal.]cf
redisky[.]Jcz
fredis[.]xyz
heredis[.Jcm
rediska[.]tk
acredis|.]es
toredis[.]tk
credist[.]ar
redis24[.]ru
redisol[.]Jph
predise[.]gr
giredis|.]cf
giredis[.]gq

Sample Malicious Brand-Containing Domains

e redisw[.Jcom
e redisly[.]tk
e redish[.Jtop
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redis24[.]ru
wpredis[.Jcom
rediskal.]site
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Sample Brand-Containing Subdomains

fredis[.]Jonline
kredisafe[.]Jcom

redis[.]Jredis|.]cle[.Jcom[.]Jua
2redisgredist[.]Jcoredis[.]Jexpediagrou
p[.Jcom
redis[.]redis[.]Jtyphoon-s1[.]ru
redis[.]redis[.]alltr[.]xyz
redis[.]redis[.Jdnkroz[.]es
redis-hiredis[.]yuna-card[.Jcom
redis-hiredis[.]Jvk[.]cc
redis-hiredis[.]Jpreloved[.]col[.Juk
howredisredis[.Jmamx[.]Jgroup
aredisredisount8|.Jredisom[.]expedia
group[.Jcom
howredisredis|.]telensal.Jcom
howredisredis[.]leagueoflegends|.]as
ia

howredisredis|.]foodpandal.Jcom
redis[.]fmliredis[.]findmylost[.]nl
00[.Jredis|.Jredis[.]Jexpediagroup[.Jco
m
ladredis|.]test[.]aredisrediss[.]bambo
ohr[.Jcom
redisuroprediswredisst|.]tredisst[.]Jap
ps[.]Joamboohr[.Jcom
loadredisesredising[.]redisesredis[.]a
pps[.Jbamboohr[.Jcom
intreredisidgrouredis|.]test[.]aredisre
diss[.Jobamboohr[.Jcom
aredisredisount-Ib[.Jredisom[.]expedi
agroupl.Jcom
redis-6379][.Jredis[.]litix[.]io
redis-masrediser[.]kahoot[.]it
redissoneredissonm[.Jredissonom[.]Je
xpediagroup[.Jcom
redis-10000][.]redis[.]Jcvs[.Jcom
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conperedis[.]tk
redis-ppl[.Jcom

redis-redis-admin[.Jmodema-server].
Jcom
dredistredisde-rredisjeev].]Iredisyerd
evfyndigemredisils[.]Jredisutodiscove
r[.Jgithub[.Jcom
redis[.Jredis[.]Japiv2[.]pir[.]Jru
kfkadredis03|.]test[.]aredisrediss[.]ba
mboohr[.Jcom
rabbitredisg-redisqtt-adredisin[.]Jtada
am[.]be
redisO[.]redis[.]Jcache[.]Jwindows|.]net
redis[.]Jclearhost[.]io
redis[.Juh-group[.]tk
redis[.]wicloz[.]Jrocks
redis[.]Jpolanddaily24[.Jcom
redis[.Jomnileaf[.]ml
redis[.Jperdananetwork].]id
redis[.]Jtwitchy-event[.Jcom
redis|.]Jkorea-police[.]Jcom
redis[.Jmbot[.]Jme
redis[.]5-systems[.Jru
redis[.Jchangelogfy[.Jcom
redis[.]Jluongld[.Jcom
redis[.]worklifebeyond[.Jcom
redis[.]r1s-test[.Jcom

redis[.]tkin[.]Jco
redis[.Jmemedatel.]app
redis[.]info-torg[.Jru
redis[.Jzoomsurcostarical.Jcom
redis[.]198201[.]top
redis[.]Jdein-gameserver][.]tech
redis[.]eresult[.Jml

redis[.]errrr[.Jnews
redis[.Jgoaland[.]info
redis[.]i-medial.]io
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redis[.]iventy[.]fr
redis[.]jidemol.]at
redis[.]jordanliu[.]net
redis[.]kent[.]ac[.Juk
redis[.]los-dc[.Jcom
redis[.]lovean[.]net
redis[.Jnext[.]health
redis[.Jpaybro[.Jcom[.Jmx
redis[.Jprimpogodal.Jru
redis[.]Jrjmetrics[.Jcom
redis[.]Jsakkathstudio[.Jcom
redis[.]statnet[.]pl
redis[.]Jtak-mail[.]Jcom
redis[.]Jwopsy[.]Jco
redis[.]Jdongming168[.Jcom
redis[.Jkomojo[.]de
redis[.]Jathena-server[.Jnet
redis[.]Jcfsoft[.Jlcn
redis[.]41st[.]es
redis[.]apjapan[.]ru
redis[.Jnetpeak[.]Jcloud
redis[.Jccc1618].]xyz
redis[.]bac901[.Jcom
redis[.]Jwebup].]link
redis[.]futureporn[.]net
redis[.]lyre[.Jus
redis[.Jsnoringdragon][.]Jorg
redis[.]Josfe[.]art
redis[.Jpantayun[.]net
redis[.Jmeans-business].]info
redis[.]livestockdata[.Jnet
redis[.]bayestech[.]ru
redis[.]Jszmengran[.Jcom
redis[.]Jmetaverseservlet[.Jcom
redis[.Jwinrichjob[.Jcom
redis[.Jrmorrissey|.]io
redis[.Jcopper-dev[.Jcom
redis[.]jafcp[.Jcom
redis[.]Jstoachup].]be
redis[.]finspire[.Jtech
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redis[.]bareways|[.Jcom
redis[.Joompotis[.Jcom
redis[.]cirgl[.]app
redis[.]pilm[.]Japp
redis[.]zerano[.]digital
redis[.Jrobcooper|.]Jdev
redis[.]Jchateaufjeldsted[.]Jcom
redis[.]Jcarloslapao[.Jcom
redis[.Junionpay188[.Jcom
redis[.]fairplayclub[.Jnet
redis[.]the7minutelife[.Jcom
redis[.]hadaf[.]host
redis[.]Jndsboy][.]de
redis[.]Jonlineradiop[.Jcom
redis[.]Jruzhbil.Jru
redis[.]dev-avos|.Jcom
redis[.]Jhidatahub[.Jcom
redis[.]Jtechluxid[.Jcom
redis[.Jmediavoicemm][.Jcom
redis[.]Jweb-tef[.]Jmy][.]id
redis[.Jruneclawgames|.Jcom
redis[.]Jplugins[.]Jclub
redis[.]Jtekce[.]net[.]tr
redis[.]Jdignative[.]cc
redis[.]jange[.]de
redis[.Jquazgar].]net
redis[.Jwallib[.]xyz
redis[.]kainonly[.Jcom
redis[.]elpsykongroo[.Jcom
redis[.]305365[.]Jorg
redis[.]hc32dbwzn8e][.]cfd
redis[.]barbal.]tech
redis[.]learn4good[.Jcom
redis[.]batesweb].]tech
redis[.Jpanghul.]Jco
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redis[.]fastvelocity[.Jcom
redis[.]tulbure[.]net
redis[.Jpostcodesl.[fi
redis[.Jtocomsorte[.Jcom[.]br
redis[.Jaagc[.]xyz
redis[.Jga-carris-cloud[.]ga
redis[.]0sy1s[.Jcom
redis[.Jconectivax[.]Juk
redis[.]brocorp|.]site
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