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Executive Report
Threat actors have been targeting vulnerable Redis instances since February 2022 when the
Redis Lua Sandbox Escape and Remote Code Execution Vulnerability, also known as
“CVE-2022-0543,” was discovered. The Mushtik Gang was one of the first cyber attack groups
to exploit it. They infected vulnerable devices with a malicious script that allowed them to
download files, inject shell commands, and launch flood and Secure Shell (SSH) brute-force
attacks remotely.

Just last month, Palo Alto Networks’s Unit 42 uncovered another exploitation attack targeting
the same bug, this time using a self-replicating peer-to-peer (P2P) worm they’ve dubbed
“P2PInfect.” They published seven indicators of compromise (IoCs)—five IP addresses and two
domains—as part of their analysis.

WhoisXML API expanded the list of P2PInfect IoCs and discovered that:

● Six domains contained the string worldive, akin to one of the domains identified as
IoCs.

● More than 10,000 domains contained the string redis, 20 of which have been classified
as malicious by a bulk malware check.

● More than 10,000 subdomains contained the string redis, six of which turned out to be
malicious according to a bulk malware check.

DNS Discoveries about the P2PInfect IoCs

WHOIS lookups for the two domains identified as P2PInfect IoCs only produced results for one
domain name—myhealthlifego[.]com. Created in October 2022, it was administered by PDR
Ltd. and registered in China.

DNS lookups, meanwhile, for the domains identified as IoCs showed that myhealthlifego[.]com
resolved to 66[.]154[.]127[.]38 (also identified as a P2PInfect IoC).
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Next, a bulk IP geolocation lookup for the IP addresses identified as IoCs revealed that:

● A majority of them (three to be exact) pointed to Canada as their origin.
● The two remaining IoCs originated from China and the U.S.
● The five IoCs were administered by four ISPs led by QuadraNet Enterprises LLC, which

accounted for two of the IP addresses. One IoC each was managed by Alibaba.com
Singapore E-Commerce Private Limited; Amazon Technologies, Inc. (EC2); and TruVista
Communications.

Reverse IP lookups for the IP addresses identified as IoCs showed that only one continued to
serve as a domain host—66[.]154[.]127[.]38. It was dedicated to hosting the domain
myhealthlifego[.]com.

Domains & Subdomains Discovery searches for the string worldive similar to one of the
domains identified as IoCs turned up six similar-looking domains. None of them were
categorized as malicious to date.

It’s also interesting to note that one of them—oneworldive[.]com—seemed to belong to a
legitimate company as none of its WHOIS record details have been redacted. Additional
Google searches, in fact, pointed to a legitimate and registered dive and travel company. They
may have obtained the misspelled variation of their official domain
name—oneworlddive[.]com—as an anti-cybersquatting measure.

Are Redis Devices on Other Attackers’ Radar?

Apart from determining P2PInfect DNS connections, we also sought to discover if threat actors
could target Redis instances in other ways, such as via phishing and DNS takeover attacks. To
do that, we used redis as a Domains & Subdomains Discovery search term for both domains
and subdomains.

We uncovered more than 10,000 redis-containing domains.

● The 3,485 domains with creation dates in their WHOIS records were created between
1990 and 2023.
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● The 3,522 domains whose owners indicated their registrars were spread across 428
registrars led by GoDaddy.com, which accounted for 677 domains. Namecheap (203
domains), OVH (133 domains), URL Solutions (121 domains), Google (120 domains),
Name.com (106 domains), Tucows (102 domains), Dynadot (72 domains),
TurnCommerce (71 domains), and PDR (63 domains) completed the top 10.
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● The 3,028 domains with unredacted registrant countries were registered in 95 countries
led by the U.S., which accounted for 1,234 domains. Iceland (172 domains), Canada
(171 domains), France (163 domains), China (128 domains), Panama (122 domains),
Italy and the Netherlands (116 domains each), the U.K. (83 domains), and Spain (68
domains) rounded out the top 10.

A bulk malware check for the redis-containing domains showed that 20 of them were classified
as malicious—17 as malware hosts and three as spam senders.

Screenshot lookups for the malicious brand-containing domains, meanwhile, revealed that
seven of them remained accessible—two hosted live content, four led to error or blank pages,
and one was up for sale. Of those that continued to host live content, wpredis[.]com proved
most interesting in that based on the domain name alone, it could be confused for a
WordPress-hosted blog on Redis devices. While it does host a blog, it doesn’t seem to have
anything to do with the server.
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Screenshot of wpredis[.]com

Next, a bulk malware check for the redis-containing subdomains showed that six turned out to
be malware hosts.

Finally, screenshot lookups for the malicious brand-containing subdomains revealed that three
remained accessible—one continued to host live content and two led to error pages.

—

Our Redis vulnerability exploit attack IoC expansion analysis led to the discovery of other
domains that looked similar to one of the domains identified as IoCs. Scouring the DNS,
meanwhile, for domains and subdomains that threat actors may have already used or could
potentially weaponize in future Redis-targeted attacks allowed us to identify 25 malicious web
properties and close to 20,000 artifacts.

All that said, our DNS deep dive findings could point to more attacks trailing their sights on
Redis devices although not necessarily via the already much-exploited Redis Lua Sandbox
Escape and Remote Code Execution Vulnerability or CVE-2022-0543. Look-alike domains
could figure in phishing campaigns while forgotten subdomains could serve as DNS takeover
vectors.
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If you wish to perform a similar investigation or learn more about the products used in
this research, please don’t hesitate to contact us.

Disclaimer: We take a cautionary stance toward threat detection and aim to provide relevant
information to help protect against potential dangers. Consequently, it is possible that some
entities identified as “threats” or “malicious” may eventually be deemed harmless upon further
investigation or changes in context. We strongly recommend conducting supplementary
investigations to corroborate the information provided herein.

Appendix: Sample Artifacts and IoCs

P2PInfect IoCs Identified by Palo Alto Networks

● 35[.]183[.]81[.]182
● 66[.]154[.]127[.]38
● 66[.]154[.]127[.]39
● 8[.]218[.]44[.]75

● 97[.]107[.]96[.]14
● worldive[.]shop
● myhealthlifego[.]com

Sample String-Connected Domains

● worldive[.]tk
● worldive[.]com[.]cn

● oneworldive[.]com

Sample Brand-Containing Domains

● redis[.]ai
● redis[.]uz
● redis[.]sh
● redis[.]ro
● redis[.]it
● redis[.]hu
● redis[.]me
● redis[.]pt
● redis[.]ml
● redis[.]cf
● redis[.]ph
● redis[.]jp
● redis[.]ws
● redis[.]dk
● redis[.]nl
● redis[.]ga

● redis[.]xn--kprw13d
● redis[.]cl
● redis[.]cm
● redis[.]es
● redis[.]eu
● redis[.]xn--node
● redis[.]sk
● redis[.]nu
● redis[.]bg
● redis[.]us
● redis[.]se
● redis[.]ee
● redis[.]at
● redis[.]do
● redis[.]xn--mxtq1m
● redis[.]io
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● redis[.]lt
● redis[.]pl
● redis[.]co
● redis[.]im
● redis[.]sg
● redis[.]su
● redis[.]kz
● redis[.]in
● redis[.]de
● redis[.]vn
● redis[.]al
● redis[.]fr
● redis[.]cn
● redis[.]tv
● redis[.]ru
● redis[.]tw
● redis[.]cz
● redis[.]xn--fiqz9s
● redis[.]uk
● redis[.]tk
● rediscoveredisto[.]com
● rediss[.]us
● redise[.]tk
● redisc[.]ru
● redish[.]tk
● redis[.]ink
● redisu[.]ga
● credis[.]uk
● redis[.]red
● redist[.]nl
● redisa[.]mx
● credis[.]pt
● redis[.]fit
● redisu[.]tk
● redish[.]cn
● redisc[.]si
● redisc[.]de
● credis[.]it
● redish[.]de
● redisk[.]de

● tredis[.]fr
● redisc[.]fi
● redist[.]pe
● jredis[.]io
● redisb[.]es
● redist[.]tv
● redis[.]app
● kredis[.]de
● bredis[.]de
● redist[.]de
● redish[.]me
● rediso[.]in
● fredis[.]lt
● redis[.]ltd
● redist[.]cn
● credis[.]fr
● redis[.]pro
● redist[.]hu
● redis[.]xin
● redist[.]pl
● kredis[.]be
● redist[.]tk
● aredis[.]tk
● fredis[.]tk
● redisk[.]ca
● gredis[.]it
● redisa[.]cl
● aredis[.]fr
● gredis[.]pl
● redisk[.]ru
● redisu[.]cn
● fredis[.]dk
● redish[.]se
● redise[.]ru
● fredis[.]de
● eredis[.]fr
● redisy[.]jp
● redisq[.]ru
● credis[.]cz
● gredis[.]ws
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● redis[.]day
● credis[.]co
● redis[.]new
● tredis[.]pl
● redist[.]ru
● redisa[.]ir
● predis[.]se
● redist[.]in
● redist[.]at
● redish[.]dk
● credis[.]id
● redisa[.]in
● redish[.]co
● fredis[.]fr
● redish[.]uk
● redisa[.]pe
● oredis[.]eu
● kredis[.]in
● redisc[.]fr
● redisk[.]cn
● iredis[.]es
● redisp[.]nl
● redis[.]net
● credis[.]pl
● redism[.]cc
● dredis[.]it
● redis1[.]cn
● redis[.]vip
● redisa[.]ru
● redisk[.]it
● aredis[.]ch
● tredis[.]ru
● iredis[.]uk
● credis[.]be
● redisk[.]tk
● bredis[.]fi
● redis[.]run
● redism[.]ga
● fredis[.]no
● redis[.]llc

● bredis[.]ru
● credis[.]ro
● predis[.]tk
● redis[.]gdn
● credis[.]bg
● gredis[.]ru
● aredis[.]de
● kredis[.]it
● redis[.]fun
● rediso[.]ga
● credis[.]ba
● rediss[.]es
● credis[.]de
● redist[.]us
● credis[.]cc
● redism[.]us
● redisc[.]tk
● oredis[.]ma
● redish[.]ee
● tredis[.]de
● redisv[.]cl
● redis[.]xn--ngbrx
● redist[.]cf
● credis[.]es
● kredis[.]ru
● oredis[.]fr
● bredis[.]fr
● eredis[.]uk
● eredis[.]ru
● redis[.]pub
● rediss[.]ru
● predis[.]eu
● redish[.]ru
● predis[.]ca
● redise[.]ml
● redish[.]jp
● predis[.]es
● predis[.]cn
● redis[.]com
● redish[.]us
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● redis[.]ooo
● redis[.]kim
● redisk[.]ga
● redish[.]eu
● redist[.]eu
● credis[.]eu
● redisa[.]es
● predis[.]ru
● predis[.]us
● redist[.]me
● redist[.]ga
● redise[.]cn
● credis[.]sk
● redisu[.]gq
● redisa[.]co
● kredis[.]fr
● predis[.]co
● tredis[.]eu
● redist[.]fr
● redise[.]co
● redisi[.]cf
● redisi[.]ga
● kredis[.]kz
● kredis[.]pl
● predis[.]it
● redisc[.]dk
● zredis[.]ru
● redisu[.]cf
● fredis[.]at
● fredis[.]xn--fiqs8s
● redise[.]ph
● redist[.]co
● redis[.]icu
● tredis[.]it
● redist[.]ro
● redist[.]sk
● redisc[.]it
● redis[.]cfd
● oredis[.]vg
● redis[.]biz

● credis[.]se
● predis[.]ai
● predis[.]fr
● rediso[.]de
● redis[.]ren
● redis3[.]vg
● redish[.]cf
● redist[.]ir
● redisk[.]io
● tredis[.]hu
● aredis[.]at
● iredis[.]io
● redis[.]one
● predis[.]io
● credis[.]ru
● redisp[.]cz
● rediso[.]ru
● gredis[.]eu
● credis[.]at
● redist[.]es
● redist[.]ca
● redisp[.]ru
● redis[.]org
● redis[.]xyz
● redis[.]mom
● credis[.]cn
● aredis[.]eu
● tredis[.]co
● rediso[.]cn
● redisa[.]ml
● redis[.]dev
● redisu[.]ml
● kredis[.]ga
● redis[.]lol
● redise[.]nl
● redist[.]mk
● redish[.]ch
● credis[.]nl
● credis[.]us
● predis[.]nl
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● predis[.]de
● kredis[.]hr
● redisa[.]se
● predis[.]ga
● fredis[.]ru
● redist[.]be
● fredis[.]sk
● gredis[.]de
● redist[.]io
● kredis[.]lt
● redisa[.]tk
● redisgn[.]co
● tredish[.]hu
● redisin[.]ru
● redish[.]red
● redisx[.]com
● ymredis[.]tk
● redis[.]love
● xredis[.]xyz
● redis[.]blog
● redisg[.]com
● redisw[.]com
● dsredis[.]me
● redis-1[.]ws
● tredish[.]co
● meredis[.]gq
● redise[.]xyz
● redisea[.]ml
● riredis[.]ga
● foredis[.]ca
● igredis[.]tk
● redisru[.]ga
● credisy[.]fr
● redis[.]help
● redisbi[.]tk
● maredis[.]gr
● caredis[.]fr
● redissu[.]ml
● redista[.]es
● arredis[.]tk

● meredis[.]de
● redismc[.]us
● redise[.]net
● meredis[.]tk
● predisa[.]ru
● kredist[.]se
● arediss[.]fr
● redisrw[.]eu
● 2redis[.]top
● redisly[.]tk
● abredis[.]tk
● redisfe[.]tk
● redisre[.]gq
● redisre[.]ga
● redisli[.]ga
● enredis[.]tk
● meredis[.]eu
● credis[.]xyz
● redisco[.]sa
● redisju[.]ml
● credisi[.]co
● diredis[.]ml
● redisp[.]com
● mredis[.]com
● 3redis[.]top
● agredis[.]tk
● redish[.]biz
● redish[.]top
● redist[.]org
● heredis[.]uk
● atredis[.]ru
● rediso[.]net
● predist[.]pw
● dbredis[.]cn
● rediso[.]biz
● giredis[.]ml
● auredis[.]fr
● redish[.]dev
● riredis[.]cf
● predis[.]cat

Whois API, Inc. | www.whoisxmlapi.com 10

http://www.whoisxmlapi.com


● redisis[.]us
● redisn[.]com
● ceredis[.]be
● prediss[.]us
● raredis[.]ru
● caredis[.]eu
● redis24[.]io
● redisb[.]com
● redis[.]site
● redish[.]com
● horedis[.]eu
● anredis[.]cf
● redisco[.]es
● oredis[.]net
● redis[.]asia
● redisri[.]tk
● redis[.]info
● redisml[.]io
● redisai[.]io
● erredis[.]tk
● redist[.]top
● neredis[.]ru
● 1redis[.]top
● redis[.]guru
● redisly[.]ml
● fredis[.]org
● redismo[.]cf
● redisaw[.]us
● foredis[.]ru
● giredis[.]tk
● acredis[.]be
● fredisc[.]pl
● acredis[.]cz
● seredis[.]fr
● predise[.]cn
● gredis[.]com
● predis[.]net
● geredis[.]eu
● alredis[.]fr
● redisra[.]ml

● rediseb[.]de
● crediso[.]at
● predis[.]biz
● rediss[.]biz
● rediska[.]su
● redisu[.]com
● redisen[.]de
● inredis[.]es
● paredis[.]be
● atredis[.]us
● eredis[.]com
● arredis[.]de
● heredis[.]co
● redisko[.]es
● redisme[.]ga
● redisfi[.]cf
● horedis[.]ch
● redise[.]biz
● predisa[.]pt
● redisok[.]tk
● redisai[.]ml
● inredis[.]tk
● kredisi[.]vg
● predisi[.]de
● karedis[.]au
● heredis[.]se
● redise[.]com
● coredis[.]mg
● reredis[.]gq
● kredist[.]ru
● moredis[.]de
● redison[.]nl
● redisva[.]tk
● redisre[.]tk
● redisgo[.]uk
● orredis[.]ga
● moredis[.]ga
● agredis[.]ro
● redisco[.]ru
● gredis[.]biz
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● redis1[.]cpa
● ikredis[.]eu
● redisio[.]cn
● reredis[.]cf
● redisju[.]es
● prediss[.]fr
● maredis[.]is
● rediski[.]ru
● myredis[.]cn
● aredis[.]org
● credis[.]com
● eredis[.]dev
● coredis[.]fr
● fredis[.]gay
● rediss[.]org
● heredis[.]ca
● eredis[.]xyz
● fredis[.]com
● tredis[.]com
● redist[.]pro
● crediso[.]ro
● redish[.]fun
● xn--crdise-cva[.]fr
● hiredis[.]ga
● redisos[.]ga
● bredis[.]org
● acredis[.]us
● gredis[.]net
● wiredis[.]tk
● rediski[.]cc
● heredis[.]lu
● credisu[.]tk
● predisp[.]tk
● redistr[.]io

● rediswr[.]eu
● redis[.]arab
● arredis[.]eu
● redis[.]wiki
● predish[.]cn
● credisa[.]co
● kredis[.]com
● syredis[.]fr
● credisa[.]ch
● redisco[.]be
● redisma[.]tk
● redisa[.]dev
● redissi[.]fr
● redist[.]net
● rediso[.]com
● redis[.]tech
● redise5[.]ee
● redisfi[.]ml
● euredis[.]eu
● credisa[.]ru
● rediski[.]tk
● redisca[.]cf
● redisky[.]cz
● fredis[.]xyz
● heredis[.]cm
● rediska[.]tk
● acredis[.]es
● toredis[.]tk
● credist[.]ar
● redis24[.]ru
● redisol[.]ph
● predise[.]gr
● giredis[.]cf
● giredis[.]gq

Sample Malicious Brand-Containing Domains

● redisw[.]com
● redisly[.]tk
● redish[.]top

● redis24[.]ru
● wpredis[.]com
● rediska[.]site
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● fredis[.]online
● kredisafe[.]com

● conperedis[.]tk
● redis-ppl[.]com

Sample Brand-Containing Subdomains

● redis[.]redis[.]cle[.]com[.]ua
● 2redisgredist[.]coredis[.]expediagrou

p[.]com
● redis[.]redis[.]typhoon-s1[.]ru
● redis[.]redis[.]alltr[.]xyz
● redis[.]redis[.]dnkroz[.]es
● redis-hiredis[.]yuna-card[.]com
● redis-hiredis[.]vk[.]cc
● redis-hiredis[.]preloved[.]co[.]uk
● howredisredis[.]mamx[.]group
● aredisredisount8[.]redisom[.]expedia

group[.]com
● howredisredis[.]telensa[.]com
● howredisredis[.]leagueoflegends[.]as

ia
● howredisredis[.]foodpanda[.]com
● redis[.]fmlredis[.]findmylost[.]nl
● 00[.]redis[.]redis[.]expediagroup[.]co

m
● ladredis[.]test[.]aredisrediss[.]bambo

ohr[.]com
● redisuroprediswredisst[.]tredisst[.]ap

ps[.]bamboohr[.]com
● loadredisesredising[.]redisesredis[.]a

pps[.]bamboohr[.]com
● intreredisidgrouredis[.]test[.]aredisre

diss[.]bamboohr[.]com
● aredisredisount-lb[.]redisom[.]expedi

agroup[.]com
● redis-6379[.]redis[.]litix[.]io
● redis-masrediser[.]kahoot[.]it
● redissoneredissonm[.]redissonom[.]e

xpediagroup[.]com
● redis-10000[.]redis[.]cvs[.]com

● redis-redis-admin[.]modema-server[.
]com

● dredistredisde-rredisjeev[.]lredisyerd
evfyndiqemredisils[.]redisutodiscove
r[.]github[.]com

● redis[.]redis[.]apiv2[.]pir[.]ru
● kfkadredis03[.]test[.]aredisrediss[.]ba

mboohr[.]com
● rabbitredisq-redisqtt-adredisin[.]tada

am[.]be
● redis0[.]redis[.]cache[.]windows[.]net
● redis[.]clearhost[.]io
● redis[.]uh-group[.]tk
● redis[.]wicloz[.]rocks
● redis[.]polanddaily24[.]com
● redis[.]omnileaf[.]ml
● redis[.]perdananetwork[.]id
● redis[.]twitchy-event[.]com
● redis[.]korea-police[.]com
● redis[.]mbot[.]me
● redis[.]5-systems[.]ru
● redis[.]changelogfy[.]com
● redis[.]luongld[.]com
● redis[.]worklifebeyond[.]com
● redis[.]r1s-test[.]com
● redis[.]tkin[.]co
● redis[.]memedate[.]app
● redis[.]info-torg[.]ru
● redis[.]zoomsurcostarica[.]com
● redis[.]198201[.]top
● redis[.]dein-gameserver[.]tech
● redis[.]eresult[.]ml
● redis[.]errrr[.]news
● redis[.]goaland[.]info
● redis[.]i-media[.]io
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● redis[.]iventy[.]fr
● redis[.]jidemo[.]at
● redis[.]jordanliu[.]net
● redis[.]kent[.]ac[.]uk
● redis[.]los-dc[.]com
● redis[.]lovean[.]net
● redis[.]next[.]health
● redis[.]paybro[.]com[.]mx
● redis[.]primpogoda[.]ru
● redis[.]rjmetrics[.]com
● redis[.]sakkathstudio[.]com
● redis[.]statnet[.]pl
● redis[.]tak-mail[.]com
● redis[.]wopsy[.]co
● redis[.]dongming168[.]com
● redis[.]komojo[.]de
● redis[.]athena-server[.]net
● redis[.]cfsoft[.]cn
● redis[.]41st[.]es
● redis[.]apjapan[.]ru
● redis[.]netpeak[.]cloud
● redis[.]ccc1618[.]xyz
● redis[.]bac901[.]com
● redis[.]webup[.]link
● redis[.]futureporn[.]net
● redis[.]lyre[.]us
● redis[.]snoringdragon[.]org
● redis[.]osfe[.]art
● redis[.]pantayun[.]net
● redis[.]means-business[.]info
● redis[.]livestockdata[.]net
● redis[.]bayestech[.]ru
● redis[.]szmengran[.]com
● redis[.]metaverseservlet[.]com
● redis[.]winrichjob[.]com
● redis[.]rmorrissey[.]io
● redis[.]copper-dev[.]com
● redis[.]jafcp[.]com
● redis[.]stoachup[.]be
● redis[.]finspire[.]tech

● redis[.]bareways[.]com
● redis[.]bompotis[.]com
● redis[.]cirql[.]app
● redis[.]pilm[.]app
● redis[.]zerano[.]digital
● redis[.]robcooper[.]dev
● redis[.]chateaufjeldsted[.]com
● redis[.]carloslapao[.]com
● redis[.]unionpay188[.]com
● redis[.]fairplayclub[.]net
● redis[.]the7minutelife[.]com
● redis[.]hadaf[.]host
● redis[.]ndsboy[.]de
● redis[.]onlineradiop[.]com
● redis[.]ruzhbi[.]ru
● redis[.]dev-avos[.]com
● redis[.]hidatahub[.]com
● redis[.]techluxid[.]com
● redis[.]mediavoicemm[.]com
● redis[.]web-tef[.]my[.]id
● redis[.]runeclawgames[.]com
● redis[.]plugins[.]club
● redis[.]tekce[.]net[.]tr
● redis[.]dignative[.]cc
● redis[.]jange[.]de
● redis[.]quazgar[.]net
● redis[.]wallib[.]xyz
● redis[.]kainonly[.]com
● redis[.]elpsykongroo[.]com
● redis[.]305365[.]org
● redis[.]hc32dbwzn8e[.]cfd
● redis[.]barba[.]tech
● redis[.]learn4good[.]com
● redis[.]batesweb[.]tech
● redis[.]panghu[.]co
● redis[.]redwhiteanalytics[.]com
● redis[.]capitalenesti[.]com
● redis[.]innate[.]io
● redis[.]ugy9zrfdn[.]xyz
● redis[.]xarxa[.]interna

Whois API, Inc. | www.whoisxmlapi.com 14

http://www.whoisxmlapi.com


● redis[.]lfpconnect[.]io
● redis[.]0xff[.]xyz
● redis[.]vetrinas[.]ly
● redis[.]energynet[.]lol
● redis[.]yoga-zarydka[.]ru
● redis[.]mingyueguang[.]xyz
● redis[.]grupofocus[.]com[.]br
● redis[.]levvy[.]net
● redis[.]uptimesignal[.]com
● redis[.]bsi3y6tjd[.]xyz
● redis[.]hkdeepi[.]tech
● redis[.]kurento[.]org
● redis[.]confirmed[.]church
● redis[.]meyca[.]de
● redis[.]expressbyholidayinn[.]co
● redis[.]hiexpress[.]travel
● redis[.]sorice[.]info
● redis[.]danial23[.]com
● redis[.]gotivochka[.]pp[.]ua
● redis[.]bugatino[.]dev
● redis[.]securesa[.]co[.]za
● redis[.]gerhut[.]me
● redis[.]rdxt[.]com
● redis[.]axr[.]io
● redis[.]psymate[.]io
● redis[.]apselectric[.]com[.]br
● redis[.]tabbit[.]us
● redis[.]iwritesoftware[.]net
● redis[.]expectedgold[.]com
● redis[.]linion[.]net
● redis[.]xqz[.]pw
● redis[.]papercell[.]ir
● redis[.]uvensys[.]systems
● redis[.]binksma[.]de
● redis[.]cariuska[.]dev
● redis[.]crazedencoder[.]com
● redis[.]pet-test[.]work
● redis[.]sandos[.]cl
● redis[.]t3s[.]es
● redis[.]tandav[.]me

● redis[.]pintamundiboavista[.]com[.]br
● redis[.]riverlog[.]info
● redis[.]evy24[.]com
● redis[.]asanglobal[.]ir
● redis[.]zeepkist-gtr[.]com
● redis[.]redis[.]docker[.]stagewp[.]co
● redis[.]lexyourwebsitemaker[.]com
● redis[.]elevennerd[.]de
● redis[.]sciflow[.]net
● redis[.]wdboer[.]nl
● redis[.]playsmart[.]ir
● redis[.]neuai[.]cn
● redis[.]neighbourhoodnet[.]work
● redis[.]amoyensis[.]com
● redis[.]xea-twitcht[.]com
● redis[.]futuretravelplatform[.]com
● redis[.]sellinglive[.]com
● redis[.]tgrains[.]com
● redis[.]pafcode[.]cloud
● redis[.]jinchen[.]cloud
● redis[.]moonsolution[.]ru
● redis[.]unixy[.]net
● redis[.]pnwhatsapp[.]online
● redis[.]x22[.]io
● redis[.]holyhub[.]xyz
● redis[.]hubedev[.]com
● redis[.]muzeapp[.]io
● redis[.]catallact[.]com
● redis[.]quancy[.]com[.]sg
● redis[.]sdsrv01[.]ch
● redis[.]twisted-rope[.]com
● redis[.]vbuckstool[.]pw
● redis[.]xoffx[.]com
● redis[.]baobeinihao[.]com
● redis[.]cfgglobal[.]co[.]nz
● redis[.]devopsculture[.]ca
● redis[.]fabiofava[.]com
● redis[.]fantuan[.]ca
● redis[.]freeriding[.]us
● redis[.]gamequitters[.]com
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● redis[.]iad-engage[.]tk
● redis[.]j4u[.]su
● redis[.]lockstate[.]com
● redis[.]xfantasy[.]tv
● redis[.]youmine[.]xyz
● redis[.]zxcs[.]nl
● redis[.]vuebit[.]com
● redis[.]web-production[.]pl
● redis[.]zeemi[.]tv
● redis[.]pizket[.]com
● redis[.]reeves[.]one
● redis[.]roadreadyapp[.]com
● redis[.]youqianlaile[.]com
● redis[.]jihuayu[.]site
● redis[.]lalizas[.]gr
● redis[.]sessionlinkpro[.]com
● redis[.]shuttlestage[.]com
● redis[.]spankbang[.]site
● redis[.]devnet[.]rs
● redis[.]tengtoo[.]com
● redis[.]planos[.]dev
● redis[.]softagon[.]app
● redis[.]mektoube[.]fr
● redis[.]1473[.]cn
● redis[.]3lados[.]com[.]br
● redis[.]clomp-spirion[.]com
● redis[.]8o0[.]cc
● redis[.]camelwifi[.]cn
● redis[.]bitcoingameapps[.]com
● redis[.]playground-spirion[.]com
● redis[.]us1home[.]com
● redis[.]fx55bj5[.]cn
● redis[.]dreamwidth[.]org
● redis[.]wilcodeboer[.]me
● redis[.]sledge[.]fr
● redis[.]obotai[.]com
● redis[.]promedik[.]com
● redis[.]paine[.]nyc
● redis[.]asppj[.]top
● redis[.]bitloops[.]net

● redis[.]automovers[.]us
● redis[.]boxee[.]sh
● redis[.]villain[.]school
● redis[.]lufuhu[.]com
● redis[.]moveitpro[.]com
● redis[.]videosave[.]xyz
● redis[.]abangkito[.]xyz
● redis[.]robertocastan[.]com
● redis[.]tommyngo[.]co[.]nz
● redis[.]nomic[.]cloud
● redis[.]fruit-cloud[.]de
● redis[.]musiccord[.]cloud
● redis[.]remenxs[.]com
● redis[.]zamzam[.]dev
● redis[.]bmdlapp[.]com
● redis[.]luckystore[.]com[.]sg
● redis[.]sendchamp[.]live
● redis[.]wxfggzs[.]com
● redis[.]proctorio[.]com
● redis[.]hqjltech[.]com
● redis[.]letgo[.]com
● redis[.]poullailerduburck[.]fun
● redis[.]thijn[.]ovh
● redis[.]mode14[.]io
● redis[.]marsh[.]gg
● redis[.]hlx[.]co
● redis[.]wxp-2[.]nl
● redis[.]chiphosting[.]org
● redis[.]astoundvideo[.]net
● redis[.]increev[.]com
● redis[.]starclass[.]academy
● redis[.]geekyco[.]de
● redis[.]nbfc[.]io
● redis[.]vmt[.]ir
● redis[.]tinymarshmallow[.]dev
● redis[.]eternalbits[.]net
● redis[.]futwebapp[.]tk
● redis[.]cshisan[.]com
● redis[.]attractive[.]media
● redis[.]creationspl[.]com
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● redis[.]g-by-g[.]kr
● redis[.]onursay[.]com
● redis[.]opencard[.]us
● redis[.]vivinatura[.]site
● redis[.]kevingyorick[.]com
● redis[.]lendfusiondemo[.]com
● redis[.]d4win[.]net
● redis[.]ededi[.]si
● redis[.]investidea[.]tech
● redis[.]test-avos[.]com
● redis[.]wowpowers[.]com
● redis[.]rackspace[.]com
● redis[.]g7ut8arhj6[.]xyz
● redis[.]guildwars2[.]com
● redis[.]micro-tech[.]com[.]vn
● redis[.]thingdustdata[.]com
● redis[.]housepartyfun[.]com
● redis[.]scalegrid[.]io
● redis[.]funarcade[.]io
● redis[.]cbgroup[.]biz
● redis[.]0x007[.]me
● redis[.]broadband[.]deals
● redis[.]nft500[.]io
● redis[.]magitek[.]no
● redis[.]bookholidayinns[.]com
● redis[.]candlewoodsuites[.]asia
● redis[.]mozumder[.]net
● redis[.]mexzona[.]xyz
● redis[.]webuscomms[.]com
● redis[.]fallensword[.]com
● redis[.]inovan[.]do
● redis[.]makomaki[.]ru
● redis[.]donavanaldrich[.]com
● redis[.]charismabi[.]com
● redis[.]filmofilia[.]com
● redis[.]moneyfan[.]ru
● redis[.]partywizz[.]com
● redis[.]qtalents[.]co
● redis[.]aedashomes[.]com
● redis[.]maunu[.]group

● redis[.]cpcloud[.]nl
● redis[.]xebok[.]net
● redis[.]softur[.]com[.]ar
● redis[.]my-jewellery[.]business
● redis[.]noblecollection[.]ca
● redis[.]pypiptech[.]ir
● redis[.]leadingpath[.]com
● redis[.]smartloyalty[.]vn
● redis[.]homescriptone[.]com
● redis[.]jugru[.]team
● redis[.]kt-pulse[.]dev
● redis[.]evotide[.]com
● redis[.]zerwin[.]me
● redis[.]riso[.]lol
● redis[.]nabytek-natali[.]cz
● redis[.]noisepalace[.]co[.]uk
● redis[.]rectelework[.]com
● redis[.]vrizead[.]com
● redis[.]onlinepos[.]me
● redis[.]kurer-sreda[.]ru
● redis[.]rh-trader[.]com
● redis[.]fastvelocity[.]com
● redis[.]tulbure[.]net
● redis[.]postcodes[.]fi
● redis[.]tocomsorte[.]com[.]br
● redis[.]aagc[.]xyz
● redis[.]qa-carris-cloud[.]ga
● redis[.]0sy1s[.]com
● redis[.]conectivax[.]uk
● redis[.]brocorp[.]site
● redis[.]coolops[.]cn
● redis[.]developcloud[.]ml
● redis[.]heliospal[.]net
● redis[.]linuxcrypt[.]cn
● redis[.]30kan[.]com
● redis[.]maximustest[.]ru
● redis[.]aboalarm[.]de
● redis[.]squash-app[.]win
● redis[.]mojetestovacidomena[.]cz
● redis[.]hackyhack[.]net
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● redis[.]astawmind[.]se
● redis[.]dev-pulsemi[.]com
● redis[.]truespider[.]com
● redis[.]ugr[.]es
● redis[.]welltycoon[.]dev
● redis[.]yeradonkey[.]com
● redis[.]digitalopera[.]io
● redis[.]contender[.]com
● redis[.]deepbrain[.]net[.]cn
● redis[.]deliverakis[.]chat
● redis[.]flum[.]pw
● redis[.]freeform[.]ca
● redis[.]huhsp[.]org[.]br
● redis[.]jimmytest[.]nl
● redis[.]mygomel[.]com
● redis[.]myhubapp[.]net
● redis[.]rezervacesluzeb[.]cz
● redis[.]sbuntu[.]com
● redis[.]shuttlerock[.]org
● redis[.]silly[.]horse
● redis[.]soinge[.]ga
● redis[.]thecatapult[.]io
● redis[.]bluepix[.]cz
● redis[.]chaturbate[.]com
● redis[.]felixlabs[.]xyz
● redis[.]gamemonitoring[.]net
● redis[.]21tec[.]cn
● redis[.]asprl[.]com
● redis[.]btclear[.]io
● redis[.]communick[.]com
● redis[.]douglaspinheiro[.]dev
● redis[.]lavanderia60minutos[.]com[.]b

r
● redis[.]leonardschuetz[.]ch
● redis[.]medopps[.]org
● redis[.]reelead[.]com
● redis[.]tongsong[.]top
● redis[.]weidaibaobei1[.]com
● redis[.]xuanthulab[.]net
● redis[.]majunwei[.]com

● redis[.]peterkeyser[.]ca
● redis[.]kaarix[.]work
● redis[.]becard[.]me
● redis[.]szkt[.]cc
● redis[.]bestmixer[.]online
● redis[.]peachtreedir[.]com
● redis[.]flolio[.]com
● redis[.]evoluumlab[.]com[.]br
● redis[.]itmm[.]ru
● redis[.]pvu[.]one
● redis[.]dshibainu[.]com
● redis[.]knowhowcommunity[.]org
● redis[.]niezalezneforum[.]pl
● redis[.]34353[.]org
● redis[.]ismdeep[.]com
● redis[.]hardrize[.]tk
● redis[.]mayanserver[.]com
● redis[.]xea-rewardsprime[.]com
● redis[.]zerobugware[.]com
● redis[.]blogg[.]click
● redis[.]nightowl[.]name
● redis[.]port80[.]ch
● redis[.]toan[.]one
● redis[.]strelkov[.]net
● redis[.]sogam[.]org
● redis[.]mukabrasil[.]com[.]br
● redis[.]yly[.]plus
● redis[.]personio-internal[.]de
● redis[.]kkri[.]cn
● redis[.]fernandescontabilidade[.]com
● redis[.]newspink[.]top
● redis[.]joopyo[.]design
● redis[.]tameliorate[.]com
● redis[.]saspe[.]com[.]br
● redis[.]anuto[.]net
● redis[.]babyready[.]io
● redis[.]lexul[.]dev
● redis[.]iraki[.]net
● redis[.]opinaka[.]co
● redis[.]hushuaikang[.]top
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● redis[.]autodarts[.]io
● redis[.]warmhealth[.]com
● redis[.]ktc[.]de
● redis[.]orixdev[.]xyz
● redis[.]jxpanda[.]com
● redis[.]enimaloc[.]fr
● redis[.]revrebel[.]cloud
● redis[.]capsilon[.]com
● redis[.]showmefit[.]app
● redis[.]treebal[.]green
● redis[.]devawaken[.]com
● redis[.]rassvet-nf[.]ru
● redis[.]producttutor[.]net
● redis[.]primafrance[.]com
● redis[.]lotusit[.]ba
● redis[.]gs-demo[.]net
● redis[.]hayuq[.]com
● redis[.]dobro[.]website
● redis[.]transang[.]me
● redis[.]raweonline[.]com
● redis[.]vitalized[.]co[.]uk
● redis[.]adcm[.]uk
● redis[.]amli[.]cloud

● redis[.]quick123[.]net
● redis[.]april[.]com[.]br
● redis[.]mb[.]com[.]br
● redis[.]golfballs[.]com
● redis[.]yooi[.]io
● redis[.]weotaku[.]space
● redis[.]bcloud[.]ca
● redis[.]ittailors[.]net
● redis[.]05007com[.]site
● redis[.]quip[.]com
● redis[.]skyonbook[.]com
● redis[.]oiio[.]media
● redis[.]cplus[.]com[.]br
● redis[.]rdrct[.]eu
● redis[.]wedodata[.]de
● redis[.]preparedformore[.]ca
● redis[.]bgorgeous[.]asia
● redis[.]score[.]study
● redis[.]bemcuidartech[.]com[.]br
● redis[.]divvy[.]co
● redis[.]krumpled[.]com
● redis[.]mysoft[.]re
● redis[.]learnserver[.]online
● redis[.]tradenest[.]in

Sample Malicious Brand-Containing Subdomains

● redis[.]redis[.]typhoon-s1[.]ru
● redis[.]leha-vnuk[.]online

● redis[.]soolo[.]tools
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