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Executive Report

Organizations get bombarded with countless attacks from every direction, including via their
supply chain. FortifyData’s recent record of the top third-party data breaches in 2023 brings to
light how multidirectional threat sources can be.

In one of the data breaches on the list, AT&T disclosed in March 2023 that threat actors
accessed the information of approximately 9 million wireless accounts through the
telecommunication company’s marketing vendor. Building on this threat source, WhoisXML API
researchers looked into domains impersonating marketing service providers that can serve as
possible vehicles of third-party threats. Our key findings include:

e 8,400+ domains containing the names of popular marketing vendors, very few of which
could be publicly attributed to the companies

e Less than half had IP resolutions, with several hosting suspicious content unrelated to
the imitated companies

e Dozens of domains were flagged as malicious, hinting at a pattern that uses the string
us followed by a number

e 570+ domains following the malicious pattern added from 1 January to 5 May 2023

e 4% of the us-containing domains were malicious

The domains found in the study can be used to target employees and partners of the imitated
marketing companies, creating a domino effect that can affect their clients, as in AT&T’s case.

Cybersquatting Domains Targeting Popular Marketing Vendors

Our research focused on 10 famous marketing service providers. We looked up their company
names on Domains & Subdomains Discovery. In one case, we added crm as a search term to
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avoid false positives. The table below shows the marketing vendors, the search strings used,
and the number of domains found as of 5 May 2023.

and crm

Marketing Official Domain Search String Number of Sample of
Vendor Used Domains Discovered Domain
Found as of
5 May 2023
ActiveCampaign | activecampaign[.Jco | Contains 450 101activecampaign[.]x
m activecampaign yz

Aweber aweber[.Jcom Starts with aweber].]click
aweber 389

Brevo (formerly brevo[.Jcom Starts with 512 brevo[.Jmarketing

Sendinblue) brevo

HubSpot hubspot[.Jcom Contains hubspots|.]cloud
hubspot 3,491

Klaviyo klaviyo[.Jcom Contains klaviyo 330 trkklaviyomail[.Jcom

Mailchimp mailchimp[.Jcom Contains us19-mailchimp[.Jcom
mailchimp 1,352

Marketing 360 marketing360[.Jcom Contains appsmarketing360[.Jco
marketing360 1,086 m

Omnisend omnisend[.Jcom Contains 106 app-omnisend][.]Jtop
omnisend

Pardot go[.]Jpardot[.Jcom Contains pardot 558 xpardotopl[.]Jtk

Zoho CRM zohol[.Jcom Contains zoho 190 zohocrm[.]Jorg

We found a total of 8,464 domains containing the marketing companies’ names. About 4.4% of
them were registered this year.
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Cybersquatting Domains Targeting Marketing Vendors @5
Total vs. Recently Added

Added from 1 January
- 5 May 2023

4.2% Added from 1 January
- 5 May 2023

www.whoisxmlapi.com

Cybersquatting Domains Targeting Marketing Vendors '
Total vs. Recently Added @

Added since 1 January

Added for all time
www.whoisxmlapi.com

Cybersquatting Domain Attribution

We then obtained the current WHOIS records of the cybersquatting domains using Bulk
WHOIS Lookup to determine their ownership. Based on the registrant organization field, 50%
of the cybersquatting domains could be publicly attributed to the marketing vendors. The
legitimate companies may own or have some control over the domains.
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However, when we based the attribution analysis on the more reliable registrant email field, we
found that only 1% could be publicly attributed to the imitated companies. The rest either had
redacted WHOIS records or were maintained by other entities.

Cybersquatting Domain Attribution @5

B Based on registrant email M Based on registrant organization

0%

www.whoisxmlapi.com # of nonpublicly attributable domains # of publicly attributable domains

Suspicious Usage of the Cybersquatting Domains

About 45% of the cybersquatting domains actively resolved to IP hosts. Most were parked,
while several hosted or redirected to websites with questionable content. Below are some
examples of domains whose content was not directly related to the imitated companies.
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Screenshot of hubspotblogs|.Jcom

Malicious Usage of the Cybersquatting Domains

A bulk malware check on the domains revealed that dozens of them were malicious, with some

still hosting active content, as shown below.

Munca ta zilnica, facilitata de noi.

Zrbin O AN RSl AR it

Screenshot of zohocrm|.Jro

Ao e

TotalMarketing360

TikTok

IKTOK PARA MARKETING

Agui utilizamos los cookies los debes aceptar para utilizar nuestro sitio web  Mas informacién

RECHAZAR ACEPTAR

Screenshot of totalmarketing360[.Jcom

Note the similarity between the content of zohocrm[.Jro and hubspotn[.Jcom from the previous

section.

Threat Expansion: Zooming in on Third-Party Threat Patterns

Several malicious cybersquatting domains hinted at a possible campaign tactic where threat
actors use domains starting with the string us followed by a number and a dash, such as

us1-mailchimp[.Jcom and us2mailchimp[.Jcom.
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Expanding our threat discovery to include this pattern, we turned to Domains & Subdomains
Discovery again and searched for domains that began with the same suspicious strings. We
found 575 such web properties added from 1 January to 5 May 2023. The table below shows
the breakdown per search string.

Beginning Text String Number of Domains Added from 1 January to 7 May 2023
ust 97
us2 101
us3 63
us4 72
usbd 40
usé 54
us7 44
us8 56
us9 48

We ran a bulk malware check on these properties and found that 4% of the domains were
malicious.

The suspicious and malicious domains found in this study can help organizations avoid
third-party threats riding on cybersquatting domains. A deeper look into the usage of these
properties led us to a suspicious domain pattern, which uncovered hundreds of malicious
us-containing domains.

The findings of this study further highlight the multidimensional nature of the current threat
landscape. Threat actors could use various threat vectors from different sources, making

proactive and extensive threat discovery essential.

If you wish to perform a similar investigation or get access to the full data behind this
research, please don’t hesitate to contact us.
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Appendix: Sample Artifacts and loCs

Sample Cybersquatting Domains Targeting Marketing Vendors

101activecampaign[.]xyz
123hubspot[.Jcom
128hd819g2d8f128dg812dg12h0d-m
ailnetwork-mailchimp[.Jcom
12voltmarketing360[.Jcom
176d7192d8g91bd2b1d0-1i2db19b
2d91-mailchimp[.Jcom
190westhubspot[.Jcom
1982dh981h29dh1-1287dg8712gd8
12-mail-1928hd9-mailchimp[.Jcom
Thubspot[.Jcom
21daysofmailchimp[.Jcom
2566955group5Ssiteshubspot[.]net
256955group5siteshubspot[.]Jnet
2emailchimp[.Jcom

321pardots].]lv

360hubspot[.Jcom
365hubspot[.Jcom

3dhubspot[.Jcom

420hubspot[.Jcom

4hubspot[.Jcom
98h82h8s78qw7d9hqw9-asdbulndi
nwq-customer-mailchimp[.Jcom
99activecampaign[.]xyz
9roundmarketing360[.Jcom
9xmarketing360[.]Jcom
aactivecampaign[.Jcom
aactivecampaign[.]xyz
aboutmailchimp[.Jcom
aboutmailchimpl.]Jonline
abzzhubspot[.Jcom
acactivecampaign[.Jcom
academyhubspot[.Jcom
accountantmarketing360[.Jcom
accountingmarketing360[.Jcom
accountservicesmailchimp[.Jcom
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accounts-hubspot[.]Jco[.Juk
accountwebsite3-networkareaserver
-addmanage-mailchimp-gotinder[.]c
om
activecampaign[.Jacademy
activecampaign[.]Jaccountant
activecampaignl.]actor
activecampaignl[.]ag
activecampaign[.Jagency
activecampaign[.]ai
activecampaign[.]Japp
activecampaignl[.]asia
activecampaignl.]at
activecampaignl[.]be
activecampaign[.]beer
activecampaignl.]berlin
activecampaign[.]bid
activecampaignl.]biz
activecampaignl.]Jbusiness
activecampaign[.]Jca
activecampaignl[.]Jcare
activecampaign[.]Jcareers
activecampaignl.]cf
activecampaign[.]Jch
activecampaignl.]Jcloud
activecampaignl[.Jclub
activecampaign[.Jcm
activecampaign[.Jcn
activecampaign[.]Jco
activecampaign[.]Jco[.]de
activecampaign[.]Jco[.]il
activecampaign[.]Jco[.]in
activecampaignl[.]Jco[.]nz
activecampaign[.]Jco[.Juk
activecampaign[.]Jco[.]za
activecampaign[.Jcoach
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activecampaign[.Jcom
activecampaign[.Jcom[.Jau
activecampaign[.Jcom[.]br
activecampaign[.Jcom[.Jcn
activecampaign[.Jcom[.]de
activecampaign[.Jcom[.]es
activecampaign[.Jcom[.]hk
activecampaign[.Jcom[.Jmx
activecampaign[.Jcom[.Jua
activecampaign[.Jcompany
activecampaign[.Jconsulting
activecampaignl.Jcricket
activecampaign[.]Jcx
activecampaignl[.]cz
activecampaign[.]date
activecampaign[.]de
activecampaign[.]degree
activecampaign[.]design
activecampaign[.]dev
activecampaign|.]digital
activecampaign[.]Jdk
activecampaign[.Jdownload
activecampaign[.Jedu[.Jvn
activecampaign[.Jemail
activecampaignl.]es
activecampaign[.]eu
activecampaignl.]Jexpert
activecampaignl.]faith
activecampaignl[.]Jfamily
activecampaign[.]fr
activecampaign[.]fun
activecampaign[.]Jga
activecampaign[.]global
activecampaign[.]gq
activecampaign[.]group
activecampaignl[.]Jguide
activecampaign[.]Jguru
activecampaign[.]host
activecampaign[.]hu
activecampaignl[.]icu
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activecampaignl.]id
activecampaign[.]ie
activecampaignl.]in
activecampaign[.]Jinfo
activecampaignl.]institute
activecampaignl.]io
activecampaignl.]it
activecampaignl[.]jp
activecampaign[.]kz
activecampaign[.]lat
activecampaign[.]life
activecampaignl.]link
activecampaignl.]live
activecampaignl.]loan
activecampaignl.]lol
activecampaign[.]london
activecampaign[.]it
activecampaign[.]itd
activecampaign[.Jmanagement
activecampaign[.]Jme
activecampaign[.Jme[.Juk
activecampaign[.]Jmen
activecampaign[.]ml
activecampaign[.]Jmobi
activecampaign[.Jmx
activecampaign[.Jname
activecampaign[.]Jnet
activecampaign[.Jnetwork
activecampaignl.]ninja
activecampaign[.]nl
activecampaign[.Jno
activecampaign[.Jnu
activecampaign[.]Jobserver
activecampaignl[.]Jonline
activecampaign[.]Jorg
activecampaignl.Jorg[.]ag
activecampaign[.]Jorg[.Juk
activecampaign[.]Jorg[.Jvn
activecampaign[.]Jpartners
activecampaignl.]pizza
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activecampaign[.]Jpress
activecampaign[.]Jpro
activecampaignl[.]Jreport
activecampaign[.]Jreview
activecampaign[.]Jrocks
activecampaign[.Jru
activecampaignl.]science
activecampaignl[.]Jse
activecampaign[.]services
activecampaign[.]sg
activecampaign[.]sh
activecampaignl.]site
activecampaignl.]Jsolutions
activecampaignl.]Jspace
activecampaignl.]store
activecampaign[.]stream
activecampaign[.]support
activecampaign[.]Jtech
activecampaignl[.]tips
activecampaignl.]tk
activecampaign[.]Jtoday
activecampaignl[.]Jtokyo
activecampaign[.]Jtop
activecampaign[.]trade
activecampaignl.]Jtube
activecampaign[.]tv
activecampaignl[.Jtw
activecampaignl[.]uk
activecampaign[.]us
activecampaign[.]Jvip
activecampaign[.]Jwebcam
activecampaign[.Jwebsite
activecampaign[.]wiki
activecampaign[.Jwin
activecampaign[.Jworld
activecampaign[.]xyz
activecampaign101school[.Jcom
activecampaign247[.]xyz
activecampaign24x7[.]xyz
activecampaign360[.Jcom
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activecampaign360[.]xyz
activecampaignacademy|.Jco
activecampaignacademy[.Jcom
activecampaignacademy[.]nl
activecampaignacademyl.]Jonline
activecampaignadvies[.]nl
activecampaignaffiliate[.Jcom
activecampaignagencyl.]Jco[.]nz
activecampaignall[.]xyz
activecampaignalternative[.Jcom
activecampaignapi[.Jcom
activecampaign-api-connector|[.]Jco
m

activecampaignapp[.]xyz
activecampaignapps[.Jcom
activecampaignappsl.]xyz
activecampaignautomation[.Jcom
activecampaignautomations[.Jcom
activecampaignawareness|.Jcom
activecampaignb[.Jcom
activecampaignbase[.]xyz
activecampaignbit[.]xyz
activecampaignbits[.]xyz
activecampaignblogl[.]xyz
activecampaignbox[.]xyz
activecampaignbrasil[.Jcom[.]br
activecampaignbridge[.Jcom
activecampaignbros|.]xyz
activecampaignbyte[.]xyz
activecampaigncafe[.Jonline
activecampaigncareer[.Jcom
activecampaigncareers|.Jcom
activecampaigncart[.Jcom
activecampaigncart[.]xyz
activecampaignclub[.Jcom
activecampaigncoach[.Jcom
activecampaignconsult[.Jcom
activecampaignconsultant[.Jcom
activecampaignconsulting[.Jcom
activecampaigncorpl.]xyz


http://www.whoisxmlapi.com

activecampaigncourse[.Jcom
activecampaigncrm[.Jcom
activecampaign-cx[.Jcom
activecampaignday[.Jcom
activecampaignday[.]dk
activecampaigndemo].]co[.]uk
activecampaigndemo[.Jcom
activecampaign-digitalme[.Jcom
activecampaigndiscount[.Jcom
activecampaigne[.Jcom
activecampaignegg[.]xyz
activecampaignemailpreferencecent
er[.Jcom
activecampaignemailtemplates|.]Jco
m

activecampaigner[.Jcom
activecampaigners[.Jcom
activecampaignervaring[.]nl
activecampaignexpert[.Jcom
activecampaignexperts[.Jcom
activecampaignexpress|.Jcom[.]Jbr
activecampaignforauthors[.Jcom
activecampaignforchurchgrowth[.]Jco
m
activecampaignfordummies[.Jcom
activecampaignfreetrial[.Jcom
activecampaigngurul.]xyz
activecampaignhl[.]Jxn--fiqs8s
activecampaignhacks|.Jcom
activecampaignhd[.]xyz
activecampaignhosted[.Jcom
activecampaignhq[.]xyz
activecampaigninc[.Jcom
activecampaigninc[.]xyz
activecampaigninfol[.]xyz
activecampaignintegration[.Jcom
activecampaigniol.]xyz
activecampaignitalial.Jcom
activecampaignitalia[.]info
activecampaignitalia[.]it
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activecampaignij[.Jcom
activecampaignjar[.]xyz
activecampaignlab[.]xyz
activecampaignlabs[.]xyz
activecampaignlatino[.Jcom
activecampaignlink[.]xyz
activecampaignlist[.]xyz
activecampaignlic[.]xyz
activecampaignlogin[.Jcom
activecampaignlounge[.]Jonline
activecampaignm[.Jcom
activecampaignmachine[.Jcom
activecampaignmadeeasy[.Jcom
activecampaignmadeeasy[.Jcom[.]Jph
activecampaignmadeeasy[.]nl
activecampaignmanager[.Jcom
activecampaignmanager].]nl
activecampaignmasterclass[.Jcom
activecampaignmastermind[.Jcom
activecampaignmel.]Jxyz
activecampaignmembership[.Jcom
activecampaign-membership[.Jcom
activecampaignmobl.]xyz
activecampaignn[.Jcom
activecampaignnederland[.Jcom
activecampaignnederland[.]nl
activecampaignnet[.]xyz
activecampaignnew][.]xyz
activecampaignninjal.Jcom
activecampaignninjas[.Jcom
activecampaignnow[.]xyz
activecampaignoffers[.Jcom
activecampaignonline[.]xyz
activecampaignonsite[.Jcom
activecampaignorconvertkit[.Jcom
activecampaignpagel.]xyz
activecampaignpartner[.]nl
activecampaignpartnerstlouis[.Jcom
activecampaignplugins[.Jcom
activecampaignpostmark[.Jcom
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activecampaignpricing[.Jcom
activecampaignpro[.Jcom
activecampaignquestions[.Jcom
activecampaignquickstart[.Jcom
activecampaignreview[.Jcom
activecampaign-review[.Jcom
activecampaignreviews[.Jcom
activecampaign-reviews[.Jcom
activecampaignrol.Jonline
activecampaignrocks[.Jcom
activecampaignrules[.Jcom
activecampaigns[.]Jco[.]de
activecampaigns|.]Jco[.]Juk
activecampaigns[.]Jcol.]za
activecampaigns|.Jcom
activecampaigns|.]Jin
activecampaigns|.]live
activecampaignsale[.]xyz
activecampaignsd2[.Jcom
activecampaignsecrets[.Jcom
activecampaignsite[.]xyz
activecampaignsmtp[.Jcom
activecampaignsolutions[.Jcom
activecampaignspecialisten[.]nl
activecampaign-sso[.Jcom
activecampaignstlouis[.Jcom
activecampaignsucks[.Jcom
activecampaign-sucks[.Jcom
activecampaignsucksy.]info
activecampaign-sucksl.Jinfo
activecampaignsucksl.]Jnet
activecampaignsucks|.]Jorg
activecampaign-sucks[.]Jorg
activecampaignsumol.]xyz
activecampaignsupport[.Jcom
activecampaignswag[.Jcom
activecampaigntemplates[.Jcom
activecampaigntip[.]xyz
activecampaigntips|.Jcom
activecampaigntools[.Jcom
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activecampaigntraining[.Jcom
activecampaigntraining[.]nl
activecampaigntransfer[.Jcom
activecampaigntrial[.Jcom
activecampaigntutorials[.Jcom
activecampaignu[.Jcom
activecampaignuk[.Jcom
activecampaignuniversiteit[.]Jonline
activecampaignuniversity[.Jcom
activecampaignuniversity[.]Jonline
activecampaignval.Jcom
activecampaignvietnam[.Jcom
activecampaignvsconvertkit[.Jcom
activecampaignwebl[.]xyz
activecampaignworks[.Jcom
activecampaignworld[.]xyz
activecampaignx[.Jcom
activecampaignyoul.]xyz
activecampaignzonel[.]xyz
activecampaignzoom[.]xyz
activecampaignzwolle[.]nl
activemarketing360[.Jcom
actorshubspot[.Jcom
actualmarketing360[.Jcom
acupuncturemarketing360[.Jcom
adfmarketing360[.Jcom
adhubspot[.]Jco[.Juk
adhubspot[.Jcom
adibhubspot[.]Jlink

adipardot[.]cf

adipardot[.]tk

admailchimp|.Jcom
admin-hubspot[.Jcom
admin-inboxmailer-securemanage-3
dmail-mailchimpapp[.Jcom
adminmailchimp[.Jcom
admin-mailchimp[.Jcom
adminsforhubspot[.Jcom
adonet-provider-for-zoho-crm[.]xn--
kprw13d

11


http://www.whoisxmlapi.com

adsmarketing360[.Jcom
advancedmarketing360[.Jcom
advancemarketing360[.Jcom
advantagemarketing360[.Jcom
advisormarketing360[.Jcom
advmarketing360[.Jcom
aestheticmarketing360[.Jcom
affiliatehubspot[.Jcom
affiliatemarketing360[.Jcom
affiliatemarketinghubspot[.Jcom
africahubspot[.Jcom
agencehubspot[.Jcom
agence-hubspot[.Jcom
agencehubspotl[.]fr
agence-hubspot[.]fr
agence-klaviyo[.Jcom
agenciademarketing360[.Jcom
agenciademarketing360[.Jcom[.]ar
agenciamarketing360[.Jcom
agenciamarketing360[.Jcom][.]br
agencymarketing360[.Jcom
agenthubspot[.]Jca
agenthubspot[.Jcom
agentmarketing360[.Jcom
agentquotemarketing360[.Jcom
agilemarketing360[.Jcom
agmarketing360[.Jcom
agvmarketing360[.Jcom
ahubspot[.Jcom
aidhubspot[.]xyz
aihubspot[.Jcom

aihubspotl.]io

aihubspotl[.]net

aihubspot[.Jorg
aihubspots[.Jcom
aimarketing360[.Jcom
airhubspot[.Jcom
airmarketing360[.Jcom
airmarketing360[.Jcom[.]mx
akamijopardot[.]tk
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akeactivecampaign[.Jcom
akhilhubspot[.Jcom
a-klaviyo[.Jcom
akpardot[.]ga
aktivipardot[.]Iv
alehubspot[.Jcom
allabouthubspot[.]Jco[.Juk
allabouthubspot[.Jcom
allactivecampaign[.Jcom
allergistmarketing360[.Jcom
allhubspot[.Jcom
alliancehubspot[.Jcom
allmarketing360[.Jcom[.]br
allpardot[.Jcom
allthingsmarketing360[.Jcom
alohahubspot[.Jcom
alohahubspot[.Jnet
alphagraphicsmarketing360[.Jcom
alphamarketing360[.Jcom
alternativasamailchimp[.Jcom
alternativeformailchimp[.Jcom
alternativetomailchimp[.Jcom
amailchimp[.Jcom
amailchimpl[.]xyz
amateursexhubspot[.Jcom
amhubspot[.Jcom
amplifyhubspot[.Jcom
amplifymarketing360[.Jcom
ampmarketing360lic[.Jcom
analyticshubspot[.Jcom
andhubspot[.Jcom
androidhubspot[.Jcom
animehubspot[.Jcom
annuitymarketing360[.Jcom
anovpardoti[.]cf
anovpardoti[.Jga
anovpardoti[.]gq
anovpardoti[.Jml
anovpardoti[.]Jtk
apardoteel.]tk

12


http://www.whoisxmlapi.com

Sample Malicious Cybersquatting Domains

apartmentlovershubspot[.Jcom
apartmentmarketing360[.Jcom
apdmarketing360[.]ao
apexathubspot[.Jcom
apihubspot[.Jcom
apihubspot][.]live
apimailchimp[.Jcom
apkhubspot[.Jcom
apkhubspot[.]net
appguruhubspot[.]Jonline
apphubspot[.Jcom
app-hubspot[.Jcom
apphubspot[.]xyz
applocalhubspotgal.Jcom
appmailchimpl.]Jpro
appmarketing360[.Jcom
app-omnisend[.]top
appsmarketing360[.Jcom
agmarketing360[.Jcom
aratapardot[.Jga

sso-activecampaign[.Jcom
sso-klaviyo[.Jcom
storehubspot[.Jcom
studenthubspot[.Jcom
totalmarketing360[.Jcom
transactional-mailchimp|[.Jcom
uk-hubspot[.Jcom
us19-mailchimp[.Jcom
us1-mailchimp|[.Jcom
us2mailchimpl.Jcom

Sample us-Containing Domains

usi[.]col.]de
usi[.Jcom[.]ar
us10[.]Jarab
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architectmarketing360[.Jcom
arhubspot[.Jcom
arizonahubspot[.]xyz
arrowmarketing360[.Jcom
arthubspot[.Jcom
articlehubspot[.Jcom
articlehubspotl.]info
articlemarketing360[.Jcom
articlemarketing360][.]Jinfo
articleshubspot[.Jcom
artisanhubspot[.Jcom
asesoriaenzohocrm[.Jcom
askamailchimpexpert[.Jcom
askhubspot[.Jcom
asphubspot[.Jcom
aspiremarketing360[.Jcom
aspiremarketing360[.]net
assistedlivingmarketing360[.Jcom
associationmarketing360[.Jcom
atopardoty[.]gq
atripardot[.]lv

us2-mailchimp[.Jcom
us3-mailchimp|.Jcom
us4-admin-mailchimpl[.Jcom
us4-mailchimp|[.Jcom
xn--hubspo-nib[.Jcom
xn--hubspt-7wal.Jcom
xn--hubspt-7wbl.]net
xpardotop[.]tk
zohocrm[.]Jorg

zoho-crm[.Jro

us10[.Jws
us1004[.]co[.]de
us10055shoe].]click
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us101hosting[.Jcom
us101hosting[.]net
us101hosting[.Jorg
us101northcountymmpl.Jcom
us10cn[.Jcom
us10ecl.]Jcn
us10iclouds|.Jcom
us1130[.]Jco[.]de
us113-cOinbase[.]vg
usiiecl.]Jen
us11news|.Jcom
us11t[.]icu

us12[.Jfun

usi12[.]Jph
us12311[.]Jbuzz
us12ec|.]Jcn

usi3[.]Jcc
us13[.Jcom[.]de
us133[.Jcom[.]Jru
us1387[.Jru
us13-colnbase[.Jcom
us13ecl.]Jen
us13-mailchimpl[.]Jnet
us1455vsm3239[.]host
us14help[.Jcom
us14podst[.Jcom
us155[.Jcn

us162[.]Jph
us1620[.Jcom
us1688|.]top
us1706advisors[.Jcom
us177vn7ii34f8uab8eg2vr805up1e3f
[.Jco[.Juk
us17janyhwbl.Jtop
us17smml[.]Jshop
us198686[.Jcom
us19agent[.Jcom
us19homes[.Jcom
us19w6z5r[.Jonline
us1ai[.Jcom
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us1b1p6gd0340o0mtcuv6huk37gim
eakcl.]Jco[.Juk
us1-checkingclient-internetprotocol[
Jinfo
us1-cliientblingupdte-managevrfy|.]c
om

usicnc[.Jcom

usiconstruction[.Jnet

usidealer[.Jvg

usie[.Jfun

usielectric[.Jcom
us1-emailsrvr[.Jcom
usienterprise[.Jcom
usifinanciall.]Jorg
us1-g0daddy[.Jcom

us1gbkay[.Jcom

usigpt[.Jcom

us1gpt[.]net

us1-hosting[.Jcom[.]br
us1-hosting[.Jcom[.]de
us1-interactioninstruction[.Jcom
us1-internetchecking-clientprotocol[
Jnet

usliptv[.]Jshop

us1k[.Jmsk[.]ru
usi-liveinfoupdate[.Jcom
us1-liveinteractionsession[.Jcom
usilogin[.Jcom
us1-lrrsgOvrmnsttaxclaim[.Jcom
us1-mailchannelsomincrosft-omincr
osftxcnge[.Jcom
us1-mailserver-txt-ominisoft[.Jcom
usimaine[.Jcom

us1musicl.]vg

usinhul.Jcn

usinz[.Jcom

usip[.]Jnet[.]Jph

us1pQ9[.]site
us1-payablemanage-andtoad[.Jcom
us1ps|.]buzz

14


http://www.whoisxmlapi.com

usi1psl.Jtop

usiqvl.Jcc
usi1-respondclients[.Jcom
us1-securebilling-update[.Jcom
usishipping[.Jcom
usisignservice[.]xn--kprw13d
us1tax[.Jcom
us1-taxclaimgOvrmnst[.Jcom
usitrendz[.Jcom

usiul.]Jph

us1udz0p68cl[.Jcom

Sample Malicious us-Containing Domains
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us17janyhwbl.]Jtop
us13-colnbase[.Jcom
usi1psl.Jtop
us1-IrrsgOvrmnsttaxclaim[.Jcom
us1-g0daddy[.Jcom

us1-updatebllingmanagementsysste
m[.Jcom
us1-updateyourbllingaccnt[.]info
us1-viewinstructionsession[.Jcom
usiw[.]Jvg

us1wwl[.]Jcn

uslyxe7[.Jen

us3[.]ninja

us30[.Jcom[.]de

us30[.]Jph

us1-taxclaimgOvrmnst[.Jcom
us1-checkingclient-internetprotocol[
Jinfo

us3-g0daddy[.Jcom

us4gbl.Jcn

us69-colnbase[.Jcom
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