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Executive Report

Since its launch last November, the ChatGPT hype has only increased not only among users
but also abusers. Cyble researchers recently spotted phishing attacks using supposed
ChatGPT sites to phish for personally identifiable information (Pll), specifically credit card data.

The Cyble study identified four domains as indicators of compromise
(loCs)—openai-pc-pro[.Jonline, chat-gpt-pc[.]Jonline, chatgpt-go[.]Jonline, and rebrand[.]ly— that
we used as jump-off points for an expansion analysis that led to the discovery of:

e Five IP addresses the loCs resolved to

e 303 domains that shared the loCs’ IP hosts, one of which turned out to be malicious

e 1,142 domains that started with the strings openai., chatgpt., and rebrand. akin to two
of the loCs, 11 of which were confirmed malware hosts

e 2,693 subdomains that contained the string chatgpt, five of which may have already
figured in malicious campaigns

WHOIS Connections

We began our analysis with a bulk WHOIS lookup for the 10Cs that showed three of them were
newly registered —openai-pc-pro[.Jonline, chat-gpt-pcl.Jonline, and chatgpt-go[.Jonline, while
rebrand[.]ly was already nine years old. None of them seem to be owned by the companies
whose names appeared as strings in them based on WHOIS record comparisons with the
legitimate domains openai[.Jcom and rebrand[.Jcom. Specifically:

e The domains openai-pc-pro[.Jonline, chat-gpt-pc[.Jonline, and chatgpt-go[.]Jonline didn’t
share openail[.Jcom’s registrar Gandi SAS and registrant country France.

e Openai-pc-pro[.Jonline and chat-gpt-pc[.]Jonline’s registrar was Namecheap, Inc., while
that of chatgpt-go[.]Jonline was PDR Ltd.
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e Also, openai-pc-pro[.Jonline and chat-gpt-pc][.]Jonline’s registrant country was Iceland,
while that of chatgpt-go[.]Jonline was Romania.

DNS Ties

To find other connections that haven’t been publicized, we performed DNS lookups on the
loCs that gave us five IP address resolutions, three of which are 69[.]12[.]73[.]19,
104[.]21[.]21[.]135, and 172[.]67[.]199[.]21. IP geolocation and reverse IP/DNS lookups for the
IP hosts showed that:

Four of them originated from the U.S., while one was from Vietnam.

One IP address didn’t have domain connections.

Two were shared IP hosts, while another two appeared to be private hosts.

The four IP addresses with existing DNS connections hosted 303 domains, one of
which—denizyilbasiozel-taycan4s[.Jcom—turned out to be malicious.

Three brand names—OpenAl, ChatGPT, and Rebrand—appeared in the loCs. To determine if
more domains started with openai., chatgpt., and rebrand. and contain chatgpt, we used
them as Domains & Subdomains Discovery search terms. That led to the discovery of:

e 1,142 domains that started with openai., chatgpt., and rebrand., 11 of which turned
out to be malicious
e 2,693 subdomains that contained chatgpt, five of which were confirmed malware hosts

Other Findings

Additional WHOIS record comparisons of the string-connected domains and subdomains
yielded interesting findings, such as:

e Only three of the 372 domains that started with openai. shared OpenAl’s registrar and
registrant country. We couldn’t precisely confirm their ownership, though, since
openail.Jcom’s WHOIS record was redacted.

e Only one of the 184 domains that started with rebrand. was owned by Rebrand based
on its registrant email address.

e None of the 589 domains that started with chatgpt. shared OpenAl’s registrar and
registrant country. Three of the domains starting with openai. shared OpenAl’s registrar
and registrant country while only one domain beginning with rebrand. seemed to be
owned by Rebrand.
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e Among the domains that contained strings found among the 10Cs (i.e., openai.,
rebrand., and chatgpt.), only chatgpt. appeared in them.

e We also looked at subdomains that contained chatgpt since the string appeared only
as a subdomain of the legitimate domain belonging to OpenAl. None of the 2,693
subdomains that contained chatgpt seemed to be owned by the company after careful
scrutiny of their WHOIS record details.

Popularity online is a double-edged sword as the ChatGPT-themed phishing campaigns
showed. While more and more users are becoming aware of the technology and its benefits, an
increasing number of phishers and other cybercriminals are bound to use its name in their
campaigns.

If you wish to perform a similar investigation or get access to the full data behind this
research, please don’t hesitate to contact us.

Appendix: Sample Artifacts and loCs

ChatGPT-Related Attack loCs Identified by Cyble Researchers

e openai-pc-pro[.Jonline e chat-gpt-pc|.Jonline
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chatgpt-go[.Jonline

rebrand[.]ly

Sample IP Addresses to Which the loCs Resolved

Sample IP-Connected Domains

Malicious IP-Connected Domain

69[.]12[.]73[.]19
104[]21[]J21[.]135

128movies|.]gr
147golkoop[.]buzz
1c[.]Jcol.Juk
1xslots-com8|.]buzz
22022140[.]xyz
33singapore[.]co
365doohd[.Jcom
404808909[.Jcom
414connecticut[.Jcom
50wmg1[.Jcyou
607790[.Jcom
alplusl.jtk
advn[.Jcom
abcdbusiness[.]nz
aberglorananex[.]gq
abzrszjv[.]tk
accratursentipe[.Jtk
acnabupotoswolf[.]cf
acnadesbaul.]gq

adaldahamwhitsmall[.Jmakeup

adthedemcaningder[.]ml
afterburner[.]Jpics
agnifipoundpol.]tk
airambulanceservicelist[.]life
aircoolerportable[.]Jtop

denizyilbasiozel-taycan4s[.Jcom

172[]67[]199[.]21

akota-ket-new2022s].Jru[.Jcom

aleshaper].]Jsal.Jcom
allweathertiresny[.Jcom
almastrade[.Jcom
almzoonsh[.Jcom
alphabetacyber[.Jcom
altidocanal.]gq
alupnopl.]cf
amazonitadesign[.Jcom[.]Jbr
amlicentrastol.]ga
anacovbarsonol.]tk
anadconniditc[.]tk
anadolumsigortal.Jonline
angle777899[.Jcom
angpl[.Juk

anime-vn[.Jnet
antiere[.Jtk
anupawogall.]tk
api[.Jchciflek[.]cz
aralinsmegwatch[.]tk
armzzonm[.Jcom
artherbivesithom[.]ga
arubancil.]cf
aryamanadhikari[.Jcom[.]Jnp
asarpibersepil[.]ml

Sample Domains That Start with openai., chatgpt., and rebrand.
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openail.Jgay
openail.Jvn
openail.]Jbzh
openail.]Jcoffee
openail.]Jenterprises
openail.Jone
openail.Jnet[.]Jco
openail.]Jplus
openail.Jfun
openail.Jteam
openail.]solar
openail.Jcamp
openail.]licu
openail.Jmoney
openail.Jcloud
openail.Jcash
openail.Jfund
openail.]xn--fijg720a
openail.Jwatch
openail.]asia
openail.Juno
openail.Jus
openail.]xyz
openail.]Jcol.Juk
openail.]Jcareers
openail.Jsystems
openail.Jcity
openail.Jmoscow
rebrand[.]Jguide
rebrand|.]services
rebrand[.]sk
rebrand[.]fi
rebrand[.]press
rebrand[.Jmba
rebrand[.Jone
rebrand[.]io
rebrand|.]asia
rebrand[.Jmobi
rebrand[.]id
rebrand[.Jtech
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rebrand[.]biz
rebrand[.Jcom|[.]or
rebrand[.]Jchurch
rebrand[.Jreviews
rebrand[.]studio
rebrand[.Jcom[.]au
rebrand[.Jcom
rebrand[.Jmoscow
rebrand[.]fyi
rebrand[.]ly
rebrand[.Jcom[.]ph
rebrandl.]ge
rebrand[.]pro
rebrand[.]dev
rebrand].]global
rebrand[.]Jnyc
rebrand[.]ru
rebrand[.]kz
chatgpt[.]house
chatgpt[.Jwin
chatgpt[.]Jparts
chatgpt[.]Jyn[.Jcn
chatgpt[.]Jauction
chatgpt[.]feedback
chatgpt[.]adult
chatgpt[.]Jsingles
chatgpt[.]surf
chatgpt[.]Jkoeln
chatgpt[.]Jorganic
chatgpt[.]al
chatgpt[.]be
chatgpt[.]es

chatgpt[.]xn--fig228c5hs

chatgpt[.]Jactor

chatgpt[.]Jproductions

chatgpt[.]Jonline
chatgpt[.]Jparty
chatgpt[.]Jglobal
chatgpt[.]Jvn
chatgpt[.]tools
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chatgpt[.Jexchange
chatgpt[.]tg
chatgpt[.]Jco[.]nz
chatgpt[.]Jcleaning
chatgpt[.]Jproperty
chatgptl.]id
chatgpt[.]bike
chatgpt[.]tennis
chatgpt[.]kiwi

chatgpt[.]doctor
chatgpt[.]Jedu[.]pl
chatgptl[.]futbol
chatgpt[.Jcamera
chatgpt[.Jrent
chatgpt[.Jvodka
chatgpt[.]sc[.Jcn
chatgpt[.]Jong
chatgpt[.Jcountry

Sample Malicious String-Connected Domains

chatgpt[.Jrun
chatgpt[.]Jcruises
chatgpt[.]xyz

chatgpt[.]Jbargains
chatgpt|[.]love
chatgpt[.]tf

Sample Subdomains That Contain the String chatgpt

chatgpt[.Jmevtic[.]ci
chatgpt[.]dev[.]br
chatgpt[.]tec[.]br
chatgpt|[.]Jeu[.Jcom
chatgpt[.]Jcherishmoon[.]fun
chatgpt[.]xbeibeix[.Jcom
chatgpt[.]isning[.]m|
chatgpt[.]senseidev[.Jcom
chatgpt[.]Jeverains[.Jcom
chatgpt[.Jaskandgol.Jcom[.Jua
chatgpt[.]talhasultan[.]dev
chatgpt[.]ciniugo[.Jcom
chatgpt[.]xll[.]Jcc
chatgpt[.]xrbzy[.]tk
chatgptl[.]elitejoy[.]Jcn
chatgpt[.]bellcousin[.Jcom
chatgpt[.]zhuang-hu[.Jcom
chatgpt[.]Jwrss[.]tk
chatgpt[.]scld[.]Jcc
chatgpt[.]Jesw[.]ink
chatgpt[.Jfjycnet[.Jcom
chatgpt[.]J0594codes].]cn
chatgpt[.Jjingjiang[.Jcom
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chatgpt[.Jrealrohail[.Jcom
chatgpt[.]devstage[.Jcom[.]ar
chatgpt|[.]Jastrodijitaldemo[.Jcom
chatgpt|[.]willieras|.]co[.]za
chatgpt[.]Joar6[.Jcom
chatgpt[.Jrecord2life[.]Jtop
chatgpt[.]JdI-am[.]cn
chatgpt[.]xinlab[.]fun
chatgpt|[.]ericcail.]fun
chatgpt[.]Jisaruxcloud[.Jcom
chatgpt][.]imlam[.Jcom
chatgpt[.Jembery[.Jcom[.]au
chatgpt[.Jvoidm[.Jcom
chatgpt[.]shuzibaobao[.Jcom
chatgpt[.]leyeeyle[.]net
chatgpt[.Jtvfans[.]top
chatgpt[.]Jsnsxiong[.Jcom
chatgpt[.Jgowd][.]Jtech
chatgpt[.]aejson[.Jcom
chatgpt[.Jonionhealth[.Jcn
chatgpt[.]Jyoxix[.Jcom
chatgpt[.Jdeven[.]xyz
chatgpt[.Jijike[.Jwang
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chatgpt[.]Jwycwhij[.]ga
chatgpt[.Jsomalig[.Jcom
chatgpt[.]51meteor[.]Jcom
chatgpt[.]binishare[.Jcom
chatgpt[.]ai-pro[.]Jorg
chatgpt[.Jrobotsfan[.Jcom
chatgpt[.Jwxyes[.Jcom
chatgpt[.]lunatech-pro[.]net
chatgpt[.]Jevertools|.]io
chatgpt[.Jmalliavin[.Jcom
chatgpt[.]helv[.]io
chatgpt[.Jgeekershare[.Jcom
chatgpt[.]Jexopideal.]Jcom
chatgpt[.]hersecret[.[fi
chatgpt[.]Jgrorol.]io
chatgpt[.Jomithasan[.Jcom
chatgpt[.Jreddevs][.]Jnet
chatgpt[.Jru[.Jcom
chatgpt[.]Jyuxy[.Jcyou
chatgpt[.]scholarcn[.Jcom
chatgpt[.]teddysc[.]Jme
chatgpt[.]1host[.]Jcn
chatgpt[.Jchaoyang[.Jonline
chatgpt[.]360s[.]Jonline
chatgpt[.]Jhaiying[.]Jco
chatgpt[.]jswh[.]Jme
chatgpt[.]Jbansoft[.]ru

chatgpt[.Jnp-cloud[.Jcom
chatgpt[.]zhaiwuxian[.Jcom
chatgpt[.]2mbl[.]xyz
chatgpt[.Jhackings|.]life
chatgpt[.]Jooo[.]ng
chatgpt[.]gov6[.]Jnet
chatgpt|[.]altervistal.]Jorg
chatgpt[.]545game[.Jcom
chatgpt[.]Jgjideal.Jcom
chatgpt[.]Jprint-rite[.Jcom
chatgpt[.]Jem248[.Jcom
chatgpt[.Jnum[.]la
chatgpt[.]Juk[.]net
chatgpt[.Jexamhero[.Jcom
chatgpt[.]3pixel[.Jcom[.]Jcn
chatgpt[.Jquickso[.Jcn
chatgptl[.]kribs[.]Jco[.]in
chatgpt[.Jautoadministrables[.Jcom
chatgpt[.Juzi[.]Jco[.]in
chatgpt[.]zx[.]al
chatgpt[.]Jnenanyaoneng[.Jcom
chatgpt[.]Jvvxo[.]cn
chatgpt[.Juibim[.Jcom
chatgpt[.Jnext-stepl[.]asia
chatgpt[.]Jeevv[.Jml
chatgpt[.]Jgg740976583[.]Jmonster
chatgpt[.]Jparadise[.]ink

Sample Malicious String-Connected Subdomains

e chatgpt[.Jeasncdm[.]cf

e chatgpt[.]digitalhooked[.Jcom
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