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Executive Report

Carding or the theft and consequent selling of credit and other payment card information to
users has long been a problem. And with the ease of obtaining hosts for carder forums and
communities and hiding their tracks online, the threat has become even bigger.

WhoisXML API threat researcher Dancho Danchev recently trooped online to gather known
carding forum and community domains. From there, the WhoisXML API extended security
research team performed an indicator of compromise (I0C) expansion analysis to identify as
many other potential threat vectors as possible. The exercise led to the discovery of:

e 45 unredacted registrant email addresses from the loCs’ historical WHOIS records

e 14,254 domains that shared the 10Cs’ registrant email addresses, 12 of which turned
out to be malicious

e 60 IP addresses that played host to the 1oCs

e 154 domains that shared the loCs’ IP hosts, one of which was deemed malicious

e 1,073 domains that shared commons strings found among the 10Cs, 12 of which were
tagged malicious

Diving Deeper into the Known Carding Forum Pages

As a first step in our investigation, we dug deeper into the 29 domains that played host to
carding forums and communities, namely:

e cardingforum[.]Jcx e carders[.]Jmx

e crdforum[.Jcc e carding-forum[.Jcom
e darkstash[.Jcom e crdclub[.]Jsu

e carders[.]biz e procrd[.]Jpw

e crdpro|.Jcc e cardmafial.]Jcc
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cardingforum[.]info verifiedcarder|[.]net
cardingleaks|.]Jws legitcarder].]ru
darkpro[.]Jnet carders|.]Jzone
crackingforum[.]to drdark][.Jru
cardingworld[.]ru darknetweb[.]ru

darkwebmafias[.]ws
leetforums|.]Jru
legitcarders[.Jws
crdcrew[.]cc

priship[.]Jpro

bpcforum[.Jru
wc-club[.Jcom
cybercarders[.Jcom
bitorder[.]Jpw

A bulk WHOIS lookup for these web properties revealed they were spread across 11 registrars
(see the breakdown below) led by NiceNIC International Group Co., Limited; R01-RU; and
Eranet International Limited, which managed six domains each.

 «
DOMAIN REGISTRAR BREAKDOWN @

www.whoisxmlapi.com

Uncovering WHOIS Connections

Historical WHOIS searches for the 1oCs allowed us to uncover 45 unredacted email addresses
used to register them. These addresses were spread across 13 email service providers topped
by gmail.com. Take a look at the service provider distribution below.
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EMAIL SERVICE PROVIDER BREAKDOWN

yahoo.com
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hotmail.com
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Note that all of the providers’ email services can be obtained free of charge. Also, 27 of the
email addresses were used to register 14,254 other domains, 12 of which turned out to be
malware hosts. Examples of these web properties are:

e novostroykivbatumi[.Jcom e al-anwarl.Jus
e adtsdal.]org e swordfishcentral[.Jcom
e familytravelling[.Jus e phoneboosterapps[.Jcom

Fortunately, only one of the malicious web properties remains accessible to date.
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Screenshot of yungihong/.Jcom

Finding DNS Links

As a next step, we trooped to the DNS to uncover more potential threat vectors. DNS lookups
for the 29 domains provided us with 60 IP resolutions spread across four countries led by the
U.S. (see the breakdown below).

-~ IP-ADDRESS ORIGIN COUNTRIES \/
< lceland _ a

Netherlands

_;Mbidov‘a -

www.whoisxmlapi.com
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Next, reverse IP lookups for the hosts led to the discovery of 154 domains (up to five domains
only per IP address) that could be connected to the threat, one of
which—gel[.]Jhelltoheaven[.Jme —was tagged a malware host.

Closer scrutiny of the loCs allowed us to identify common strings, such as card + forum and
card + community. As a final step toward uncovering as many other yet-unnamed potential
attack vectors, we used these strings as Domains & Subdomains Discovery search terms. That
gave us 1,073 additional domains, 12 of which turned out to be malicious. Examples of the
confirmed malware hosts are:

e cardingforum[.]biz e carderland-forum[.]ru
e cardingforums|.]net e shopcardingforum[.Jru
e carderforum2018[.Jru e bestcardersforum[.Jru

One of these dangerous sites proved especially similar to the loCs—bestcardersforum[.]ru, as
accessing it led to a login page, typical of carding forums. Like legitimate business websites,
cybercriminals are known for limiting access to their pages to members (fellow fraudsters and
unscrupulous users) to avoid law enforcement.

Password

Captcha 713985

CREATE ACCOUNT

Full-infos "Fullz”

In recent years. carders have evolved to introduce “full-infos” These are Carders suen as Cvwshops. Buybinsanddumps and Goswipecwy. usually
products that contain a full set of valuable information about a cardholder engage with people interesting i buying ‘Fullz” on carding forums that exist
*Full Infos’ or just "Fullz’ refer to a data package about a person, ncluding an on the dark web There they can also buy unveriied credit numbers that will
address, social security number, phone numbers. PINS, credit history reports later become “Fullz”

and mother s maiden name

Screenshot of bestcardersforum[.Jru
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Based on the hosted page’s content, GoCVV Shop offers members access to full and working
credit card information—credit card number and card verification value (CVV) combinations for
payment cards with available balances.

Our 1oC expansion analysis led to the discovery of nearly 16,000 yet-undisclosed web
properties, including 25 malicious domains, accessing which could lead to the download of
malware.

This data can be useful for law enforcement agents and other cybersecurity professionals who
may wish to identify more potential threat vectors.

If you wish to perform a similar investigation or get access to the full data behind this
research, please don’t hesitate to contact us.

Appendix: Sample Artifacts and loCs

Sample Email Addresses Used to Register the l1oCs

e dbi[REDACTED]@mail[.]ru e domenre[REDACTED]@proton[.]Jme
e milenradum[REDACTED]@gmail[.]Jco e leninmix[REDACTED]@mail[.]ru
m e philmahre1[REDACTED]@gmail[.]Jco
e acquirethisn[REDACTED]@gmail[.Jco m
m e tisinekinsisiiREDACTED]@rambler[.]r
e kiofxhg[REDACTED]@gmail[.Jcom u
e bobsande[REDACTED]@gmail[.Jcom e bmalandr[REDACTED]@gmail[.Jcom
e njkan[REDACTED]@gmail[.Jcom e gordontaylor2[REDACTED]@gmail[.]
o fAww233[REDACTED]@scryptmail[.] com
com e zaxarovs|[REDACTED]@online[.Jua
e preno[REDACTED]@online[.Jua e janene[REDACTED]@gmail[.Jcom
e arturvasilev1993916d[REDACTED]@ e akatsukiss1[REDACTED]@hotmail[.]
rambler[.Jru com
e 3422926|REDACTED]@qq[.Jcom e klement7[REDACTED]@mail[.]ru

* Note that the addresses have been protected for privacy reasons.

Sample Domains That Shared the l1oCs’ Registrant Email Addresses

e english-rooms[.Jcom e photo-alexandro[.Jcom
e 3ller[.]net e zernoprime[.Jcom

Whois API, Inc. | www.whoisxmlapi.com 6


https://main.whoisxmlapi.com/collaborations?action=show&subject=modal&id=contactUsModal&mc=threatreport
http://www.whoisxmlapi.com

crdclub[.]su
annabarsukoval.Jcom
kaplanser-sam[.Jcom
ukrchemolimpl[.Jcom
rikosoft[.]Jcom
muzey-sevastopol[.Jcom
log1ps[.Jcom
apricusholidayhomes|.Jcom
vindict[.Jcom[.]Jua
re-diamond[.Jcom
miaareal.Jcom
zatoka-perlinal.Jcom
latelepathe[.Jcom
hostven03[.Jcom
schalav|.]net
yourstyle-design[.Jcom[.Jua
gippokrat[.]su
vikgranit[.Jcom[.]Jua
weblandgroup[.Jcom
alba-villa[.Jcom
allloadin[.Jcom
atlasaerotour[.Jcom
motoraero[.Jcom
cartridge-torg[.Jcom
kvpud][.]Jkiev[.]Jua
holmestranslation[.Jcom
mythic-store[.Jcom
school1[.]ks[.Jua
erovvheel[.Jcom
pol2fil[.Jcom
abdullo[.Jcom
infiniteplal.]net
coinsgrade[.Jcom
vickyway[.Jcom
fressol[.Jcom
allforsaunal.Jcom
velodoktor[.Jcom
edbooks[.Jcom[.Jua
meta-logistik[.Jcom
vk73[.Jus
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z-legko[.Jcom
zoozov[.Jcom
webprodes[.Jcom
znanie-soft[.Jcom
my-art[.Jcom[.Jua
windowmasterplast[.Jcom
cometcoltd[.Jcom
bskyintl[.Jcom
vp-production[.Jcom
termosilat[.Jcom
tent-lider[.Jcom
spark-sales[.Jcom
rayyanmmc|.Jcom
otcyideti[.Jcom
brain-washington[.]Jnet
megadom([.]kiev[.Jua
isdc[.Jcom[.Jua

houstonqualityappliancerepair[.Jcom

jzagorulko[.Jcom
intman[.Jnet
g-unitcity[.Jnet
aquaraj[.Jcom][.Jua
zatoka-sovet[.]Jcom
kodi-gga[.Jcom
pandora-sharm[.]net
novostroykivbatumi[.Jcom
games-compl[.Jcom
zamok-griff.Jcom
bezviz[.]net
ownsuccesslife[.Jcom
orto-zas[.Jcom
gasprominnovation[.Jcom
masque-paradis|.]Jnet
vela-unio[.Jcom
videolessonskz[.]net
graf-ybk[.Jcom
altstadt-az[.Jcom
yocattool[.Jcom
eplaneteldorado[.Jcom
vdu-it[.Jcom
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starately[.Jcom
ustartny[.Jcom
rodyna-gugnyakiv[.Jcom
derevotoys[.Jcom
youinvestor[.]net
marcoensentido[.Jcom
ukrautohouse[.Jcom
masque-paradis[.Jcom
test-metal[.Jcom
vanilyap4cs|.Jcom
fleetwallem[.Jcom
labuzovscrew[.Jcom
velo-centre[.Jcom
study-as-game[.Jcom
alfanero-eu[.Jcom
auth-cgi[.Jcom
exitcafe[.Jorg
elywi[.Jcom
allianz-cz[.Jcom
btc-am[.Jcom

cnucok[.Jcom
anvilntl[.Jcom
slaminaworld[.Jcom
wntassist[.Jcom
wwt-club[.Jcom
tpch320[.Jcom
bymisgin[.Jcom
alpha-nuts[.Jcom
alko-magnit[.Jcom
skurativskyy[.Jcom
vebdabl[.Jcom
waytolucklife[.Jcom
igorvorobiov[.Jcom
melnitsa-video[.Jcom
codognotto-sk[.Jcom
danyagtysy[.Jcom
i-matras[.Jcom
fashion-baby][.]net
moy-obraz[.Jcom
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steamcommuunituy[.Jcom

tatulyan[.]net
naturalniy-kamen[.Jcom
cyberalexproject[.Jcom
kipnisdavid[.Jcom
tmbattlecraft[.Jcom
sannabijou[.Jcom
elektromechanikas[.Jcom
ms-coupon][.]Jnet
mxpsychology[.Jcom
mansaccessories24[.Jcom
robkanovmusic[.Jcom
rahatresto[.Jcom
shesevry-miroviogo-kino[.]net
building-peace-together[.]Jorg
aktaiki[.]net
offroad-kolnishev-tours[.Jcom
gogopokemonl.]net
aver-consult[.Jcom
banditpoker[.]net
[-stiles[.Jcom

itsting[.]Jnet

tazotour[.Jcom
uzcine[.Jcom
alexusavisa[.Jcom
sofi-elite[.Jcom
adtsdal.]Jorg

en-route[.]pro
svetlanakavetskal.Jcom
dalgasupply[.Jcom
carrwebs|.Jcom
curmanus|.Jcom
novyedomal.Jcom
parikmaxer[.]Jtoday
alfa-kitchen[.Jcom
biscall[.]biz
rabota-2015[.Jcom
safebuyl.]biz
gorizont-vagi[.Jcom
exclusivemommy[.Jcom
optzakupkal.Jcom
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cftcview[.Jcom
amnonbukay[.]net
feelingbowties[.Jcom
kushnirchuk[.]Jinfo
aquasl.]Jtechnology
ekatel.]info
kurs-dollar[.]info
csgoscratch[.]Jorg
vmedal.Jus
smdi14[.]net
krokodildo[.]kherson[.Jua
auto-parts-vin[.Jcom
karipazimus[.Jcom
tezbazr[.]Jcom
stroy-dom51[.Jcom
karnizdecor[.Jcom
stroy-dom51[.]Jnet
buxmaker|.Jorg
sqwer][.]us
investmaker].Jorg
amazoni00[.]Jorg
koguhov[.Jcom
valiumstudio[.Jcom
lotoscentr[.Jcom
adminecolavkabot[.]net
adminlipabot[.]net
dianjar[.Jcom
karpatyboutique[.Jcom
bimmerflow[.Jcom
mermerlidas[.Jcom
sport-volnal.Jcom
admindjadjaf].]net
8print[.Jorg
kusto-wows[.Jcom

intelligentsolutionsintl[.Jcom

green-slon[.Jcom
2daprodaction[.Jcom
kelipdom[.Jcom
wot-shoping[.Jcom
rezident-canada[.Jcom
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taporsoft[.Jcom
zatoka-news[.Jcom
atomparksoft[.Jcom
sbasibom[.Jcom
wonderlandmd[.Jcom
vpznk-porno[.Jcom
moikal.]Jguru
insgruop|.Jcom
ua-titan[.Jcom
numberzroad[.Jcom
japanavto.]biz
watchelite[.Jnet
jav-cams|.Jcom
saitosalatah[.Jcom
geoby-kids[.Jcom
spain-elite-estate[.Jcom
thecostofhabits[.Jcom
photo-px[.Jcom
myagcoff[.Jcom
anyalta[.Jcom
kaduba-fayti[.Jcom
nogti12dneil.Jcom
capitolis[.]biz
sweethomecreator[.Jcom
checktheplace].]biz
eleganttueren[.Jcom
mevericks|.]info
ukrline[.Jhosting
kaidiharbil.Jorg
zolota-seredynal.Jcom
extvest[.Jcom
aleksnazarov[.Jcom
kopeukal.Jcom
checksgood[.]Jcom
investmentsports|.Jorg
mir-gpsl[.Jcom
semavial.Jcom
avia-brands[.Jcom
it4city[.]Jcom
job24coml[.Jcom
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esho-pizza[.Jcom
brautmode-michelle[.Jcom
ezizov|.Jinfo
earninetmoney/.]info
julietsweet[.]Jcom
bezslov[.]Jorg
imgarranger[.Jcom
shvecijal.Jcom
pokoy[.]biz
musicsnostalgia[.Jcom
webtransfersuvenir[.Jcom
nurislav[.Jcom
oncobudni[.]Jcom
wertusland[.Jcom
zamisto[.]info
mmashopby[.Jcom
moneyvost[.]Jorg
bailrey[.]Jcom
marinagorkal.]biz
test-serpol[.Jcom
repetitorss[.Jcom
mirinfo[.]biz
ross-skulbedal.Jcom
supersemeykal.Jorg
windstorm-changes|.Jcom
radchenkoirinal.Jcom
de-art[.]biz
rucouch[.Jcom
webtransferfinance[.Jnet
iskorshun[.Jcom
invest-forex[.]Jorg
biznesnv[.Jcom
olvinplus[.Jcom
mymi-wonder[.Jcom
svetlanakostenkol[.Jcom
transit-service[.Jorg
avonukr[.Jnet
financefx[.Jinfo
nailbar-muine[.Jcom
oldisgas[.Jcom
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kred8[.Jcom
nightvita[.Jcom
encodsystem[.Jcom
webtrasferandreol.]biz
expokz[.]Jorg
komsomolecfarmal.Jcom
power-gomel[.Jcom
makstur[.Jcom
divertimentoshow[.Jcom
luzk127[.Jcom
alez14[.Jorg

allrich[.]info

joyplant[.]biz
transfinans|.]Jorg
vkinvest[.]Jorg
tmke-mail[.]net
kerd22[.Jcom
domashniidengi[.Jcom
pershi[.Jnet
bakubrandhotel[.Jcom
toy4youl.]biz
stopsnoringcommunity[.]Jorg
mymakel.]life
dohod-wt[.Jcom
home-clining[.Jcom
kovaliova[.Jcom
peace-means-profit[.Jcom
gsksever].]info
cosp3[.Jcom
azkulinar[.Jcom
reclam-ekb[.Jcom
best-anabolik[.]Jcom
jasmine-nov[.Jcom
trastfinance[.Jcom
groupoldis[.Jcom
schweizer-association[.Jcom
giwidrom[.Jcom
heroes-charge[.]net
avtoxeber].]info
faberlic-edelstar[.Jcom
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uapressmedial.Jcom
abortionandi[.Jcom
cssadept[.Jcom
clpis4sale[.Jcom
bellacorlighting[.Jcom
alinkedin[.Jcom
snuffbuckle[.Jcom
hotmaaail[.Jcom
infoscammer[.Jcom
asiantrans[.]Jnet
bisexual-playpen|.Jcom

xn--oracle-apex-espaol-20b[.Jcom

cat3mov[.]us

cats-r[.Jus
bitcoinbeetlel.Jus
anti-revoke[.]Jus
freesats[.]us
c-l-i-c-K[.]Jus
angel-invest[.Jus
unlocked-phones|.Jus
opportunitynews|.Jus
wfzx[.Jus

visex[.Jus
district-of-columbia[.Jus
big-brother|.]Jus
bras-r[.Jus

bricks-r[.Jus
harry-styles[.]Jus
mrcmv[.Jus
bestdownloadsevers|.]Jus
enterprise-rent-a-car[.]Jus
columbus-ohio[.]us
littletexasranch[.Jus
beadlam[.]us
ventura-cal.Jus
work-on[.]us

waprik[.]Jus
yupornoi[.Jus
virtual-school[.]us
squided[.Jus
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trochoiviet[.Jus
tfc-state-tx[.Jus
tuifan[.]us
vidiobokep|.]us
work-from-home-jobs|.Jus
trlivespor|.Jus
twistysgirls|.Jus
wichita-ks[.]Jus
waseda-waterpolo[.]Jus
translation-agency[.Jus
translation-service[.]Jus
weather-report[.Jus
sioux-falls[.]Jus
the-best-of[.Jus
the-best-in[.]us
shopkins[.]Jus
watch-free-movies[.]us
virtual-private-server|.Jus
tenacyl[.]us
waplink[.Jus
youshouldavoid[.]Jus
tinhot[.Jus
twinkvideos|.]Jus
yahccl.Jus

XXx-sex|.Jus
waper[.Jus

u-n-o[.Jus
wWww-ups-com[.Jus
x-factor[.Jus
vacuum-cleaner|.]Jus
watch-free[.Jus
virtual-address|.Jus
tapety[.Jus

xabgl[.]us

zeronew[.]Jus
sex-porno[.Jus
water-treatment[.Jus
you-r[.Jus
thomas-pink[.Jus
toprecipesecrets|.Jus

11


http://www.whoisxmlapi.com

toy-store[.]us
s-o-l-a-r[.Jus
talk-about[.Jus
pornd[.Jus
this-works|.Jus
tvrage[.]us
thangmay/.Jus
speeddownload[.]Jus
supomol.Jus
top-games|.Jus
voip-phonel[.Jus
toprealestateagent[.]us
register-business[.]us
watch-moviel[.Jus
thedaniex[.]us
yourpictures|.Jus
virginia-beach[.]us
triumph-motorcycles[.]us
trucks-r[.Jus
versiones[.]us
vandergraaf[.]Jus
youporn-com[.]us
ssepl[.Jus

tv-live[.]Jus
victoriaedison[.]us
wedding-invitations[.Jus
web-hosting-in[.Jus
viproyal[.Jus
vboy[.]Jus

r-e-d[.Jus
tomonews[.Jus
save-children[.]Jus
the-week].Jus
thefreeproxy[.Jus

the-covenant[.]us
wow-gold[.]Jus
willbros-construction[.]Jus
tamquoc|.]us
t--shirts[.]us
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website-design-company[.Jus

studiohits[.]us
wonzoh[.Jus
white-mountains[.]us
webshow202[.Jus
v-a-n[.Jus

timban[.Jus
south-beach[.]us
web-design-company[.]us
sharemani[.Jus

w-d-s[.]Jus

storeapple[.Jus
ryushare[.]Jus
political-asylum[.]us
thekitchentablepatriots[.]Jus
shop-ship[.]Jus
ray--banl[.Jus
the-army[.]Jus
pharmacopeial.Jus
the-end-ofl.Jus
urfreeporn[.Jus
stock-tradingl[.]us
st-louis-mol[.Jus
u-ship[.Jus

sex4best[.Jus
trapbasilical.Jus
the-download-from-my-blog[.Jus
scrotall.]us
san-marinol.Jus
overlordgaming].]us
roll-with[.]Jus
tv-streaming[.Jus
they-walk-among][.Jus
trade-shows|.Jus
thedownloadandthankme][.Jus
online-movie[.]us
the-north-face[.Jus
theydontbelongwithl[.Jus
sunglasses-shopl.Jus
seriasles[.]us
online-mba[.]us
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Sample IP Addresses the 1oCs Resolved To

planet-sex[.Jus
safety-r[.Jus
nicky-gyurcil.Jus
t-h-e[.Jus
public-schools[.]us
staemstat[.]us
toll-freel[.Jus
thriftynickelwantads|.Jus

104[J21[J11[]112
172[]67[.]191[.]249
176[.]123[.]9[.15
172[]67[.]161[.]23
104[.]21[.]90[.]203
104[]21[.]51[.]153
172[]67[.]182[]22
104[.]21[.]56[.]225
172[.]67[.]156[.]62
185[.]112[.]146[.]251

rrc-state-tx[.Jus
nyamukkurl.Jus
sexdepl.]us
sexy-girl[.Jus
sim-card[.Jus
sarjana3tahunlul[.Jus
nhatp[.]us
nick-name[.Jus

93[.]95[.]229[.]167
185[.]246[.]220[.]246
104[.]21[.]65[.]84
172[.]67[.]189[.]107
172[.]67[.]205[.]56
104[.]21[.]52[.]228
104[.]21[.]92[.]94
172[.]67[.]190[.]226
172[.]67[.]70[.]164
172[.]67[.]70[.]168

Sample Domains That Shared the loCs’ IP Hosts

03[.Jcommunity[.]Jclub2crd[.]Jcc
05ed[.Jcom

0ezj80r[.Jcn

Olbpzt[.Jcyou

100monetok[.]ru
100msginfoswebid[.]Jwebsitehelpl.]in
12playnow|.]net

13s[.]live

1443euclidst[.Jcom
15-51[.Jcom

1656400[.]com
18mertonst501[.Jcom
19640[.]Jcom
1dewt[.]schroederijettie[.]tk
1jingji[.Jone

1u27f6[.Jcyou

1xbet-ams|.]top
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1ze11mw[.Jshop
2023keeazyxalez[.Jcyou
2023ketaezytekyl[.Jcyou
20n6wn[.]Jcyou
247analporn[.Jcom
274members[.Jcom
33seriestreaming][.]vin
3jsdz3[.Jcom

3vodf7[.Jshop
403kingstreetaberdeen[.]co[.Juk
47v3onrx[.Jwork

49867[.]cc
4bcd22cdaafa6c76489e1311e01d2
2b4[.]xyz

52jd[.]eu[.]Jorg

577sscl.Jcom

58113i[.Jcom
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5hookupsearch[.]space
5x6pr|.]Jshop
60hzwz46][.]shop
73u2vq[.Jcyou
77betsports-2[.]xyz
88av369[.]xyz
91rukou[.]xyz
91x310[.]xyz
996hl[.Jcom

a-great-de-stairlift[.]fyi

a-know[.]Jme
a-superb-in-online-math-courses|.]f
yi

aa3303[.]Jvip

aaekz[.Jcom

ab5mrk[.]cf

abortranjec|.]Jgq

accountnature[.]Jco

Sample Domains That Contained Strings Commonly Seen among the

loCs (card + forum and card + community)

forum[.]Jcards
cardforum[.Jsk
cardforum[.]de
cardforum[.]cz
cardforum[.Jus
forumcard[.]ru
cardforum[.]Jch
cardforum[.Jru
cardforum[.Jeu
cardforum[.]cf
cardforum[.Jws
cardforum[.Jorg
cardsforum[.Jru
cardforum[.Jcom
cardforum[.]xyz
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