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Executive Report
You may be wondering who Robin Banks is, but you should instead ask what Robin Banks is.

Robin Banks is a phishing-as-a-service (PhaaS) platform that first surfaced in March this year.
The name is a play on the phrase “robbing banks,” coined by IronNet researchers who
introduced the malicious platform to the world.

Despite Cloudflare’s efforts to shut down pages connected to the threat soon after its exposure
in July, Robin Banks’s operators have seemingly reemerged just this month. IronNet has made
17 indicators of compromise (IoCs) known via its two reports so far. But could other artifacts be
weaponized to pose even greater dangers to online banks and their customers worldwide?

WhoisXML API researchers sought to find out through a deep dive aided by WHOIS, IP, and
DNS intelligence. Here’s a list of our key findings:

● 367 domains containing specific strings found among the IoCs—“securebofa,”
“verify-fargo,” “robinbanks,” “ironpages,” “9dumbdomain,” “ironnet,” “suncoastportal,”
“truistclientauth,” “authchecks,” and “robinbnks”

● 10 unredacted registrant email addresses from the possibly connected domains’
WHOIS records

● 10,101 domains that shared the artifacts’ registrant email addresses
● 348 IP resolutions of the domains that shared the artifacts’ registrant email addresses,

three of which were found malicious
● 1,229 more domains that shared the artifacts’ IP hosts
● 16 malicious domains from among the 11,385 potentially connected web properties

found
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Robin Banks: Robbing Banks for Months Now

IronNet researchers identified U.S., U.K., Canadian, and Australian online banking customers
as Robin Banks targets in its reports. Apart from trailing their sights on victims’ banking
credentials, the threat actors also aimed to collect users’ Microsoft and Google
username-password combos using phishing pages and cookie stealers.

Online banking customers have since been warned to steer clear of 17 IoCs—14 domains and
three IP addresses. The table below shows the complete list.

Web Properties Identified as Robin Banks IoCs

Domains IP Addresses

● www[.]securebofa[.]online
● verify-fargo[.]info
● robinbanks[.]su
● ironpages[.]club
● dumb1[.]su
● 9dumbdomain2[.]ru
● 9dumbdomain1[.]ru
● ironnet[.]click
● suncoastportal[.]online
● truistclientauth[.]com
● authchecks[.]com
● robinbanks[.]in
● robinbnks[.]in
● robinbanks[.]cc

● 185[.]38[.]142[.]28
● 185[.]61[.]137[.]142
● 5[.]206[.]227[.]166

What Our Robin Banks Deep Dive Uncovered

While the IoCs IronNet identified seem to have been disabled, our Domains & Subdomains
Discovery search for additional artifacts uncovered 367 domains that shared identifiable strings
the domain IoCs used—“securebofa,” “verify-fargo,” “robinbanks,” “ironpages,”
“9dumbdomain,” “ironnet,” “suncoastportal,” “truistclientauth,” “authchecks,” and “robinbnks.”

A bulk WHOIS lookup for the 300+ additional domains revealed that 10 had unredacted
registrant email addresses. Using these as historical reverse WHOIS search strings led to the
discovery of 10,101 more domains.
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A bulk IP geolocation lookup for the 10,000+ additional artifacts allowed us to find 348 other
possibly connected IP addresses, three of which—198[.]185[.]159[.]145, 3[.]64[.]163[.]50, and
3[.]130[.]204[.]160— were dubbed “malware hosts” by various malware engines.

Our analysis unveiled a total of 11,385 possibly connected domains via string usage, registrant
email address, and IP hosts.

Screenshot lookups for a few of these web properties yielded interesting results—clear signs
that users should refrain from accessing suspicious websites like those shown below.

Possible Typosquatting Site Target Company

Screenshot of  0-pointlenders[.]com

Screenshot of point[.]com

Screenshot of lendingpoint[.]com
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Screenshot of notouchpayments[.]info Screenshot of medius[.]com

The first screenshot on the left-hand side seems to be riding on the brand of the U.S.-based
lending company Point or Lending Point. We didn’t find any company website named “Point
Loan.” The second screenshot on the left, meanwhile, could be mimicking Medius, a provider
of invoicing solutions in North America. Each row of sites didn’t share the same WHOIS details.
It’s quite possible, therefore, for visitors who enter their credentials to unknowingly hand them
over to phishers or other fraudsters.

A bulk malware check for the 11,385 possibly connected domains identified 16 malicious
properties, including:

● securebofa[.]co
● wwwsecurebofavzla[.]site
● verify-fargoaccess-now[.]ru
● bankofamerica1fraudalerts[.]com

● the-bankofamerica[.]com
● bankofamerica-evaluation[.]com
● 0-0-0-0-0-0-0-0-0-0[.]com
● aquait[.]org

Note the presence of legitimate business brands Wells Fargo and Bank of America in the
malicious domains. Customers of these financial organizations should particularly be wary of
Robin Banks PhaaS users. Despite the presence of the names of two of the most popular
phishing targets in most of the malicious domains, only half currently belonged to them despite
their longer history of being owned by likely nonemployees or even affiliates.

—
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If this Robin Banks IoC expansion is any indication, organizations can drastically improve their
cybersecurity posture through constant monitoring of even potentially connected artifacts.
Without conducting our in-depth analysis, for instance, we wouldn’t have been able to identify
malicious web properties—three IP addresses and 16 domains—other than those IronNet
already publicized.

If you wish to perform a similar investigation or get access to the full data behind this
research, please don’t hesitate to contact us.

Appendix: Sample Artifacts and IoCs

Sample Domains Containing the Same Strings Found among the
Domains Identified as IoCs

● 9dumbdomain2[.]ru
● 9dumbdomain1[.]ru
● authchecks[.]co
● authchecks[.]xyz
● authchecks[.]com
● authchecks[.]biz
● authcheckss[.]com
● fast-authchecks[.]tk
● fast-authchecks[.]cf
● barcauthchecksupport[.]org
● barcauthchecksupport[.]net
● authchecksecuritypuypal[.]tk
● safebrowsing-authchecks[.]com
● authchecksecurity-proceed[.]com
● ironnet[.]cl
● ironnet[.]es
● ironnet[.]ec
● ironnet[.]fi
● ironnet[.]tk
● ironnet[.]ph
● ironnet[.]uk
● ironnet[.]co
● ironnet[.]us

● ironnet[.]ro
● ironnet[.]hu
● ironnet[.]de
● ironnet[.]eu
● ironnet[.]io
● ironnet[.]ch
● ironnet[.]jp
● ironnet[.]ru
● ironnet[.]biz
● ironnet[.]fyi
● ironnet[.]com
● ironneto[.]ws
● ironnet[.]xyz
● ironnet[.]run
● ironnet[.]ltd
● pironnet[.]be
● gironnet[.]se
● ironnet[.]org
● ironnet[.]dog
● pironnet[.]eu
● ironnet[.]xn--ngbrx
● ironnet[.]net
● guironnet[.]eu
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● guironnet[.]me
● haironnet[.]se

● pironnet[.]com
● guironnet[.]fr

Sample Domains That Shared Some of the IoCs’ Registrant Email
Addresses

● pironnet-paysagiste[.]fr
● pironnet-paysagiste[.]com
● taironnet[.]com
● wwwironnet[.]us
● ironnet[.]us
● ironet[.]us
● lronnet[.]us
● ironnet[.]jp
● essais-aeronautique[.]fr
● essais-militaire[.]fr
● maintenancevibration[.]fr
● environnetech[.]fr
● adetests[.]fr
● formationemitech[.]fr
● mesure-anfr[.]fr
● essais-automobile[.]fr
● schemaoc[.]fr
● formationsemitech[.]fr
● adetests[.]com
● emitech-news[.]com
● emitech-group[.]com
● sar-lab[.]com
● emitechnews[.]com
● securebofaedd[.]com
● boaaccountprotection[.]com
● bankofamericaqr[.]com
● corralsolutions[.]com
● secmail-bofa[.]com
● mbnaquantumtravel[.]com
● privacy-bankofamerica[.]com
● nonprofitbankofamerica[.]com
● mbnaproducts[.]net

● bankofamerica-helpdesk[.]com
● bankofamerica1fraudalerts[.]com
● countrywiderewards[.]us
● ustrust[.]com
● mbnainternational[.]ca
● anytimeminiprofile[.]us
● ustrustwebstation[.]us
● ukdynamic[.]us
● cwhomeloan[.]us
● cwnoclosingcostloan[.]us
● www-ibankofamerica[.]us
● yourbankofamerica[.]us
● webankofamerica[.]us
● ctcconsultinginc[.]us
● collegeachievementplan[.]us
● bankofamericaexposed[.]us
● bankofamericacf[.]us
● bankofamerca[.]us
● bankinamerica[.]us
● bankamerican[.]us
● bankcardassist[.]us
● bankamercia[.]us
● bancolasalle[.]us
● bankofamericaonline[.]us
● bankofamerica-online-banking[.]us
● bank0famerica[.]us
● the-bank-of-america[.]us
● balboaproduct[.]us
● balboacasualty[.]us
● balboacrossroads[.]us
● balboaclaim[.]us
● balboaigroup[.]us
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● balboapolicy[.]us
● brucehammonds[.]us
● bofas[.]us
● bofaeducationline[.]us
● bofabusinesscrediteurope[.]us
● shamrockshuffle[.]us
● coontrywide-bank[.]com
● countrywidepayoptionloan[.]us
● countrywideservicingexchange[.]us
● countrywidecares[.]us
● countrywideinsurance[.]us
● countrywidekbhomeloans[.]us
● countrywideloans[.]us
● countrywidehomesavers[.]us
● countrywidehomes[.]us
● countrywidesucks4u[.]us
● countrywideinternational[.]us
● countrywidetaxservices[.]us
● countrywideloansolutions[.]us
● cmbstrustee[.]us
● mbna[.]at
● barnett[.]us
● bankofamericasecurities[.]us
● bankifamerica[.]us
● bankofamerika[.]us
● bankofamericapreferred[.]us
● bankofam[.]us
● baml[.]us
● bankofameriva[.]us
● banc-of-america[.]us
● bancoamerica[.]us
● bankofamericamerrilllynch[.]us
● bankofamerics[.]us
● anti-bankofamerica[.]us
● cashproworkstation[.]us
● cashproweb[.]us
● cashpro[.]us
● callablebonds[.]us

● callablecds[.]us
● callablecmos[.]us
● buildyourownbank[.]us
● bofastudentline[.]us
● bofamerchantservices[.]us
● cwhomeloans[.]us
● ctcrealestateservices[.]us
● creditcomeback[.]us
● commercesphere[.]us
● aaanetaccess[.]us
● autobancofamerica[.]us
● spdrindex[.]us
● realitycheck[.]us
● recontrust[.]us
● mlfac[.]us
● franklinsucks[.]us
● 1-800-877-power[.]us
● bnett[.]us
● blackamericard[.]us
● interislandhomeloans[.]us
● mycountrywide[.]us
● nbateamcard[.]us
● msb-realestate[.]us
● yourbofa[.]us
● ustrustonline[.]us
● ustrust[.]us
● usecfo[.]us
● unlimitedadvantage[.]us
● tvbankofamerica[.]us
● stepstohome[.]us
● sea1stbank[.]us
● bankofamericatechnicalsupportteam

[.]com
● bankofamericahealthsavings[.]com
● bankamerika[.]us
● boaservicecenter[.]com
● warehouselending[.]us
● citywidemortgageservice[.]us
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● citizensandsouthernbank[.]us
● citizensandsouthern[.]us
● i-bankofamerica[.]us
● hrzg[.]us
● herzogheinegeduld[.]us
● bankofamericastudentline[.]us
● bankofamericapreferredbanking[.]us
● bamerchant[.]us
● balboaquote[.]us
● bankofamericasux[.]us
● bamsgiftcard[.]us
● bankameria[.]us
● bankofamericaresort[.]us
● bankofamericamodification[.]us
● balboaservice[.]us
● bankoamerica[.]us
● balboainsurance[.]us
● bankamericard[.]us
● bankofamericaeducationline[.]us
● bankofamericaglobal[.]us
● balboains[.]us
● balboaenroll[.]us
● bankofameria[.]us
● bankforamerica[.]us
● yotengoaseguranza[.]us
● wwwbofa[.]us
● wwwnationsbank[.]us
● wwwbankofamerica[.]us
● net-ratelock[.]us
● nations-banc[.]us
● nation-s[.]us
● nationscorp[.]us
● nations-bank[.]us
● nationsban[.]us
● nations[.]us
● nationsbnk[.]us
● mbnaatyourservice[.]us
● mbnatravel[.]us

● mbnainternational[.]us
● mbnaamerica[.]us
● mbnaextensions[.]us
● mbnaays[.]us
● countrywide-rewards[.]net
● bankofamericaqrcode[.]com
● recontrustcompanyna[.]us
● royalbankofamerica[.]us
● ustrustinstitutional[.]us
● maiersiebelbaber[.]us
● m-l[.]us
● cantstopinvesting[.]us
● businesssignaturerewards[.]us
● businesssignature[.]us
● treasurybank[.]us
● mbnabusinesscard[.]us
● mbnacorporation[.]us
● mbnaassist[.]us
● hogareducacion[.]us
● mladvisors[.]us
● mlservicenetwork[.]us
● thefasterwaytoclose[.]us
● thebankofamerica[.]us
● etrustee[.]us
● lenderaccess[.]us
● trakrs[.]us
● homeloanwizard[.]us
● trusite[.]us
● ustsecurities[.]us
● stakeholder[.]us
● stakeholderpensions[.]us
● cdotrustee[.]us
● casproplus[.]us
● cashprouniversity[.]us
● cashproconnect[.]us
● executiverelocation[.]us
● i-bankamerica[.]us
● heritage-loans[.]us
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● merillynchdirect[.]us
● merilynchdirect[.]us
● merrilllynchboa[.]us
● merillllynch[.]us
● merrilynch[.]us
● merilllynchdirect[.]us
● mlimaccountaccess[.]us
● www-bankofamerica[.]us
● www-bankamerica[.]us
● bankofamericanews[.]us
● bankofamericas[.]us
● bankofamerica1[.]us
● bankofameric[.]us
● bankfoamerica[.]us
● bankofameriac[.]us
● bankofamericagirls[.]us
● banksamerican[.]us
● bank0famericia[.]us
● bank-america[.]us
● bankamerica[.]us
● bankamericana[.]us
● bank-ofamerica[.]us
● bankamericaonline[.]us
● banc-0f-america[.]us
● sea-first[.]us
● lasallesupermoney[.]us
● lasallefunding[.]us
● lasallebonds[.]us
● lasallebankhomelendingcenter[.]us
● lasallebankmidwestna[.]us
● lasallebankmidwesthomelendingcen

ter[.]us
● lasallebankopen[.]us
● cwpayoptionloan[.]us
● cwbc[.]us
● corporatebankofamerica[.]us
● cproplus[.]us
● countrywidehomeloanssucks[.]us

● countrywidemortgageventures[.]us
● countrywide-reverse[.]us
● countrywidecapitalmarkets[.]us
● countrywide-mortgages[.]us
● countrywideopen[.]us
● countrywideloan[.]us
● countrywidehomeloanssource[.]us
● countrywidewholesalebusinesschan

nel[.]us
● clotrustee[.]us
● clues[.]us
● fullspectrum-lending[.]us
● campbellcowperthwait[.]us
● jlhmortgage[.]us
● improvementplus[.]us
● ibsshopsafe[.]us
● ibsnetaccess[.]us
● ibankofamerica[.]us
● hudsonhomeloans[.]us
● hudsonhomeloan[.]us
● coountrywidefinancial[.]com
● homesafe[.]us
● merrilynchdirect[.]us
● merrilllynchandcoinc[.]us
● merilllynchfirm[.]us
● merrilllynch[.]us
● merill-lynch[.]us
● mbnanetaccess[.]us
● mbnagreenawnings[.]us
● hhgonline[.]us
● mbnadirectpay[.]us
● mbnamarketplace[.]us
● merrilledge[.]com
● cashproboa[.]com
● trackrs[.]us
● studentloansbankofamerica[.]us
● stopfirstfranklin[.]us
● enationsbank[.]us
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● fleet[.]us
● usbankamerica[.]us
● net-lock[.]us
● mycitywide[.]us
● ebankofamerica[.]us
● the-bankofamerica[.]com
● internetbankamerica[.]us
● integrity-homeloans[.]us
● webbankofamerican[.]us
● accessfirst[.]us
● getcfo[.]us
● fullspectrum[.]us
● wealthmanagementadvisor[.]us
● ncmsaccess[.]us
● nati0nsbanc[.]us
● easyreally[.]us
● e-bank-america[.]us
● e-bankofamerica[.]us
● autorebates[.]us
● ask-merril[.]us
● nati0nsbank[.]us
● fianetaccess[.]us
● ffsucks[.]us
● recontrustco[.]us
● nationscounsel[.]us
● nations-direct[.]us
● nationsbankonline[.]us
● nationsbanking[.]us
● nationsbanksc[.]us
● nationsonline[.]us
● paymenttransactionbroker[.]us
● firstfranklinsucks[.]us
● firstbankofamerica[.]us
● ourbofa[.]us
● bankofamerica-games[.]us
● bank-0f-america[.]us
● bankamericaloan[.]us
● bankfamerica[.]us

● bankofamreica[.]us
● bankof-america[.]us
● bamlofamerica[.]us
● banc0famerica[.]us
● bancofamerica-comfund[.]us
● balboaproducts[.]us
● balboainstitutionalgroup[.]us
● balboaquotes[.]us
● applyonlinenow[.]us
● signaturerewards[.]us
● nationscredit[.]us
● predatoryfirstfranklin[.]us
● mortgagesplc[.]com
● studentbankofamerica[.]us
● inter-bankofamerica[.]us
● mynationsbank[.]us
● reality-check[.]us
● mpoloans[.]us
● mybofa[.]us
● mobilecreditsolution[.]us
● greenawnings[.]us
● goldportfolio[.]us
● directpluschecking[.]us
● countrywide-rewards[.]us
● countrywidehomecentral[.]us
● countrywidereverse[.]us
● countrywidehomeloans[.]us
● countrywidealliance[.]us
● countrywidehogar[.]us
● countrywidemortgages[.]us
● countrywidehomeloansource[.]us
● countrywide[.]us
● countrywideconsulting[.]us
● countrywide-customers[.]us
● lasalleinsuranceservices[.]us
● lasallehomemortgage[.]us
● lasallenational[.]us
● lasallebdsd[.]us
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● lasallebanks[.]us
● lasallebank[.]us
● l-bankofamerica[.]us
● thegiftplan[.]us
● thebancofamerica[.]us
● thebankamerica[.]us
● webapply[.]us
● thetransactionbroker[.]us
● thelasallesurvey[.]us
● thebofa[.]us
● firstfranklinfinancialsucks[.]us
● firstfreedommortgage[.]us
● firstunionnetaccess[.]us
● firstunioncards[.]us
● fbf[.]us
● seefirstonline[.]us
● excelsiorfunds[.]us
● secondcharterreinsurance[.]us
● homebycountrywide[.]us
● homeworth[.]us
● financialrealitycheck[.]us
● fleetbank[.]us
● fleetboston[.]us
● herzogonline[.]us
● paymentedge[.]us
● fleetbostonfinancial[.]us
● firstbankamerican[.]us
● firstunioncreditcard[.]us
● micard[.]ca
● hateff[.]us
● boatmens[.]us
● countrywidebank[.]us
● countrywide-usa[.]us
● countrywidecredit[.]us
● countrywide-mortgage[.]us
● countrywidesucks[.]us
● contactmerrill[.]us
● countrywidekbhl[.]us

● countrywidehomeloanpros[.]us
● countrywidehomeloansucks[.]us
● countrywide-wholesale[.]us
● aboutbankofamerica[.]us
● nationsbankdfs[.]us
● nationsbamk[.]us
● nationsbankmontgomery[.]us
● nationsbaml[.]us
● nationsbank[.]us
● ukvaluation[.]us
● investmentbankamerica[.]us
● askmerrill[.]us
● mbnacreditreport[.]us
● mbna[.]us
● mbnashopsafe[.]us
● mbnabusiness[.]us
● mbnafoundation[.]us
● accessexec[.]us
● platinumplus[.]us
● accesscarddeals[.]us
● merrilllynchdirect[.]us
● merrillllynch[.]us
● merillynchonline[.]us
● merillynch[.]us
● aphmortgage[.]us
● americaswholesalelender[.]us
● cashproconnectpp[.]us
● cashpay[.]us
● account-access[.]us
● aamsaccess[.]us
● jobbankofamerica[.]us
● cashproplus[.]us
● chicagomarathoncashcard[.]us
● cashmanagedloans[.]us
● hatefirstfranklin[.]us
● cfchomeloans[.]us
● lasallemessiah[.]us
● lasallebanksucks[.]us
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● pncnetaccess[.]us
● lasallelink[.]us
● lasallenationalbank[.]us
● lasallebanksmidwest[.]us
● lasalleaptlending[.]us
● lasallecorporatefinance[.]us
● lasallepointsofappreciation[.]us
● lasallebankfsb[.]us
● cfotrustee[.]us
● landsafeinspection[.]us
● landsafeinspections[.]us
● landsafe[.]us
● 4-countrywidemortgage[.]us
● ask-merrill[.]us
● ask-merill[.]us
● personalfinancialmanagement[.]us
● callablecd[.]us
● mlretirementservices[.]us
● mlretirementonestop[.]us
● noonecandowhatcountrywidecan[.]u

s
● mlfinancialadvisorycenter[.]us
● mladvice[.]us
● studentbankamerica[.]us
● homepayplus[.]us
● michigannational[.]us
● goldcredit[.]us
● merilllynchonline[.]us
● merrilllynchinternational[.]us
● merilynchonline[.]us
● merrilllynchfinancialadvisorycenter[.]

us

● merrilllynchgreenandgold[.]us
● merrilllynchpiercefennerandsmith[.]u

s
● mercuryfunds[.]us
● merrilllynchonline[.]us
● facilitandosuenos[.]us
● seafirst[.]us
● seafirstbank[.]us
● seafirstonline[.]us
● terramortgage[.]us
● bofasecurities[.]us
● bofaml[.]us
● boatmen[.]us
● merril-lynch[.]us
● merilllynch[.]us
● merrillynchonline[.]us
● merilynch[.]us
● merrilynchonline[.]us
● merrilledge[.]us
● mbnacredit-card[.]us
● mbnaaccess[.]us
● mbnaeurope[.]us
● e-approve[.]us
● effinitybank[.]us
● dspml[.]us
● financial-reality-check[.]us
● financialadvisorycenter[.]us
● jobbankamerica[.]us
● firstfranklinfraud[.]us
● ctcconsulting[.]us

Sample IP Addresses That Hosted the Artifacts

● 162[.]241[.]253[.]162
● 195[.]255[.]153[.]5
● 45[.]79[.]222[.]138

● 91[.]151[.]82[.]62
● 34[.]102[.]136[.]180
● 91[.]227[.]138[.]26
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● 75[.]2[.]26[.]18
● 99[.]83[.]153[.]108
● 2a01:238:20a:202:1164::
● 81[.]169[.]145[.]164
● 15[.]197[.]142[.]173
● 3[.]33[.]152[.]147
● 185[.]101[.]158[.]113
● 5[.]188[.]131[.]10
● 54[.]68[.]182[.]72
● 34[.]213[.]106[.]51
● 64[.]70[.]19[.]203
● 172[.]67[.]176[.]205
● 104[.]21[.]17[.]136
● 188[.]165[.]53[.]185
● 69[.]64[.]146[.]192
● 185[.]26[.]105[.]241
● 127[.]0[.]53[.]53
● 213[.]186[.]33[.]5
● 213[.]186[.]33[.]87
● 51[.]254[.]71[.]8
● 178[.]212[.]183[.]225
● 188[.]93[.]95[.]11
● 194[.]206[.]126[.]209
● 2600:1f16:389:3120:96e6:3c0a:86b

c:e768

● 2600:1f16:389:3100:20ef:8b14:2b57
:72b3

● 2600:1f16:389:3110:91fb:8a45:3e14
:4bd1

● 18[.]117[.]28[.]81
● 3[.]19[.]100[.]43
● 3[.]13[.]90[.]76
● 38[.]21[.]22[.]37
● 192[.]185[.]209[.]83
● 2606:4700:3035::ac43:b51a
● 2606:4700:3035::6815:4069
● 104[.]21[.]64[.]105
● 172[.]67[.]181[.]26
● 34[.]98[.]99[.]30
● 157[.]7[.]144[.]5
● 2607:f1c0:1000:106b:45c7:fb49:430

2:380f
● 192[.]195[.]77[.]233
● 72[.]52[.]179[.]174
● 198[.]50[.]252[.]64
● 2a05:d018:964:c0c:ac60:beb3:d5c4

:7a41
● 34[.]249[.]138[.]199
● 107[.]180[.]57[.]148

Sample Domains That Shared the Artifacts’ IP Hosts

● 0--0[.]dev
● 0--0[.]mobi
● 0-0-0-0-0-0-0-0-0-0[.]com
● 0-0-two[.]com
● 0-100realquick[.]com
● 0-2[.]live
● 0[.]connecting-australia[.]com[.]au
● 0[.]creationfs[.]uk
● 00007[.]xyz
● 0001905638[.]xyz

● 007lock1service[.]com
● 01[.]eftps[.]com
● 010[.]sbs
● 0174[.]xyz
● 01mrw[.]com
● 01snus[.]se
● 01x[.]boutique
● 037a[.]ws
● 039[.]info
● 060[.]org
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● 06000[.]info
● 0800flowers[.]deals
● 0800vacum[.]com
● 0800vacuum[.]co[.]uk
● 081g[.]arab
● 0daytraining[.]org
● 0micron[.]com
● 1064killdeerlane[.]com
● 123portail[.]fr
● 12cspider[.]org
● 12fitzroystreet[.]co[.]uk
● 13doll[.]com
● 1478unlimitedcdn[.]com
● 148[.]57[.]180[.]107[.]host[.]securese

rver[.]net
● 1stimpressionacademy[.]com
● 1u7kmy[.]icu
● 2007daili[.]com
● 21777[.]co[.]za
● 24-c[.]com
● 254villanova[.]com
● 2aussies[.]com
● 2bo2b[.]com
● 2f[.]a3[.]7434[.]ip4[.]static[.]sl-reverse

[.]com
● 2ndchancesdifferentchoices[.]org
● 2qcse4[.]ga
● 2sixteenphotography[.]com
● 317153[.]com
● 350zroadster[.]ch
● 3keyielts[.]com
● 3oaksgoldenretrievers[.]com
● 4-dfx[.]com
● 4040creative[.]com[.]au
● 414forsuchatimeasthis[.]com
● 420[.]marketing
● 4stepsfromhome[.]com
● 504manbetx[.]com

● 5f[.]cf[.]2da9[.]ip4[.]static[.]sl-reverse[
.]com

● 7310deercrossingcourt[.]com
● 7arecords[.]com
● 8vyw[.]mil[.]ph
● 9newsradio[.]com
● a3e2r[.]info
● aaanetaccess[.]com
● aacspalmcoast-org[.]yyv[.]pep[.]myb

luehost[.]me
● aadrm[.]co
● aansatx[.]com
● aaraadhana[.]southafricanseocompa

ny[.]co[.]za
● abnkofamerica[.]com
● acca-family[.]com
● accesocard[.]com
● acumentous[.]com
● adaxytoqikit[.]cf
● adelaideorthotics[.]au
● adiestrame[.]net
● admin[.]ageinvesting[.]com
● adrenalin[.]org
● adullis[.]com
● adventuresofrubi[.]hu
● aeroclubdubeauvaisis[.]com
● affiliatedhomelending[.]com
● ahac[.]xyz
● airking[.]info
● airupsolutions[.]com[.]au
● akadoarmory[.]co[.]uk
● akvepinkunssaddcom[.]tk
● alexander-holst[.]com
● alhambrathalasso[.]com
● alienfirstcontact[.]org
● alkalinesilver[.]org
● alkboroughandwalcot[.]org[.]uk
● alma[.]team
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● alpaca-media[.]co[.]uk
● altruismprism[.]com
● anahespanhol[.]com
● animalrightsofillinois[.]org

● ankofamerica[.]com
● aphmortgage[.]com
● apo-dok[.]ch
● appoapps[.]org
● arcadian[.]la
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