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Executive Report

Palo Alto Networks threat analysts discovered more than 12,000 cases of domain shadowing
after scanning the Web from April to June 2022. For this threat, all cybercriminals need to do is
create malicious subdomains under legitimate domains, allowing them to host
command-and-control (C&C) servers, phishing pages, and other malicious content while riding
on the legitimacy of the root domains.

Often, victims cannot detect domain shadowing until it’s too late. WhoisXML API researchers
built on the indicators of compromise (loCs) Palo Alto Networks published to obtain possible
cases of domain shadowing and expand the list of potentially malicious domains. Our study
revealed:

e 2,900+ subdomains starting with trust-evoking strings like “login,” “training,” and
“carrier” added between 1 September and 24 October 2022

e 1,600+ web properties resolving to IP addresses to which the 1oCs resolved

e About 4% of the artifacts related to the domain shadowing campaign loCs were
malicious

e Several domains hosting or redirecting to similar Microsoft login pages to which the

loCs redirected

loC Expansion

What Other Domains Share the Malicious IP Hosts?

About 14 web properties tagged as 10Cs in the domain shadowing campaign were published in
the report referenced above. These resources resolved to seven unique IP addresses, also
named in the report.
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A reverse IP/DNS lookup on the IP addresses revealed 1,675 connected cyber resources, over
a dozen of which were flagged as malicious by various malware engines.

What Other Domains Look Similar to the loCs?

By studying the 10Cs, we determined that aside from using random text string combinations for
the subdomains, the threat actors also used terms that evoked trust in the average Internet
user. Examples include “login” and “training.” We named some of the most common
subdomains found under legitimate domains that threat actors may be taking advantage of.

We used these strings as Domains & Subdomains Discovery search terms, along with
“dhl-express” and “carrier,” which were also seen in our subdomain lookups for the
compromised domains. A total of 2,904 unique subdomains added from 1 September to 24
October 2022 were found. The chart below shows the volume of domains found per search
term.
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Nearly 4% of these connected properties were found malicious.

Analysis of the Artifacts

About 81% of the artifacts related to domain shadowing had active IP resolutions. Several
subdomains hosted questionable content, according to the screenshot lookup results. Some
were login pages, similar to the content the loCs hosted or redirected to.
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The screenshot below shows the page to which users who clicked the IoCs were redirected.
The goal of the page could be to steal Microsoft user credentials.

BB Sign in to your account x  + = X
& c A login.elitepackagingblog.com/common/oauth2/v2.0/authorize?client_id=4765445b-32c!
Chrome is being controlled by automated test software. X

BY Microsoft

Which type of account do you
need help with?

Wark or school account
Created by your IT department

4
R Personal account

Created by you

Back

Terms of use  Privacy & cookies - -

H O Type here to search

Screenshot of elitepackagingblog[.Jcom taken from Palo Alto Networks

On the other hand, below is a screenshot of one of the connected subdomains we discovered.
Like the malicious page above, it also appears to resolve to a Microsoft look-alike login page.
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B3 Microsoft

Sign in

No account? Create one!

Terms of use  Privacy & cookies =«

Screenshot of login[.Jdev].Jconsigli[.Japp

Other examples found hosting similar content are shown below.

Screenshot of Screenshot of login[.Juat[.Jconsigli[.Japp
login[.Jspringer(.Jcom[.Jeirc[.Jremotexs|.Jco

Malicious Subdomains Found

We ran a bulk malware check on the connected properties and found 172 that may have
already figured in malicious campaigns, regardless of type —domain shadowing or some other
type of cyber attack.

Alarmingly, several still hosted or redirected to suspicious pages, such as those shown below.
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Screenshot of
login[.]8923116[.Jnorseshorestudios|.Jcom

@ Collect. Verify. Connect

Sign in

Enter the primary email address associated with your

Can't access your accoun t?
Sign-in options

Next

s pm—

Screenshot of login[.Jisnetworld[.Jus[.Jcom

Lovable. Drawable. Magical.
Available starting 10.26

Learnmore »  Order now >

Screenshot of
login[.Jraknten].]jp[.Jgdubeil.Jtop

Welcome back!

Qut of service due to maintenance

G sign in with Google

‘ O sign in with your Identity Provider ‘

Email Address

Password

Screenshot of
login[.Jramp[.Jcom[.]Jweafricans|.Jnet

Domain shadowing is reminiscent of the Gallium APT Group’s modus operandi we studied in
the past, where we discovered several malicious subdomains under legitimate root domains. In
fact, for this study, some of the malicious properties we found were DuckDNS subdomains.

We found a common theme for both threats—malicious actors hid behind legitimate domains.
Compromised pages may, however, be difficult for domain owners to detect until it’s too late.

If you wish to perform a similar investigation or get access to the full data behind this

research, please don’t hesitate to contact us.

Appendix: Sample Domains
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Sample loCs from Palo Alto Networks

halont[.Jedu[.]au
training[.]Jhalont[.Jedul.]Jau
ocwdvmijjj78krus[.]halont[.]Jedu[.]au
bagrxmgfr39mfppl.]Jhalont[.Jedul.]Jau
barwonbluff[.Jcom[.]Jau
bancobpmmavfhxcc[.]barwonbluff[.]
com[.Jau
snaitechbumxzzwt[.]Jbarwonbluff[.Jco
m[.Jau

©

snaitechbumxzzwt[.]Jbarwonbluff[.Jco
m[.Jau/bumxzzwt/xxx[.lyyy@target[.]i
t
tomsvprfudhd|.]Jbarwonbluff[.Jlcom].]
au

brisbanegateway[.Jcom
carriernhoousvz|[.]brisbanegatewayl.]
com

vembanadhouse[.Jcom
wiguhlinz43wxvq[.Jvembanadhouse[
.Jcom
login[.]elitepackagingblog[.]Jcom

Sample Subdomains Under Compromised Domains as of 14 October

2022

cpanell.]Jhalont[.]Jedul[.]au
ak47sender[.]halont[.Jedu[.]au
mail[.Jhalont[.Jedul.]au
lieferung-dhl-express-ch-deliver[.]ha
lont[.]Jedu[.]au
cpcontacts|.]halont[.Jedu[.]au
www[.]Jhalont[.Jedul.]au
webdisk[.]halont[.]Jedu[.]au
www[.]Jtraining[.]Jhalont[.Jedu[.]au
www/[.]blog[.]halont[.]Jedu[.]au
cpcalendars[.]halont[.Jedu[.]au
www[.]lieferung-dhl-express-ch-deli
ver[.]halont[.]Jedu[.]au
training[.]Jhalont[.Jedul.]Jau
autodiscover][.]halont[.Jedu[.]au
webmail[.]halont[.]Jedu[.]au

blog[.]Jhalont[.]Jedul.]Jau
mail[.]Jbarwonbluff[.Jcom][.]au
www[.]Jbarwonbluff[.Jcom[.]au
mail[.]Jbrisbanegateway[.Jcom
www[.]lightshot|.]brisbanegatewayl.]
com
lightshot[.]Jbrisbanegateway[.Jcom
webdisk[.]Jvembanadhouse[.Jcom
cpcontacts[.Jvembanadhouse[.Jcom
mail[.Jvembanadhouse[.Jcom
webmail[.]Jvembanadhouse[.Jcom
cpanel[.Jvembanadhouse[.Jcom
autodiscover|.Jvembanadhousel.]Jco
m
cpcalendars[.Jvembanadhouse|.]co
m

www[.Jvembanadhouse[.Jcom

Sample Web Properties Connected to the Domain Shadowing loCs
through Their IP Hosts

1recruitintl[.Jcom
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2monkeystours[.Jcom
545baldivis[.Jcom][.]Jau
absolutestripout[.Jcom[.Jau
acceleratedfs[.Jcom[.]au
acemobilelocksmiths[.Jcom[.]au
activ8retail[.]Jco[.]nz
adelaidehillsdairies[.Jcom][.]Jau
adelaidesigndesign[.Jcom[.]au
admiralmotorinn[.Jcom[.]Jau
advancedtimberfinishing[.Jcom[.]Jau
afmcl.Jcom[.]Jau

afsal.]net[.]Jau

agtl[.Jcom[.]au
allfloorsqgld[.Jcom][.]Jau
alltimberwindowsl[.Jcom[.Jau
alt-domains[.Jcom
alternatecare[.Jcom[.]au
amanastone[.Jcom[.]Jau
amecservices[.Jcom[.]Jau
andrewtelleypsychology[.Jcom[.]au
appstarmedial.Jcom][.]Jau
areras[.Jcom[.]au
armadaleconsulting[.Jcom[.Jau
artisanacademy/[.Jorg[.]Jau
ashkagroup[.Jcom[.Jau
aspect[.Jclinic
aspectclinic[.Jcom][.]Jau
atlasfab[.Jcom][.]au
ausidive[.Jcom[.]au
austleg[.Jcom[.]au
austmadeengineering[.Jcom[.Jau

autodiscover[.]545baldivis[.Jcom][.]Jau

autodiscover].]alt-domains[.Jcom
autodiscover[.Jautodoorservices[.]Jco
m[.]Jau
autodiscover[.]Jbachalani[.Jcom[.]Jau
autodiscover|.]balwynpoolfenceinsp
ections[.Jcom[.Jau
autodiscover].]blackouttacticall.]Jco
m[.]Jau
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autodiscover[.]byronbayairportshuttl
e[.Jcom
autodiscover[.]Jglobalsourcingtrader].
Jcom

autodiscover].Jjac[.]net[.]au
autodiscover[.]Jobiwaters[.Jcom
autodiscover[.]Jonlinestorytimel[.Jorgl.
Jau
autodiscover][.]Jprofabportlincoln[.]Jco
m[.]Jau
autodiscover|.]Jwest-global[.Jcom
autodiscover[.Jwildernessexplorersaf
rical.Jcom
autodoorservices[.Jcom][.]au
autoprojimboombal.Jcom[.]Jau
availit[.Jcom[.]Jau

b-inked[.]Jcom[.]au
bachalani[.Jcom[.]Jau
balwynpoolfenceinspections[.Jcom[.]
au

beckbuilt[.Jcom][.]Jau
bentstems[.]Jcom[.]au
bestdressdesigns[.Jcom[.]au
bestshots[.Jcom][.]Jau
betafinance[.Jcom[.]Jau
betterbricks[.Jcom[.]Jau
bible[.Jucannlearn[.Jcom
blackouttacticall.Jcom[.]Jau
blog4u[.Jcom[.]Jau

bluebloods|[.]nz
blurbconsulting[.Jcom][.]Jau
bmwise[.Jcom[.]Jau
brainspine[.Jcom[.]au
bramptonfinance[.Jcom][.]Jau
brewdesigns[.Jcom[.Jau
bridgefieldcorporation[.Jcom
brisbanehampers|.Jcom[.]au
bu[.]net[.]Jau
byronbayairportshuttle[.Jcom
c1formworkgroup[.Jcom
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capebouvardtechnologies[.Jcom[.]au
capitalpm[.Jcom[.]Jau
capitalpropertymanagement[.Jcom][.]
au
capitalpropertymarketing[.Jcom[.]au
capitalpropertysettlements|.Jcom[.]a
u

carbonhalo[.Jcom
castlerealestate[.Jcom][.]au
cbit[.Jcom[.Jau

cbit[.]net[.]Jau

ccmil.Jcom|.]Jau
ccrefrigeration[.Jcom[.Jau
ccurb[.Jcom[.]Jau

cehire[.Jcom[.]Jau
celsiusheatingandcooling[.Jcom[.Jau
chessdatal.Jcom[.]au
clermontgroupl[.Jcom[.]Jau
cmworks[.Jcom[.]Jau
concreteintegrity[.]Jcom][.]Jau
continentalsteel[.Jcom[.Jau
contrastsigns[.Jcom[.]Jau
cpanel-506-syd[.]hostingww[.Jcom
cpanel[.]545baldivis[.Jcom[.]au
cpanell.]alt-domains[.Jcom
cpanell.Jautodoorservices[.Jcom[.]au
cpanel[.]bachalani[.Jcom[.]Jau
cpanel[.]balwynpoolfenceinspection
s[.Jcom[.]Jau
cpanel[.]blackouttactical[.Jcom[.]au
cpanel[.]byronbayairportshuttle[.]Jco
m
cpanell.Jexactcomputers[.Jcom][.]au
cpanel[.]Jglobalsourcingtrader[.Jcom
cpanel[.Jgoldmanbros[.Jcom[.]Jau
cpanell.]Jjac[.]net[.]Jau
cpanel[.]Jobiwaters[.Jcom
cpanell.Jonlinestorytime[.Jorg[.]au
cpanell.]west-global[.Jcom
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cpanel[.Jwildernessexplorersafrical.]
com

cpanel[.]Jyouritcrew[.Jcom[.Jau
cpcalendars[.]545baldivis[.Jcom][.]Jau
cpcalendars].]Jalt-domains[.Jcom
cpcalendars[.]Jautodoorservices|.]co
m[.Jau
cpcalendars][.]Jbachalani[.Jcom[.Jau
cpcalendars[.]Jbalwynpoolfenceinspe
ctions[.Jcom[.]Jau
cpcalendars|.]blackouttacticall.Jcom][
Jau
cpcalendars[.]orewdesigns[.Jcom[.]a
u
cpcalendars[.]Jbyronbayairportshuttle
[Jcom
cpcalendars[.]darrenglen[.Jcom
cpcalendars|.]Jdev[.]Jvenncap[.Jcom[.]
au
cpcalendars[.]Jdreamfeet[.]Jcom][.]au
cpcalendars[.]Jesogdc[.Jcom[.]Jau
cpcalendars[.]Jexactcomputers[.Jcom
[.Jau
cpcalendars[.]Jgallowaydesigncollecti
ve[.Jcom[.]Jau
cpcalendars][.]Jglobalsourcingtrader[.]
com

cpcalendars].]jac[.]net[.]au
cpcalendars[.]Jobiwaters[.Jcom
cpcalendars|.Jonlinestorytime[.]Jorgl[.]
au

cpcalendars|.]Jwest-global[.Jcom
cpcalendars[.]wildernessexplorersafr
ical.Jcom
cpcontacts[.]545baldivis[.]Jcom[.]au
cpcontacts|.]alt-domains[.Jcom
cpcontacts|.]Jautodoorservices|.Jcom
[.Jau
cpcontacts|.]Jbachalani[.Jcom[.Jau
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cpcontacts|.]Jbalwynpoolfenceinspec
tions[.Jcom[.Jau
cpcontacts|.]blackouttactical[.Jcom|.
Jau
cpcontacts|.]Jbrewdesigns[.Jcom[.Jau
cpcontacts|.]Jbyronbayairportshuttle|
.Jecom

cpcontactsl.]darrenglen[.Jcom
cpcontacts[.]Jdreamfeet[.Jcom[.]au
cpcontacts|.]Jesogdc[.Jcom].]Jau
cpcontacts|.]Jexactcomputers|.Jcom|.
Jau
cpcontacts|.]Jgallowaydesigncollectiv
e[.Jcom[.]Jau
cpcontacts|.]Jglobalsourcingtrader|.]c
om

cpcontacts|.]jac[.]net[.]au
cpcontacts|.]Jobiwaters[.]Jcom
cpcontacts|.]Jonlinestorytimel.Jorg[.]a
u

cpcontacts[.Jwest-global[.Jcom
cpcontacts|.]wildernessexplorersafri
cal.Jcom

creditms|.Jcom[.]au

csspl[.Jcom[.Jau

ctrl-z[.Jnet[.]au
cyberaccountant[.Jcom[.Jau
cycle-city[.Jcom[.]Jau

cyclecity[.]au

daptonetball[.Jcom[.]Jau
darrenglen[.Jcom

db-a[.]Jco

db-x[.]Jco

decorativedival.Jcom][.]Jau
deluxewebl[.]Jcom[.]Jau
depositsaviour[.Jcom[.]au
dev[.]Jcarbonhalo[.Jcom
dev[.]Jwalpol[.Jcom[.]au
dev[.]youritcrew[.Jcom[.]Jau
dev2[.Jcarbonhalo[.Jcom
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dewkent[.Jcom[.]Jau
digitalom[.Jcom[.]au
dmrel[.]net[.Jau

dobie[.]Jname
dolcedevelopment[.Jcom][.]Jau
draarchitects[.Jcom][.]au
dreamfeet[.Jcom][.]au
easterneng[.Jcom[.]au
eastonlawyers[.Jcom[.]Jau
easyph[.Jcom[.]Jau
echoadvisory[.Jcom][.]Jau
egbpl.Jcom[.Jau
electrumproperty[.Jcom
elesal.Jcom].]Jau
eltaustralial.Jcom[.Jau
empirecleaning[.Jcom[.]Jau
empiremanagementservices[.Jcom[.]
au

endlessrubbish[.Jcom][.]Jau
eplacetv[.Jcom[.]au
esogdcl.Jcom[.]Jau
esogroup[.Jcom[.]au
explorateurs|[.Jorg[.]Jau
eyeddesign[.Jcom][.]Jau
flatearth[.]net[.]Jau
flatstick[.Jcom[.]au
flowersuponflowers[.Jcom][.]Jau
fnssal.]Jorg[.]au

foxy[.]Jmarketing
freedomlivingaustralia[.Jcom[.]au
frogsontherun[.Jcom[.]au
gallowaydesigncollective[.Jcom[.]au
garoyda[.Jcom[.]Jau
gaudron[.Jcom[.]Jau
gibsonfreight[.Jcom
gibsonfreight[.Jcom[.Jau
globalsourcingtrader[.Jcom
goldcoastfirstaidtraining[.Jcom[.]au
grechborg[.Jcom[.]au
greenkleenaustralial.Jcom[.Jau
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e halalpoultry[.Jcom[.Jau e lynwoodunitedfc[.Jcom
e halont[.]Jedu[.]au e maccacentral[.Jcom][.]au
e handybar[.Jcom[.]Jau e macedonelegall.Jcom[.]au
e harlandeng[.Jcom[.]Jau e macedonia[.Jcom[.]Jau
e harterdental[.Jcom[.Jau e mail[.]545baldivis[.Jcom[.Jau
e hawthornbh[.Jcom[.]au e mail[.Jagosci[.]Jorg[.]Jau
e hedlandbuslines[.Jcom[.]au e mail[.]Jalt-domains[.Jcom
e hiregearhere[.Jcom[.]Jau e mail[.]Jaspect[.]clinic
e hmeservices[.Jcom[.]Jau e mail[.]Jaspectclinic[.Jcom][.]au
e hvtinspectionservices[.Jcom][.]Jau e mail[.Jautodoorservices[.Jcom[.Jau
e indigotraining[.Jcom[.Jau e mail[.Jbalwynpoolfenceinspections|.]
e insightintegration[.Jcom[.Jau com[.Jau
e internationalgolfconcepts[.Jcom e mail[.]bodywizefitnesssolutions[.]Jco
e internationalgolfconcepts[.Jcom[.Jau m[.]Jau
e invent-pacific[.Jcom[.]au e mail[.]byronbayairportshuttle[.Jcom
e itgq[.Jcom[.]au e mail[.Jcapebouvardtechnologies[.]Jco
e jac[.]net[.]au m[.Jau
e jactechnologies|.Jcom[.]Jau e mail[.Jdarrenglen[.Jcom
e janjorgensen[.Jcom[.]Jau e mail[.Jdecorativedival.Jcom[.Jau
e jayscom[.]net[.]au e mail[.]Jdepositsaviour[.Jcom[.]au
e jazzacademyl[.Jcom[.Jau e mail[.]Jdivingco[.Jcom][.]Jau
e jdcinfo[.]digitalom[.]Jcom[.]au e mail[.Jdreamfeet[.Jcom][.]au
e jetlocksmiths[.Jcom[.]Jau e mail[.Jesogdc[.]Jcom[.Jau
e jimmynet[.]net e mail[.]Jflatstick[.Jcom[.Jau
e jjgregoire[.Jcom[.]au e mail[.]ftgp[.Jcom[.]au
e jodiecicaji[.Jcom e mail[.]Jglobalsourcingtrader[.Jcom
e jtenvironmental[.]Jcom[.]au e mail[.Jgrechborg[.Jcom[.]au
e juicybeanscafe[.Jcom[.Jau e mail[.]Jhalont[.]Jedul[.]au
e junkgle[.]Jcom e mail[.Jharlandeng[.]Jcom][.]au
e kellyfitzgibbon[.Jcom[.]Jau e mail[.Jindigotraining[.Jcom[.]au
e keswickhouse[.Jcom][.]au e mail[.Jjac[.]net[.]au
e keyemployment[.Jcom[.]au e mail[.Jimmynet[.]Jnet
e Kkolmark[.Jcom][.]au e mail[.Jnenwfirstaidtraining[.]au
e kurandancl.Jorg[.]Jau e mail[.Jobiwaters[.]Jcom
e lansvalesmashrepairs[.Jcom[.]au e mail[.]Jonlinestorytimel[.]Jorg[.]au
e larklaw[.Jcom[.Jau e mail[.]Jprochill[.Jcom[.]au
e larklaw[.]net[.]au e mail[.]Jpropertybuyersadvocates[.]Jco
e larklawyers|[.Jcom[.Jau m[.Jau
e loadednet[.Jcom][.]au e mail[.]sotiri[.Jcom[.]au
e |psu[.Jcom[.Jau e mail[.]Jstudiootto[.]Jcom
Whois API, Inc. | www.whoisxmlapi.com 10


http://www.whoisxmlapi.com

mail[.Jsunbustershirts[.Jcom[.]au
mail[.]Jsunrisefitness[.]Jcom[.]Jau
mail[.Jtamworthsecurityservices[.]au
mail[.Jterofox[.Jcom[.]au
mail[.Jthebookseat[.]co[.]Juk
mail[.]Jwest-global[.Jcom
mail[.]Jwestshockey[.Jcom
mail[.]Jwombolly[.]Jcom
mailcp[.]Janne-saunders[.Jcom
mattsvintageguitars[.Jcom
mcadams[.Jcom[.]Jau
melbournecranes[.Jcom|[.]Jau
melbournemotorcycletowing[.Jcom][.]
au

messagingonhold[.Jcom][.]Jau
michaelwenzel[.Jcom[.]Jau
milliesykes[.Jcom

mmfp[.Jcom[.]Jau
mmointeriors[.Jcom[.]Jau
mosaicartworksbypjohnson[.Jcom][.]
au

mpmlegal[.Jcom][.]Jau
mrschnitzel[.Jcom[.Jau
mtgambierdental[.Jcom][.]Jau
musicl.Jucannlearn[.Jcom
myhomeandgardensupport[.Jcom[.]a
u

nelsonag[.Jcom[.]au
nenwfirstaidtraining[.Jau
nenwfirstaidtraining[.Jcom[.]Jau
neurosciences|.Jcom[.]au
newagealuminium[.Jcom[.]Jau
ngfitfactory[.Jcom[.]au
obiwaters[.Jcom
oceansecurities[.Jcom[.Jau
old[.]Jcarbonhalo[.Jcom
onestepconveyancing[.Jcom[.Jau
onlinestorytimel.Jorg[.]Jau
oxinst[.Jcom[.]au

p76clubnswl.]Jorg
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partyjukebox[.Jcom[.]au
paylesstreeservice[.Jcom[.]au
pelley[.Jcom[.]Jau
pinnaclebricklaying[.Jcom[.]au
please[.Jcom[.]Jau
poetscafe[.]Jcom[.]au
portmusic[.Jcom[.Jau
prochill[.Jcom[.]au
propertybuyersadvocates|.Jcom[.]au
rea-associates[.Jcom[.]Jau
reardon[.Jcom[.]au
refinedsurfaces|.Jcom[.]Jau
resultsturningpoint[.Jcom[.]Jau
retailitprojects[.Jcom][.]Jau
rhysholmesconstructions|.Jcom[.]au
ridewithskills[.]Jcom[.]au
rodtech[.Jcom[.]au
roycardiology[.]Jco
roycardiology[.Jcom[.]Jau
saveyourmoney[.Jcom[.Jau
sfba[.Jcom[.]Jau
shyamalint[.Jcom[.]Jau
simonejoy[.Jcom[.]Jau
skyebraggdesigns[.Jcom[.Jau
slimliving[.Jcom[.]au
smoothsynergy[.Jcom[.]Jau
smphomecare[.Jcom[.]Jau
solarintegrityaw[.Jcom[.Jau
solveprojects[.Jcom[.Jau
spiralflightingsupplies[.Jcom[.]au
srbgroup|.Jcom[.]Jau
staging[.]Jwalpol[.Jcom[.]au
stanleyenterprise[.Jcom[.]Jau
stanthonysaustrall[.]Jorg
starcommunityservices[.]Jorg[.Jau
stevesdiving[.Jcom[.]Jau
stowawayselfstorage[.Jcom[.]au
studioenso[.Jcom][.]Jau
studiootto[.Jcom
study[.Jucannlearn[.Jcom
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sunbustershirts[.Jcom[.Jau
sunrisefitness[.Jcom][.]Jau
switch-technologies[.Jcom[.]Jau
tamworthsecurityservices|.]au
tamworthsecurityservices[.Jcom[.]Jau
tasmaniahampers|.]Jcom[.]au
teardownthewalls[.]net[.]Jau
telleypsychologyl[.Jcom[.Jau
terofox[.Jcom[.Jau

terraco[.Jcom|[.]Jau
thebusinessofrealestate[.]Jcom[.]au
thecrystalslipper[.Jcom[.Jau
thelemal.Jcom[.]Jau
thomaselectricalservices|.Jcom|.]Jau
tiltaction[.Jcom[.]au
timeexchangel.Jucannlearn[.Jcom
timelessthreads[.Jcom[.]Jau
tonydonald[.Jcom[.]au
topcope[.Jcom[.]Jau
trailerhiretas[.Jcom[.]Jau
venncap[.Jcom[.Jau
walpol[.Jcom[.]au
waroonadhs|.Jwa[.]Jedul.]Jau
webdisk[.]545baldivis[.]Jcom][.]au
webdisk[.]alt-domains[.Jcom
webdisk[.Jautodoorservices[.Jcom[.]a
u

webdisk[.]bachalani[.Jcom[.]Jau
webdisk[.]balwynpoolfenceinspectio
ns[.Jcom|[.]Jau
webdisk][.]blackouttactical[.Jcom[.]Jau
webdisk[.]byronbayairportshuttle[.]c
om
webdisk[.]Jexactcomputers|.Jcom[.]a
u
webdisk][.]globalsourcingtrader|.]Jco
m

webdisk][.]jac[.]Jnet[.]Jau
webdisk[.Jobiwaters[.Jcom
webdisk[.]Jonlinestorytime[.]Jorg[.Jau
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webdisk[.Jwest-global[.Jcom

webdisk[.]wildernessexplorersafrical
.Jcom
webmail[.]545baldivis[.]Jcom][.]au
webmail[.]alt-domains[.Jcom
webmail[.Jautodoorservices[.Jcom[.]a
u

webmail[.]bachalani[.Jcom[.]Jau
webmail[.]balwynpoolfenceinspectio
ns[.Jcom|[.]Jau
webmail[.]blackouttactical[.Jcom[.]Jau
webmail[.]byronbayairportshuttle[.]c
om
webmail[.]globalsourcingtrader].]Jco
m

webmail[.]jac[.]net[.]Jau
webmail[.Jobiwaters[.Jcom
webmail[.Jonlinestorytimel[.]org[.]Jau
webmail[.Jwest-global[.Jcom
webmail[.]wildernessexplorersafrical
.Jcom

webpagefactory[.Jcom[.Jau
websterndissupport[.Jcom[.]Jau
west-global[.Jcom
west-globall.Jcom[.]Jwestglobal[.Jcom
[.Jau

westglobal[.Jcom[.]Jau
whalebeach[.]sydney
whm[.Jallfloorsgld[.Jcom[.]au
whml.]felixgrossen|.]bridgefieldcorp
oration[.Jcom

whprobusl.]Jorg[.]au
wildernessexplorersafrical.Jcom
wiskich[.Jcom[.]Jau

wizup[.Jcom[.]Jau

wombolly[.Jcom
www/[.]Jalt-domains[.Jcom
www/[.]aspect].]clinic
www[.]Jaspectclinic[.Jcom[.Jau
www/[.]Jautodoorservices[.Jcom[.]au
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www[.]Jbalwynpoolfenceinspections].

Jcom[.]Jau
www[.]bible[.Jucannlearn[.Jcom
www[.]blackouttactical[.Jcom[.]au
www[.]Jbrewdesigns[.Jcom[.Jau
www[.]Jbyronbayairportshuttle[.Jcom
www[.]Jcarbonhalo[.Jcom
www[.]Jcreditms[.Jcom[.]Jau
www[.]Jdarrenglen[.Jcom
www[.]Jdev[.]Jcarbonhalo[.Jcom
www/[.]dev][.]Jyouritcrew[.Jcom[.]Jau
wwwl[.]dev2[.]Jcarbonhalo[.Jcom
www[.]electrumproperty[.Jcom
www[.]Jesogdc[.Jcom][.]Jau
www[.]Jgallowaydesigncollective[.]Jco
m[.Jau
www[.]Jglobalsourcingtrader[.Jcom
www/[.]jdcinfo[.]digitalbm[.Jcom[.]au
www/[.Jmusic[.Jucannlearn[.Jcom
www[.Jnenwfirstaidtraining[.]au
www[.]Jobiwaters[.Jcom
www[.]Jold[.Jcarbonhalo[.Jcom
www/[.]Jonlinestorytimel.Jorg[.]Jau
www[.]study[.Jucannlearn[.Jcom
www/[.Jtamworthsecurityservices|.]a
u
www[.Jtimeexchangel.Jucannlearn].]
com

www/[.]west-global[.Jcom
www/[.]west-global[.Jcom[.Jwestglob
al[.Jcom[.]Jau
www[.]Jyouritcrew|[.Jcom[.]au
ycsconstruction[.Jcom[.]Jau
youritcrew[.]Jcom[.]Jau
a2zmovingandstorage[.Jcom[.]au
a2zmovingandstorage[.Jnet[.]au
ablazethefilm[.Jcom
actcurious[.Jcom
actcuriouseap[.Jcom|.]Jau
actfastpestcontrol[.Jcom][.]Jau
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acuitylawpartners[.Jcom[.]Jau

advancedblindscleaning[.Jcom[.]au
agqualitypools[.Jcom][.]Jau
aiadstaging[.Jcom[.]Jau
aileenphelancelebrants|.Jcom[.]au
alexpavingandlandscaping[.Jcom[.]a
u

alldayandnightelectrical[.Jcom][.]Jau
allsteam[.Jcom[.]au
armourflooring[.Jcom[.]Jau
artconcrete[.Jcom[.]Jau
ashleytmarriagecelebrant[.Jcom[.]Jau
astutetiling[.]Jcom][.]Jau
australianinternetadvertising[.Jcom[.]
au

australianpoolheating[.Jcom[.]Jau
azsmartmovers[.Jcom[.Jau
bacservices[.]Jcom][.]Jau
bandcexcavations[.Jcom[.Jau
barbaracolless[.Jcom][.]Jau
barkerstreetspecialists[.]Jcom[.]au
barrywrightcelebrant[.Jcom[.]Jau
barwonbluff[.Jcom[.]Jau
bay-built[.Jcom[.]Jau
beardsplumbing[.Jcom
beyondpainting[.Jcom[.]au
blacktiecleaning[.]net[.]au
book-now[.Jcom][.]Jau
brake-riteparts[.Jcom[.]au
brisbane-shutters[.]Jcom
byronshirestonemasonry[.Jcom[.]au
bystander[.Jmovingwordsandpicture
s[.Jcom][.]Jau
caremaxmobilityaus[.Jcom[.]Jau
caringcelebrations[.Jcom][.]Jau
catered4youl.Jcom[.Jau
cbsnsw[.Jcom
celebrate-it[.Jcom[.]au
celebrateit[.Jcom[.]Jau
centralwestpm[.Jcom[.Jau
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centralwestsandstone[.Jcom[.]au
ceremoniesinadelaide[.Jcom][.]au
chimneysweepl.]net[.]Jau

Sample Subdomains Connected to the Domain Shadowing loCs
through Text Strings

dhl-express-s[.]blogspot[.Jcom
dhl-expressonline[.]Jsytes[.Jnet
dhl-expressvietnam[.]Jdaklaktourist[.]
com[.Jvn
mydhl-express-traking[.]erointe[.]Jco
m
www[.]Jdhl-expressvietnam|[.]daklakt
ourist[.Jcom[.Jvn
www[.Jmydhl-express-traking[.]Jeroin
te[.Jcom
ondemand-delivery-dhl-express|.]ba
lanzassanchez[.Jcom
www|[.Jondemand-delivery-dhl-expre
ss[.]Jpalanzassanchez[.Jcom
frais[.]Jpaiement[.]Jdhl-express-suivil.]
coml.]lexprdehslaoul.]Jpw
training[.]Jcloud[.]Jworksoft[.Jcom
training[.Jaimsnew/[.]keralal.]gov[.]in
training[.Jadmin[.Jnextgen[.]jendasolu
tionssandbox|[.Jcom
training[.]iris-automation[.]Jdps[.]Jama
zon[.Jdev
training[.]Jveolia-staging[.]eleo[.]io
training|.]itsd-8959].]flowable[.]io
training[.]Jprod-sys|[.]tcblog[.]Jnet
trainingl.Jiscoglobal[.Jcom[.]Jpages|.]s
ervices

trainingl.]api[.]Japprenticel.]io
training[.]Jka-factory[.]Jdev1][.]ejaferp[.]
com
training[.]seg-ingestion[.]platform[.]d
ptsprotrans[.Jcom
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training[.]Jbucke533[.]Je56ro[.Jmcrm[.]i
teamhomeinspections[.Jcom
training[.]lyh[.]Jhaikuicloud[.Jcom
trainingl.]sio-dock-prod[.Jucsd[.]edu
training[.]erp[.Jalmadaralwaad]|.]sa
trainingl.]bioland[.Jcbddev[.]xyz
trainingl.]fi[.Juzh[.]Jch
training[.Jnginx[.]Jdev[.]tedlab[.]net
training[.JodObmOal[.]Jpoc|.]claroty[.]c
om
training[.Jadvancedipsc|.]tplerp[.]Jco
m

trainingl.]leocarel.]eleo].]io
training[.Jmativ[.]Jeleo].]io
training[.]Joptoro[.Jcom[.]skilljarapp[.]
com
training[.Jopus-qa[.Jomwgroup[.Jcom
training[.]api[.Jmiq[.]Jcbrecn[.Jcom
trainingl.]ba[.]prd[.]Jeu[.]Jop[.]aws].]clo
ud[.Jvwgroup[.Jcom
trainingl.]sartorius[.]eleol.]io
training[.]Jorpeal.]eleol.]io
training[.Jnse-demo-staging[.]eleo[.]i
o}
trainingl.]digiclaim[.]Jsuitsolutions[.]Jeu
training[.Jworkflow[.Jnasa[.]guycarp].]
com

training[.]vtretain[.]pitt[.Jedu
training[.Jfemacms|.Jwebeoc|.Jus
training[.Jdemol.]ejadtech[.]sa
training[.]lgscl.]jpd[.]Jmybluehost[.Jme
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training[.]7282-pathway-collaborator
[.]ci[.]k8s].]eleo-dev[.]io
training[.Jorder[.]717ink[.]Jcom
training[.]Jv3[.]Jscodal.]it-corp[.]Jco
training[.]bts[.]gov[.]bz
trainingl.]eb[.]Jgzbytech[.Jcom
training[.Jempower[.Jabb[.Jcom[.]edg
ekey[.]net
training[.]7612-success-factors|.]ci[.]
k8s|.]eleo-dev].]io
training[.]7458-sucess-factors|.]ci[.]k
8s[.]Jeleo-dev[.]io
training[.]Jwww[.]Jiup[.]Jedu
training[.]Jpreprod-stagingl.]eleo[.]io
training[.Jweb9[.]disgrafic[.Jcom
trainingl.]v[.Jtest[.]Joleybet[.]link
training[.]Jv2-39][.]ci[.]k8s[.]eleo-deV[.]i
o}

trainingl.]exbil[.]Jiinetdev[.Jcom
training[.]Jopus|.]Jomwgroup[.Jcom
training[.]sandbox[.]Jgrupovizer[.Jcom
training[.]Jhospitality[.Jamadeus|.Jcom
training[.]kids-room[.Jod[.]Jua
training[.Jtypo3[.]Jtue-nl[.]flowing-mid
ge[.Jmaxserv[.]dev
training[.]test[.]kaiisoft[.Jcom
training[.]Jseq].]Jplatform[.]dptsprotran
s[.Jcom
trainingl.]it[.]aletheiatrust[.]Jorg[.Juk
training[.Joluwom[.]Jawsps|[.Jmyinstan
cel.Jcom
trainingl.Jinterplast[.]fl3p[.]au
trainingl.]Jtraining-pierre-fabre[.]eleo].
lio
training[.]Jsampling[.]astrazenecal.]ne
t
training[.Jorrlbpzg[.]jasonleemusic[.]c
om

training[.]Jagilent[.]eleol.]io
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trainingl.]zralbtdb[.]Jpoc|.]claroty[.]Jco
m

trainingl.]ibs[.]Jasurraal.]app
training[.]Jchildrenssociety[.]Jorg[.Juk[.]
staging-5em2ouy-hu4zuth6ade6yl.]
uk-1[.]platformsh[.]site
training[.]Jtest[.]Jdevappdirect[.]Jme
training[.]leyton[.]Jeleol.]io
training[.]jemeforme-acadnice[.]eleo[
Jio
training[.Jus-1[.Jintouchccm[.Jcom
training[.Jweb[.]Jmoabyl[.]app
training[.]Jgenuinely-popular-fish[.]ex
plosion[.]Jcloud
training[.]Jsafran-aerosystems].]eleol.]
io

training[.]Jtraining[.Jcam[.]Jac[.]uk
training[.]Jsipermata[.Jumum[.]Jtatausa
ha8[.]Jmy[.]id
training[.]dev][.]Jvidenov][.Jro
trainingl[.]Jlonghornl.Jinxsoftwarel.]de
v
training[.Jwhitesourcesoftware[.Jcom
dev[.]Jdev[.Jmxb[.]Jce-dfw[.]Jcom
training[.Jjhc[.]staging[.Jrw1[.]Jco[.]za
training[.]Jwww/[.]Jaussiewax[.Jcom
training[.]dev[.Jumetrics].]io
training[.]kpi[.Jmx-access[.Jcom
training[.]Jformation-vesal.Jeleo[.]io
training[.Jwestus2|.]Jazurestaticapps.
]net
training[.Jopus-test[.Jomwgroup|.]Jco
m

training[.]itsd-8664][.]flowable][.]io
training[.Jpmd3[.]Jphishme[.Jcom
trainingl.)jeasel.]Jabdseawarefull[.]wd
prapps|.Jdisney[.Jcom
training[.Jhkcert22[.Jpwnable[.]hk
training[.]Jgpulse[.]le[.]Jac[.]Juk

15


http://www.whoisxmlapi.com

training[.]lexisnexisrisk[.Jcom[.]Jmicro
s[.Javentri[.Jcom
training[.]Jseg-internal[.]platform[.]dpt
sprotrans[.Jcom
training[.]dev[.]videnov[.]si
training[.Jcmerax[.Jcom[.Jcmerax|.]Jco
m
training[.]Jorder[.]hartadinataabadi[.]c
ol.]id

training[.]Jpng[.]atpkm[.Jcom
trainingl[.]front[.Jrapidonkey].]io
training[.]Jnikhad[.]tplerp[.Jcom
training[.]7538-sessions-presence-p
artielle[.]ci[.]k8s[.]eleo-dev][.]io
training[.Jdemo-staging].]eleo].]io
training[.Jredcapl.]yale[.]Jedu
training[.]Jdhis2[.Jmali[.]Jproject[.]urc|.]
org

training[.]Jveolia[.]Jeleol.]io
training[.Jn8n[.]luizeof[.]dev
training[.Jmnestler[.Jawsps[.Jmyinsta
ncel.Jcom
training[.Jboard12[.Jglhomes|.Jcom
training[.]Jwwwl[.Jroadwayconstructio
nsolutions[.Jcom
training[.Jwebinar[.]bestworkz[.Jcom
trainingl[.]Jorder[.]Juteescorporatesales
[.Jcom
trainingl.]Jstaging-staging|.]eleol.]io
training[.]Jastoreshop[.Jcom[.Jcdn[.]cl
oudflare[.Jnet
training[.]distributionreport[.Jcomet|.]
wfpl[.]Jorg
training[.]Japex|[.Jnms|.]Jharvard[.]Jedu
training[.Jem2[.]sellingplatformconne
ct[.Jamadeus[.Jcom
training[.]Jcovid[.]fukuryol.]id
training[.]J3940-accreditation-lost-ale
rt[.]ci[.]k8s][.]eleo-deV].]io
training[.]erp[.]Jwasdbusiness[.Jcom
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trainingl.]sipermatal.]Jtatausaha8[.]m
y[.]id
training[.Jneptunel.]schoolbookings].
Jco[.Juk
training[.]Jformation-hexcell.]Jeleol.]io
training[.Jmilleis[.]Jeleo].]io
training[.]typo3][.Jweb-tue-nl[.Jnoble-
owl[.Jmaxserv[.]dev
training[.]Jcdn[.]Jdimension[.]hal24k][.]c
om
training[.]staging-5em2ouy-hu4zuth
6adeby[.Juk-1[.]Jplatformsh[.]site
training[.]oasistrial[.]pitt[.Jedu
training[.Jempower[.]Jwaf[.]Jabb
training[.]itsd-9496].]flowable][.]io
trainingl.]zgr[.Jvatptfs[.Jcom
trainingl.]free[.]Jbeeceptor[.Jcom
trainingl.]itsd-9159][.]flowable[.]io
training[.]Jvelo[.]pl[.]atos|.]net
training[.]dev[.]Jvidenov[.]Jmk
training[.Jnextgenl.]jendasolutionssa
ndbox[.Jcom
training[.]fra1-de[.]Jcloudijiffy[.]net
training[.]Jopus-int[.Jomwgroup[.Jcom
training[.]shops[.]Jmoaby[.]app
training[.Jrpra[.]kzstage[.Jcom
training[.]appl.]daylight[.]io
training[.]lptsi[.Junsoed|.]ac|.]id
training[.]dev-xyz[.]axiros[.Jcom
training[.]Jtypo3[.]Jtue-nl[.Jengaging-gr
iffon[.Jmaxserv[.]dev
training[.]2[.]azurestaticapps|.Jnet
training[.]Jcs[.]Jcert[.Jbasecampl.]app
training|.Jreferralplatform[.Jcom[.]00d
3k000000vzngea?2|.]livel.]siteforcel[.]
com
training[.Jips[.]www/[.Jnadineferont|[.]c
om
training[.]dev3[.]bluetek[.]col.]za
training[.]Jprod[.]airtrain[.]Japp
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trainingl.]Jsafran-university-staging|.]
eleol.]io
training[.Janhar-alhayat[.]Jdev1[.]ejafe
rp[.Jcom
training[.]7237-maj-session-longuel.]
ci[.]k8s|.]eleo-dev].]io
training[.]Jskyward[.]io[.]skilljarapp[.]c
om[.]skyward].]io
training[.]lynx[.Jmythic-beasts[.Jcom
trainingl.]store[.Jmarjoryl[.]io
training[.Jclientapi[.Jnextgen[.]jendas
olutionssandbox[.Jcom
training[.]Jlemonpoppyseed[.Jnetkapp
a[.Jwork
training[.]Jopportunityprospector|.]Jch
artwelldigital[.]Jcom
training[.]Jgtwconsortium[.Jcom][.]Jgrid
hosted|.]co[.]uk
training[.]itsd-9197[.]flowablel[.]io
training[.]Jaccounts].]hospitality[.]Jama
deus[.Jcom

trainingl.]Ifb[.]Jeleol.]io
training[.]Jorpea-staging[.]eleo[.]io
training[.Jrwe[.]eleol.]io
training[.]Jgpulseldc|.]le[.]Jac[.Juk
training[.Jtypo3[.]Jv11[.Jeu-central[.]Jw
3[.Jtuel]nl

training[.]dev[.]trin[.]Jnet
training[.Jgrm[.Jatpkm[.Jcom
training[.Jonline[.Jyounglife[.Jorg
trainingl.]littleessexacademy[.Jcom[.]
cdn[.]cloudflare[.]net
training[.]Jpidashboard[.]harvard[.]Jedu
training[.]Jeng[.Jusm[.]Jmy
trainingl.]jpd[.Jmybluehost[.]Jme
trainingl.]sl[.Jegapt[.Jcom
training[.]n[.]Jclient[.]zalon[.Jcom
training[.ligpawebsite[.]webl.]illinois|.
Jedu

training[.Jchechnya[.]gov[.]ru
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training[.Jcname[.]360unite[.Jcom
training[.]Jopus-prod|[.]Jaws][.Jomw][.]cl
oud
trainingl[.Jfirearms|.Jrcmpl[.]Jgc[.]Jca
training[.]7297-maj-bdpl[.]ci[.]k8s[.]el
eo-devl[.]io
training[.]7538-import-historic[.]ci[.]k
8s[.]Jeleo-dev[.]io
training[.]test-ext[.Jengagedmd[.]Jco
m

training[.Jrange[.]Jcrtcdev|.]net
trainingl[.]kineis[.]eleo[.]io
trainingl.]sit[.]Jenlivencem[.Jcom
training[.]Jgbfood|.]sigservice-dz[.]Jco
m

training[.Jut[.Jumetrics|.]io
training[.]Jpolypipe[.Jmonitor[.]softwar
eimc|.]dev
training[.]zow83qgsq|[.]Jpoc].Jclaroty[.]Jc
om

training[.]itsd-9171[.]flowablel[.]io
training[.Jneumann-mueller|.]Jelevait[.]
io

training[.]Jdev[.]Jvidenov[.]Jgr
training[.]Jpropeller-uat|.]federatol.]ai
training[.Jmig[.Jcbrecn[.Jcom
training[.]Jvantis[.Juas|.]topsky][.]thales
digitall.]io
training[.]Jdev[.Jnextpro[.]Jvidenov[.]bg
training[.]Jqld[.]rfdsehr].]io
trainingl.]lmspro[.]katimas[.]Jmy
training[.Jmvm-eb-svwingp[.]Jmvm][.]e
d[.]Jac[.Juk
training[.]swtouch[.]Jabdseawarefull[.]
wdprappsl[.]disney[.Jcom
training[.]7581-vintage-default[.]ci[.]k
8s[.]Jeleo-dev[.]io
training[.]ledgebrook-uat|.]federatol.]
ai
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carrieris[.Jcom][.]seattlepsychedelictr
eatment[.Jcom
carrierhvacsmallsolutions[.]smallsolu
tionslic[.]Jcom
carrierwheels|.]tisprojects[.Jcom
carrier-one[.]babycarriersi[.Jcom
carrierandwholesale[.]stc[.Jcom][.]sa
carrieresanpedrone].]direct[.]quickco
nnect[.]to
carrier-411-api-zg65a[.Jondigitaloce
an[.]Japp
carrier-api-pr-403[.]Jd030[.Jaws][.]clds
vc[.]net

carrier[.]lgtrans24[.Jcom
carrier411[.]Jworkers[.]Jdev
carrier-invoice-import-qga[.Jazureweb
sites[.]Jnet
carrier[.]Jstatus[.]polaris[.]synopsys|.]
com
carrier[.Jspringloadeddivingboard|.]c
om
carriersolutionneeds-com[.Jmail[.]pro
tection[.Joutlook[.Jcom
carrier3[.Jgk2al.]in
carrier[.]2surfablepeninsulas[.Jcom
carriere[.Jorammdb[.Jcom
carrier-api-pr-412[.]Jd030[.]Jaws][.]clds
vc[.]net
carrier-api-pr-435[.]Jd030[.]Jaws][.]clds
vc[.]net
carrierclass-co-nz[.]Jmail[.]Jprotection]
.Joutlook[.Jcom
carrier-api[.]internall.]facerack].]col.]
uk
carrierip[.Jnet[.Jmx4[.Jnetcarrier[.Jrcim
X[.]Jnet
carrier-api-pr-450[.]Jd030[.]Jaws][.]clds
vc[.]net
carrieragreement[.Jdemol[.]Jcoyote[.]c
om[.Jcdn[.]Jcloudflare[.]net
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carrier-api[.]leol.]internal[.Jmistressof
malt[.Jcom
carrier-grade-nat-ip-025[.]boaar1[.]Jc
gn[.Jfiberby[.]net
carrier-blackscholes[.Jquarantine-pn
ap[.Jweb-hosting[.Jcom
carrier-api-pr-436[.]Jd030[.Jaws|.]clds
vc[.]net
carrier[.]frozen-iglooswerebuilt49][.]c
om
carrierenas01[.]direct[.Jquickconnect
[Jto
carrieres|.]Jgroupeinvestors|.Jcom
carriere-nl[.Jhoyer-group[.Jcom
carrierusps|.Jredirectme[.]net
carriers|.]Jbc[.]platform[.]Jsh
carrier-freedom-api[.Jduck[.]Jdev[.]pro
mos|.]t-mobile[.Jcom
carrier42gha009n38gha009n[.Jmega
-21[.Jru
carrieresduhainaut-co-uk[.Jmail[.]pro
tection[.Joutlook[.Jcom
carrierrace-com[.Jmail[.]protection][.]
outlook[.Jcom
carrier-api-pr-448[.]Jd030[.Jaws|.]clds
vc[.]net
carrier-api[.Jdon][.]internal[.Jmistresso
fmalt[.Jcom
carrier[.]Jprod[.Jonrampcard[.Jcom
carrier-grade-nat-ip-024[.]Jvgcari[.]c
gn[.]fiberby[.]net
carriers-fastway-live[.]Jazurewebsites
[.]net

carrier[.Jegy1[.Jonline
carrier1503[.]zendesk[.Jcom
carrier24[.]r7tj[.]in

carrier[.Jghost[.]Jio
carriereswitch-nl[.Jmail[.]protection][.]
outlook[.Jcom
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carrier-accessories|.|Jbabycarriersi[.]
com
carrier-api-pr-445[.]Jd030[.]Jaws][.]clds
vc[.]net
carrierosel.Jcdanjoyner[.Jcom
carrieridesign-abbigliamento[.]mysh
opify[.Jcom
carrier-management[.]Jdev01[.]Jtk[.]de
v
carrier-api-pr-420[.]Jd030[.]Jaws][.]clds
vc[.]net

carriere[.]folionetwork[.]site
carrier-api-pr-404[.]Jd030[.]Jaws].]clds
vc[.]net

carrieres|.Jenergienb[.Jcom
carrier-grade-nat-ip-003[.Jvgcar2|.]c
gn[.]fiberby[.]net
carrier-grade-nat-ip-020[.]Jvbyari[.]c
gn[.Jfiberby[.]net
carrier[.Jokcargol.]io
carrier-auctions|.Jquarantine-pnap].]
web-hosting[.Jcom
carrier-command][.]Jquarantine-pnap]
.Jweb-hosting[.]Jcom
carrier-integration[.]internall.]ie[.]Jtest[
.Jgelatol[.]tech
carriers-graphql[.]Jdev[.]freightbox[.]c
om
carrier-api-pr-428[.]Jd030[.]Jaws][.]clds
vc[.]net
carrierportal[.]Jamerigasapps[.Jcom
carrieres-malet[.Jwildixin[.]Jcom
carrier[.]hashtechorange[.Jcom
carrier-63-175-185[.]Jconnectateleco
m[.]Jcat
carrier-budget[.]Jquarantine-pnap[.Jw
eb-hosting[.Jcom
carrier-grade-nat-ip-026[.Jvgcari[.]c
gn[.Jfiberby[.]net
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carriersconnectplus-com[.Jmail[.]pro
tection[.Joutlook[.Jcom
carriers-write[.]dev[.]freightbox[.]Jcom
carriere[.Jpowidian[.Jcom
carrier-ftp[.Joneworldcourier[.Jcom[.]
au
carriers-borders-live[.]Jazurewebsites
[.]net
carriers-20210901[.]Jpod-1][.]braid-in
ventory[.Jcom
carriere[.]Jmeinforum[.Jnet
carrier-api-pr-413[.]Jd030[.Jaws][.]clds
vc[.]net
carrier-woven[.]Jbabycarriersi[.Jcom
carrier5-net[.Jmxguardian[.Jnet
carrieres[.Jaca[.Jnexia[.]fr
carrier-world[.Jmail[.]protection[.Joutl
ook[.Jcom
carrier-grade-nat-ip-013[.Jvgcar2|.]c
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