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Executive Report

Anything conveniently obtainable online is often ripe for cybercriminal picking, and that’s
certainly true for the most commonly used software. We can’t live without them, after all, if we
are to thrive and not just survive in the digital world.

Our research delved into web properties that threat actors may have or plan to weaponize to
lure in as many potential victims as possible. Our deep dive into the most-impersonated
software in malware attacks revealed:

e More than 20,000 domains contain the names of some of the most-mimicked software
today—7-Zip, TeamViewer, CCleaner, Microsoft Edge, Steam, Zoom, and WhatsApp.

e Close to 1,000 of the domains containing the seven featured applications were dubbed
“malicious” by various malware engines.

e The 20,000+ domains containing the seven brands resolved to more than 12,000 unique
IP addresses.

e From a sample of nearly 1,200 IP addresses, over 10% of the IP address resolutions of
the cybersquatting domains were classified as malicious.

e Nearly 30,000 subdomains contain the names of the most-imitated programs.

e Close to 1,000 of the subdomains containing the software brands were tagged
“malicious.”

Most-Favored Cyber Attack Targets

VirusTotal recently identified 7-Zip, TeamViewer, CCleaner, Microsoft Edge, Steam, Zoom, and
WhatsApp as the most-mimicked software brands in malware attacks. That’s not surprising
given their huge user bases.

We put these brands under the Domain Name System (DNS) satellite to gauge how many web
properties there are that may be riding on their popularity.
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Digital Footprint of the Most-Mimicked Software

We began our investigation by using the following strings to look for domains and subdomains
potentially imitating the seven software’s developers via Domains & Subdomains Discovery:

o “7-zip” e ‘“steam”

e ‘“teamviewer” e “zoom”

e ‘“ccleaner” e ‘“whatsapp”
e “microsoft” + “edge”

Given the commonality of some of the strings (i.e., “steam” and “zoom”), however, note that
our dataset for the two brands may contain several false positives. That said, the search led to
the discovery of 20,751 domains.

A bulk WHOIS lookup for these domains showed that only nine belonged to two of the
legitimate brand owners —Zoom and WhatsApp—based on the registrant email addresses
indicated in their WHOIS records. These are shown in the table below.

Zoom-Owned Domains WhatsApp-Owned Domains
zoomevents|.]fr e metawhatsapp|.Jus
zoommeetingl[.]fr e whatsapp-business[.]us
zoomonel[.Jus

zoomphonel[.]Jsk
zoomrooms|.]fr
zoomspaces|.Jus
zoomvideol.]fr

Closer scrutiny of the domains’ WHOIS records also revealed that a majority were recently
created—in the 2020s—a far cry from the legitimate company domains’ creation dates, which
fell between 1991 (microsoft[.Jcom) and 2008 (whatsappl[.Jcom).

A bulk malware check for the cybersquatting domains via Threat Intelligence Platform (TIP) also
showed that 992 were involved in malware and spam distribution.
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DNS lookups for the domains revealed that they resolved to 12,615 unique IP addresses
scattered across 76 countries led by the U.S., Canada, Germany, the Netherlands, Russia,
Australia, Guinea, the U.K., France, and Hong Kong as shown in the following map.
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Subjecting 10% or about 1,200 of the total IP address resolution volume to TIP malware
checks showed that 111 were malicious.

Our search for potential cybersquatting subdomains, meanwhile, led to the discovery of 28,808
web properties, 944 of which were dubbed “malicious” by various malware engines.

Overall, Steam, Zoom, and WhatsApp topped the list of the most-imitated software based on
the volume of domains and subdomains containing their brand names. The specific numbers
are shown in the table below.

Software Domain Volume Subdomain Volume

7-Zip 5 39
TeamViewer 44 114
CCleaner 153 298
Microsoft Edge 184 487

Steam 10,000 7,872

Zoom 7,779 10,000

WhatsApp 2,588 10,000

Attack Mitigation

Our digital footprinting study supports the VirusTotal findings—these seven brands are indeed
heavily being imitated. What’s more, only nine out of close to 50,000 web properties belonged
to the legitimate companies and at least 5% of the domains and subdomains containing the
brands were flagged as malicious and shouldn’t be accessed.

If you wish to perform a similar investigation or get access to the full data behind this
research, please don’t hesitate to contact us.

Appendix: Sample Artifacts and loCs

Sample Domains Containing the Brand Names
e Zz7-zip[.]de e 7-zip[.]top
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7-zipfree[.Jcom
7-zip-archiver[.]fun
7-zip-archivel.]store
ccleaner[.]im
ccleaner[.Jml
ccleanerr[.Jru
ccleaners|.]Jcc
uvccleaner[.]be
ccleaner|.]plus
cccleanerl.]biz
ccleaner[.Jmy[.]id
dccleaners|.]net
tnccleaner[.Jcom
Iccleaners].]ltd
rsccleaner[.Jcom
ccleaner-2[.]xyz
ccleaner|.]deals
asccleaners[.Juk
asccleaners[.Jcom
maccleaner[.]plus
ccleanerchip[.]de
ccleaner-pcl.]xyz
magiccleaner|.]Jca
my-ccleaner[.]Jtop
ccleanerlic[.Jcom
ccleaner[.Jcom][.]de
glccleaners[.Jcom
ccleanervn[.]info
voccleaners[.Jcom
icccleaners[.Jcom
ssccleaners[.Jcom
vaccleaner|.]shop
ccleanercdn[.Jcom
wnccleaners[.Jcom
pccleanerss[.Jcom
bmccleaners[.Jcom
dlccleaners[.Jcom
ccleanerprol.]net
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cmccleaners[.Jcom
ccleanergood[.Jcom
theccleaners[.Jcom
ocdccleaners|.Jcom
tpiiccleaners|.]Jca
ccleanerprol.]Jshop
azteccleaner[.Jcom
magiccleaners|.Jae
ymvccleaners|.Jcom
ccleaner-pro[.]fun
mryoccleaner[.Jcom
ccleaner-node[.Jcom
ccleaner-pcl.]store
opticcleaners[.Jcom
magicccleaner[.Jcom
mccleaners[.Jcom[.]Jmx
thecccleaners[.Jcom
albeccleaners|.Jcom
celticcleaner[.Jcom
ccleaner-vs-aro[.]Jvg
invinccleaner|.]site
maccleanerplus|.]net
magiccleaner[.Jmy[.]id
verifyccleaner[.Jcom
roboticcleaner|.]xyz
ccleanerpods].]store
tlccleanerslic[.]Jorg
ccleanerhelper].Jtop
accleaneritalial.Jcom
tlccleanerslicl.]info
construccleaner[.Jcom
plasticcleaner|.]site
ccleanersoftusal.]xyz
themagiccleaners|.]Jca
ccleanerslimchip|.]de
ccleanerfree[.Jcom[.]de
magiccleanerauto[.]Jeu
tripleccleaners|.]org
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ccleanerdesktop[.Jcom
ccleaner-setup[.]tech
sccleanerpro[.Jonline
ccleaner-sis-javal.]xn--figs8s
majesticcleanerz[.Jcom
ccleaner-install[.Jcom
fantasticcleaners|.Jau
ccleanersurvey[.]Jquest
fantasticcleaners[.Jnz
ultrasoniccleaner].]tk
electriccleaners|.Jcom
prosceniccleaner[.Jcom
tirexmagiccleaner[.Jcom
minifabriccleaner[.Jcom
ccleaner-setup|.Jonline
harybuccleaners[.]Jco[.Juk
ccleaner-partnerO1[.Jcom
freeclassiccleaner|[.Jcom
abccleanerscompany[.Jcom
ccleanerprokolompc|.Jcom
easydisccleaner].Jonline
gasketmagiccleaner[.Jcom
steamsteam[.]Jus
steampoweredsteam][.Jru
steampoweredsteam|.]fun
steamu[.Jml

isteam[.]cc

asteam[.]cf

steams].]io

asteam[.]us

bsteam[.]kg

zsteam[.Jeu

csteam|.]ae

steamt[.]Jcn

steamn[.]co

steama[.]Jvg

vsteam[.Jus

4steam[.]Jgg
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gsteam[.]cn
asteam[.]Jcn
wsteam[.]Jco
jsteam[.Jmy
ssteam[.]hu
zsteam[.]Jme
tsteam|.]Jco
hosteam[.]io
dtsteam].]Jcc
upsteam[.Jto
steamie[.]Jws
tssteam[.]in
steamas|.]de
k-steam[.]jp
icsteam[.]it
awsteam[.]gq
westeam[.]Jfr
steampd][.Juk
tasteam[.]ir
steamvrl.]io
justeam[.]Jcn
rosteam[.]cz
csteam[.Jone
steammyl[.]Jco
steamgt[.]Jme
steamxd[.Jtk
ifsteam[.]su
kisteam[.Jml
nsteam[.]xyz
aesteam[.]tk
steamit[.]us
ysteams|[.]Jcn
steamat[.Jus
steamx[.]dev
nasteam[.]ru
systeam[.Jsk
steam63[.Jru
steamppl.]Jco


http://www.whoisxmlapi.com

steam[.]rest
steamby[.]gq
bmsteam[.]be
wssteam[.]Jcn
steamox/.]in
rosteam[.]pl
tksteam[.]pl
zsteam[.]art
gtsteam[.]pt
steamml[.]vip
bmsteam|.]ch
17steam[.]cn
xn--steam-cx8h7485b].]cc
upsteam[.Juk
v-steam[.]be
dksteam[.]in
ezsteam[.]ml
upsteam].]io
dosteam[.]kz
bksteam][.Jus
rgsteam([.]gq
v-steam[.]eu
steambol[.Jru
xsteam[.]biz
bxsteam][.]tk
steamdl[.]Jco
msteams|[.Jms
mdsteam[.]tk
steammy/[.]dk
systeam[.]it
steameal.]st
osteam|[.]top
86steam[.]Jcn
steamcc[.Jru
yfsteam[.]Jcn
wisteam[.]in
hosteam[.]xn--kpry57d
sosteam[.]Jcz
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disteam[.]Jma
aesteam[.]kz
yesteam[.Jus
gcsteam[.]gq
besteam].]be
pysteam[.]cn
usteams|.]Jco
steamso[.Jml
teamviewers[.]im
teamviewerv[.]Jws
teamviewer|.]cfd
teamviewerg[.Jcom
teamvieweru[.Jcom
teamviewer[.]Jac[.]Jcn
teamviewervr[.Jcom
teamviewer[.]my][.]id
teamviewerappl[.Jcom
teamviewerwin[.Jcom
taxteamviewer[.Jcom
tv-teamviewer|[.Jcom
teamviewer-cn[.Jcom
ir-teamviewer[.Jcom
teamviewer-app[.Jcom
teamviewer-top[.Jcom
teamviewerfree[.Jcom
teamviewerswin[.Jcom
poc-teamviewer[.Jcom
teamviewer-soft[.]ru
teamviewer-appl[.]Jnet
tv-teamvieweri[.Jcom
orderteamviewer[.Jcom
teamviewer-setup[.Jru
teamviewerupdate[.Jcom
teamviewer-login[.Jcom
mylastteamviewer[.Jcom
teamviewer-anz[.Jcom[.]au
prepaidteamviewer|[.Jcom
teamviewer-setupl.]site
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teamviewer-dl-usal.Jcom
teamviewer-usa-di[.Jcom
teamviewerlicense[.Jcom
teamviewer-online[.Jcom
teamviewer-download|.]us
support-teamviewer[.Jcom
teamviewer-1576[.Jcom[.]Jph
downloadteamviewers[.Jcom
teamviewerfrontline[.]Jcom
teamviewerlicensing[.Jcom
teamviewer-us-download[.Jcom
teamviewer-download-us[.Jcom
teamviewer-usa-download[.Jcom
teamviewer-download-usal.Jcom
whatsapp[.]Jxn--mxtg1m
xn--whatpp-6ta334a[.Jws
whatsapp|.]Jao
xn--whtspp-ztaf[.Jws
xn--whtapp-cua724al.]fm
whatsapp[.]Jmu
xn--whtspp-4ta80x|[.]Jws
xn--whtspp-4ta8202d[.]ph
whatsapp[.]xn--kprw13d
whatsapp[.Jvn
xn--whtspp-jtac[.Jvg
xn--whatapp-vmd[.]Jph
xn--whtspp-Itaff.Jvg
whatsappt[.]Jgq

whatsapp9|[.]cf

whatsapps|[.Jml

whatsappal.]cf

5whatsapp[.]Jme

whatsappl[.]gal

whatsappp|.Jeu

whatsappi[.]Jws

whatsappy[.]tk

whatsapp5|[.]cf

owhatsapp[.]Jph
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whatsappp|[.Jml
vwhatsapp[.]cf
whatsapp?2[.]cf
whatsappp|.]Jga
whatsapp[.]day
whatsapp[.Jcpa
whatsappm[.Jcc
xwhatsappl.]cf
Owhatsapp[.]Jme
8whatsapp[.]Jme
whatsapp6[.]Jgq
ewhatsappl.]ir
gwhatsappl.]ir
whatsappal.]Jme
whatsapp29].]cc
mdwhatsappl[.]Jtk
whatsapp27[.]Jcc
fgwhatsappl[.Jml
xn--whspp-sgab06h[.]Jarab
99whatsapp[.]Jme
whatsapp21[.Jcc
Swhatsappl[.]Jvip
mhwhatsapp[.Jml
whatsapptv[.]cf
whatsapp2u[.]ga
kgwhatsapp[.]ru
fmwhatsappl.]Jpk
whatsappm[.]Jorg
whatsapp22[.]Jcc
whatsapp24][.]Jcc
9whatsappl.]vip
awhatsappl.]top
zoom-zoom[.]tv
zoom-zoom[.]jp
zzoomzoom[.Jus
zoomzoomzoome-ing[.Jcom
amazoomzoom[.Jru
zoomozoomol.Jcom
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zoomzoomex|[.Jcom
zoomzoomtj[.Jcom
zoomzoomhomel.]ca
zoomzoom|[.]photos
zoomzoombee[.Jcom
zoomzoombuzz[.Jcom
zoomzoomplus[.Jcom
zoomzoombajal.Jcom
zoomzoomship[.Jcom
zoomzoomdoom[.Jcom
zoomzoomzoey[.Jcom
bmw-zoomzoom[.Jcom
zoom-zoom|[.Jonline
zoomzoomvalle[.Jcom
amazoomzoom[.]store
zoomoutzoomin[.]Jorg
zoomzoomdoggy[.Jcom
zoomzoomhoney[.Jcom
zoom[.]Jbh
xn--zom-kob[.]Jws
zoom[.]xn--mxtgq1m
zoom[.]Jxn--fiqz9s
zoom[.]gl
tesla-zoomzoom[.Jcom
zoom[.]Jxn--kpry57d
johnnyzoomzoom][.Jcom
zoomzoomcrypto[.Jcom
zoomzoompewpew[.Jcom
zoomzoomphysio[.Jcom
zoomzoomscooters[.]xn--kpry57d
zoomzoomrecords[.Jcom
zoomzoomfreight[.Jcom
azoom[.Juk

zoomi[.]Jcz

zoomel.]fr

9zoom|[.Jus

zoom[.]Jone

zoom|[.]krd
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czooml.]ir
zoomoutzoomin[.]Jco[.Juk
zoomy[.]pt

zoomy[.]Jnu

zoomq[.]Jme

zoomal.]cf

zoomcl.]ar

wzooml[.]jp

zoom3|.Jus

dzoom[.]Jph

zoomy/[.Jsk

zoome[.Juk

zoomw[.Jus

zoomal.J]su

zoomal.Jme

zoom[.Jnew

zooms|.]Jcc

zoomK[.]ml

zoomx[.]Jvg

zoom®6[.]tk

zoome[.Jnu

zoomt[.Jru
zoomzoomnaturals[.Jcom
zoomzoomtransport[.]xn--kpry57d
kazoom|[.]nz
zoom88]|.]co
wezoom[.Juk

iczoom[.]Jco

ukzoom[.Jus
zoom76[.Jus
zoomcol.]vg

lazoom|[.]us
fyzoom[.]xn--kpry57d
zoomzoomproduction[.]it
suzoom[.Jru

azoomi[.Jru

zoomio[.]ca

uvzoom[.]se
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zoomie[.Jtv
zoomtwl[.]us
zoompt[.]Jco
zoomfs[.]Jus
cazoom[.]pt
mxzoom[.]us
zoomiel[.]in
adzoom[.Jml
zoomix[.]Jph
zoomac|.Jvg
w9zoom[.Jus
Xn--zoom-kh4j[.Jcom
90zoom|[.]us
izoom[.]Japp
razoom[.]ai
zoombo[.]ph
zoomex[.]pl
bazoom[.]pl
edge[.Jmicrosoft
microsoftedgemicrosoft[.Jcom
microsoftedge[.]Jus
microsoftedgel.]sk
microsoftedgel.]jp
microsoftedge[.Jcm
microsoftedgel[.]nl
microsoftedgel.]fr
microsoftedgel.]ca
microsoftedge[.]gr
microsoftedgel.]ru
microsoftedge[.]Jch
microsoftedgel.]in
edgemicrosoft[.Jru
microsoftedgel.]la
microsoftedgel.]Jae
microsoftedge[.]se
microsoftedgel.]it
microsoftedge[.]sg
edgemicrosoft[.]xn--fiqs8s
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microsoftedge[.]Jcn
microsoftedge[.]tv
microsoftedgel.]pe
microsoftedgel.]Jeu
microsoftedgel[.]Jco
microsoftedgel.]be
microsoftedgel.]pl
microsoftedge[.]Jvg
microsoftedge[.]Juk
microsoftedgel.]dk
microsoftedge[.]Jno
microsoftedgel.]pt
microsoftedgel.]es
microsoftedgel.]ir
microsoftedgel.]hu
microsoftedge[.]at
microsoftedgel.]lv
microsoftedgel.]de
microsoftedgel[.]Jpub
microsoftedgel[.]dev
microsoftedge[.]net
microsoftedgel.]biz
microsoftedge[.Jcom
microsoft-edge[.Jru
edgemicrosoft[.Jcom
microsoftedgel[.]app
microsoft-edge[.]de
microsoftedge[.]xin
microsoftedgel.]Jorg
microsoftedgel.]Jtop
microsoftedgel.]Jone
microsoftedgel.]vip
microsoftedgel.]xyz
microsoftedgel.]Jpro
microsoftedge4[.Jcom
microsoftedges[.Jcom
microsoftedge5[.Jcom
microsoftedgel.]info
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microsoftedgel.]tips
microsoftedge[.]Jwang
microsoftledger[.Jws
microsoftedgel.]asia
microsoftledger[.]vg
microsoftedgel.]tech
microsoftedge3[.Jcom
microsoftedge?2[.Jcom
microsoftedge[.]Jname
microsoft-edge[.Jcom
microsoft-edge[.]Jnet
edge-microsoft[.Jcom
microsoftedge[.Jgame
microsoftedge[.Jnews
microsoftedge[.Jmobi
microsoftedge[.]Jclub
microsoftedgel.]blog
microsoft-edgel[.]Jorg
microsoftedgel.]site
microsoftledger[.Jcom
microsoftedge[.]Jco[.]nz

microsoftedgel[.]Jco[.]il
microsoftedgeos[.Jcom
microsoftedgel.]Jco[.]at
microsoftedgel.Jrocks
microsoftedgel[.]Jgroup
microsoftedgel.]co[.]uk
microsoftedgel.]co[.]in
microsoft-edge2[.Jcom
microsoft-edge[.]blog
microsoftedgel.]tools
microsoftedgel.]space
microsoftedgel.]store
microsoftedge[.Jcom[.]sg
microsoft365edgel.]net
microsoftedgel.]social
microsoftedge[.Jexpert
microsoftedge[.Jcom[.]Jcn
microsoftedgeshl.]info
microsoftedge[.Jcom[.]br
microsoftedge[.Jcom[.]Jmy
microsoftedge[.Jcom[.]tr

Sample Malicious Domains Containing the Brand Names

ccleanerprol.]Jshop
87steam].]top
steamrig[.]top
steamtb[.]site
drwsteam[.Jcom
steamlog[.]xyz
steameast].]is
mimsteam[.]xyz
eblisteam[.]ml
steamcard|.]cf
isteamj[.]shop
steambulk[.]xyz
buffsteam[.]fun
steamkefu[.Jcom
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bisisteam[.]xyz
steamboat[.Jone
ariesteam|.]biz
steamcsgov[.Jru
cg-rsteam[.Jcom
steamgm[.]Jco[.Juk
steamproxyl[.]Jco
gethasteam[.]Jtop
boysteams|.]site
letassteam].]top
msteamsappl.]Jcfd
statssteam[.]xyz
nltrosteam[.Jcom
steammtrade[.Jru
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luxursteam[.Jcom
steammcomty[.Jru
yesteamutah[.Jcom
discordsteam[.]ru
steamyevadel[.]top
steamcomnlty[.]ru
ecosteam247[.Jcom
steam-trades|.]ru
iskingsteam[.]top
artlegsteam[.]xyz
steamunlock[.]pro
nitrosteamil.Jcom
steamtec].]africa
steamonwheel[.Jus
steamlocked]|.]Jorg
steammcomuty[.]ru
steamcomyniti[.Jru
steamcommumty[.]ru
navisteam[.Jorg[.]ru
discordsteam][.]org
steamcammunty[.]ru
steamkurator[.Jcom
dnitro-steam[.Jcom
steamrowered[.]xyz
steamcomynlti[.]ru
steamgift[.Jorg[.]ru
tallnowsteam][.]Jxyz
steamyplayer[.Jcom
steam-dnitro[.Jcom
settellsteam].]top
steamcommuily[.Jru
steamcoomnity[.Jru
oncehissteam[.]xyz
livesteamegg|[.]xyz
steamconmuity[.]ru
a2steambooks].]Jorg

Sample IP Address Resolutions
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steamhatpush[.]Jtop
sorteosteam[.]live
steam-offers[.Jcom
steamconmulty[.Jru
steam-nitro[.]shop
steamairdrop[.Jcom
steamcummunity[.Jru
steammastery[.]Jnet
djscordsteam[.Jcom
adamsteamstl[.Jnet
steamcummnlty[.Jru
steamconumity[.Jru
steamalrdrop[.Jcom
steamerolive[.]top
steamcummunty[.]xyz
likesteamsign[.]top
steamnotecool[.]xyz
steamonline-24[.]ml
steamcommunith[.]ru
steamcomuniuty[.]ru
soilsteammade[.]xyz
steamcumnumity[.Jru
steampoweredc[.Jcom
steamcanmunilty[.]ru
livesteam-metal.]Jga
mediafliesteam[.]cf
steammostfeed|.]top
steamerbewarel[.]top
steamcomtunlty[.Jru
steamcumnunlty[.]ru
cisdetomsteamol.]tk
steamcomnunify[.Jru
steamcommumlty[.Jru
steammcommuity[.Jru
steamcommunltn[.]ru
steamtestmass|.]xyz
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199[.]59[.]243[.]220
2606:4700:3034::ac43:c507
2606:4700:3036::6815:154b
104[.]21[.]21[.]75
172[.]67[.]197[.]7
67[.]223[.]118[.]26
185[.]224[.]1249[.]219
fe80::5054:ff:fec2:3359
5[.]101[.]153[.]227
2606:4700:3037::ac43:831c
2606:4700:3037::6815:3be
104[.]21[.]3[.]190
172[.]167[.]131[.]28
20[.]74[.]240[.]156
176[.]119[.]147[.]200
192[.]36[.]41[.]31
198[.]54[.]126[.]24
2606:4700:3030::6815:3292
2606:4700:3032::ac43:a060
172[.]67[.]160[.]96
104[.]21[.]58[.]146
2606:4700:3034::6815:44a6
2606:4700:3033::ac43:c4eb
104[.]21[.]68[.]166
172[.]67[.]196[.]229
2001:4860:4802:38::15
2001:4860:4802:34::15
2001:4860:4802:36::15
2001:4860:4802:32::15
216[.]239].134[.]21
216[.]239].]36[.]21
216[.]239].]32[.]21
216[.]239].]38[.]21
72[.]167[.J191[.]69
3[.]64[.]1163[.]50
89[.]41[.]180[.]194
34[.]102[.]136[.]180
85[.]233[.]160[.]22
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185[.]2[.]6[.]19
2606:4700:3035::ac43:dc17
2606:4700:3036::6815:264e
172[.]67[.]220[.]23
104[.]21[.]38].]78
2606:4700:3037::6815:2218
2606:4700:3031::ac43:c4bb
172[.]67[.]196[.]187
104[.]21[.]34[.]24
54[.]153[.]56[.]183
23[.]236[.]62[.]147
2606:4700:3030::6815:2¢87
2606:4700:3036::ac43:c893
104[.]21[.]44[.]135
172[.]67[.]200[.]147
185[.]230][.163[.]171
185[.]230[.]63[.]186
185[.]230[.]63[.]107
104[.]239[.]189[.]165
50[.]116[.]94[.]32
2606:4700:3034::ac43:bdc6
2606:4700:3037::6815:2944
172[.]67[.]189[.]198
104[.]21[.]41][.]68
34[.]233[.]21[.]177
2a02:4780:b:922:0:326d:¢539:1
82[.]180[.]170[.]149
130[.]211[.]13[.]144
209[.]182[.]212[.]74
2a07:7800::180
185[.]151[.]30[.]180
54[.]172[.]82[.]69
2a02:4780:b:864:0:f2a:20ba:1
82[.]180[.]138][.]122
198[.]50[.]252[.]64
195[.]161[.]114[.]5
2a02:4780:b:748:0:25c7:8ddf:4
185[.]212[.]71[.]173

13


http://www.whoisxmlapi.com

2606:4700:3034::ac43:b23a
2606:4700:3035::6815:1f9b
172[.]67[.]178[.]58
104[.]21[.]31[.]155
2606:4700:3035::6815:3708
2606:4700:3033::ac43:aa08
172[.]67[.]170[.]8
104[.]21[.]55[.]8
35[.]204[.]150[.]5
88[.]198[.]29[.]197
45[.]130[.]41[.]40
203[.]175[.]8[.]55
173[.]255[.]194[.]134
45[.]156[.]79[.]23
72[.]14[.]185[.]43
45[.]33[.]30[.]197
T2[14[.178[.]174
45[.]33].]23[.]183
45[.]33[.]18[.]44
45[.]33[.]20[.]235
45[.]33[.12[.]79
198[.]58[.]118[.]167
45[.]79[.]19[.]196
96[.]126[.]123[.]244
2600:1f16:389:3110:963c:1cb3:bal
9:3e16
2600:1f16:389:3100:af4a:1dbe:26a4
:3c01
2600:1f16:389:3120:775d:f57c:ac19
:e7ec

3[.]128[.]220].]50
3[.]21[.]90[.]33
3[.]21[.]136[.]142
23[.]227[.]38[.]65
2606:4700:3037::6815:1846
2606:4700:3031::ac43:d95b
104[.]21[.]24[.]70
172[.167[.]217[.]91
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89[.]146[.]110[.]29
198[.]54[.]116[.]118
185[.]26[.]105[.]1244
45[.]130[.]41[.]23
2600:9000:21eb:1200:d:8255:2700:
93a1
2600:9000:21eb:200:d:8255:2700:9
3af
2600:9000:21eb:e200:d:8255:2700
93at
2600:9000:21eb:d200:d:8255:2700:
93at
2600:9000:21€eb:8c00:d:8255:2700:
93at
2600:9000:21eb:2000:d:8255:2700:
93a1
2600:9000:21eb:5200:d:8255:2700:
93a1
2600:9000:21eb:5a00:d:8255:2700:
93a1

13[.]225[.]142[.]102
13[.]225[.]142[.]18
13[.]225[.]142[.]77
13[.]225[.]142[.]32
218[.]241[.]105[.]10

127[.]J0[.]O[.]1

203[.]170[.]80[.]253
203[.]170[.]80[.]250
172[.]65[.]227[.]72
103[.]247[.]11[.]243
23[.]227[.]38[.]67

81[.J17[.]18[.]197
2606:4700:3035::6815:3686
2606:4700:3034::ac43:8ad0
104[.]21[.]54[.]134
172[.]67[.]138[.]208
192[.]185[.]167[.]110
81[.J17[.]J18[.]195
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192[.]185[.]129[.]215
162[.]241[.]217[.]51
2001:8d8:100f:f000::200
217[.]160[.]0[.]16
2001:8d8:100f:f000::277
217[.]160[.]0[.]68
107[.]180[.]90[.]119
23[.]227[.]38[.]32
185[.]169[.]155[.]14
35[.1172[.]94[.1
100[.]24[.]208[.]97
192[.]187[.]111[.]222
169[.]59[.]192[.]7
66[.]29[.]146][.]86
197[.]248[.15[.]10
169[.]55[.]200[.]178
2a02:4780:13:947:0:156a:624b:2
45[.]132[.]157[.]4
2a02:¢500:1:10b::1
185[.]138[.142[.]34
192[.]187[.]111[.]220
169[.]59[.]192[.]10
209[.]17[.]116[.]163
192[.164[.]119][.]62
66[.]113[.]136][.]229
169[.159[.]240[.]128
169[.]55[.]200[.]176
52[.]116[.]242[.]27
169[.]61[.]176[.]246
169[.]59[.]222[.]23
169[.159[.]1222[.]28
169[.]47[.]194[.]201
35[.]227[.]197].]36
169[.]55[.]203[.]154
205[.]147[.]88[.]159
169[.]59[.]1237[.]24
2a07:7800::182
185[.]151[.]30[.]182
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169[.]59[.]228[.]88
2606:4700::6811:c049
2606:4700::6811:c149
2606:4700::6811:c349
2606:4700::6811:c249
2606:4700::6811:¢c449
104[.17[.]192[.]73
104[.J17[.]196[.]73
104[.J17[.]195[.]73
104[.J17[.]194[.]73
104[.J17[.]193[.]73
2a07:7800::181
185[.]151[.]30[.]181
216[.]40[.]34[.]41
192[.][187[.]111[.]219
192[.]64[.]119[.]216
199[.]115[.]115[.]102
195[.]20[.]49[.]144
43[.]134[.]204[.]20
195[.]20[.]48[.]154
104[.]21[.]50[.]65
172[.]67[.]157[.]142
176[.]126[.]165[.]67
194[.]145[.]209[.]1211
199[.]188[.]205[.]45
154[.]209][.]75][.]158
68[.]66[.]248[.]28
35[.]213[.]155[.]104
87[.]229[.]115[.]199
2606:4700:3031::6815:2c81
2606:4700:3037::ac43:c7fc
104[.]21[.]44[.]129
172[.167[.]199[.]252
51[.]210[.]109][.]65
43[.]154[.]7[.]215
64[.]70[.]19[.]203
2a02:4780:11:762:0:1cb5:d47c:1
217[.]21[.]87[.]30
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2606:4700:3031::6815:2daa
2606:4700:3031::ac43:d905
104[.]21[.]45[.]170
172[.]167[.]217[.]5
49[.]212[.]235[.]196
109[.]234[.]1161[.]219
2606:4700:3031::ac43:c03c
2606:4700:3036::6815:33f1
172[.]167[.]192[.]60
104[.]21[.]51[.]241
130[.]185[.]75[.]141
176[.]123[.]0[.]55
2a00:1ed0:1:1800:7:24:cc00:1
95[.]217[.]198[.]12
154[.]86][.]26].]68
185[.]129[.]100[.]127
199[.]115[.]115[.]119
2606:4700:3030::6815:34b5
2606:4700:3032::ac43:ca9%6
104[.]21[.]52[.]181
172[.]67[.]202[.]150
89[.131[.]143[.]1
194[.]58[.]112[.]174
103].]63[.]2[.]183
66[.]81[.]199][.]56
185[.]186[.]150[.]100
182[.]50[.]132[.]242
46[.]242[.]248][.]46
43[.]154[.]226][.]44
154[.]80[.]215[.]42
43[.]133[.]204[.]38
51[.]140[.]85[.]106
2a06:2ec0:1::133
185[.]104[.]29[.]102
217[.]21[.]87[.]53
195[.]20[.]50[.]18
75[.12[.]26[.]18
99[.183[.]153[.]108
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89[.]1219[.]35[.]102
81[.]91[.]178[.]149
91[.]219[.]192[.]110
2606:4700:3035::ac43:a3f5
2606:4700:3037::6815:fcb
104[.]21[.]15[.]203
172[.]67[.]163[.]245
144[.]24[.]212[.]32
54[.]137[.]126][.]92
107[.]151[.]200[.]71
35[.]227[.]226[.]177
106[.]13[.]57[.]180
50[.]62[.]186[.]233
81[.]2[.]194[.]1128
173[.]212[.]198[.]53
2a00:5da0:1000::128
195[.]210[.]46[.]55
172[.]67[.]171[.]203
104[.]21[.]47[.]181
195[.]20[.]48[.]6
172[.]96[.]178].]82
2606:4700:3036::6815:1651
2606:4700:3030::ac43:cb78
172[.]67[.]203[.]120
104[.]21[.]22[.]81
195[.]20[.]154[.]179
2606:4700:3032::ac43:9d75
2606:4700:3031::6815:4a6e
104[.J21[.]74[]110
172[.]67[.157[.]117
2606:4700:3033::6815:459e
2606:4700:3035::ac43:d1a7
104[.]21[.]69[.]158
172[.]67[.]209[.]167
195[.]20[.]148[.]91
35[.]168][.]184[.]46
23[.]21[.]244[.]74
5[.]144[.]130[.]54
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104[.]21[.]64[.]176
172[.]167[.]187[.]53
180[.]188[.]21[.]148
154[.]19[.]204[.]70
206[.]119[.]74[.]122
20[.]196[.]203[.]242
43[.]128[.]230[.]203
43[.]154[.]46[.]76
45[.]195[.]19[.]206
45[.]195[.]9[.]209
45[.]195[.]19[.]220
154[.]19[.]204[.]57
154[.]19[.]204[.]63
184[.]168[.]100[.]46
43[.]248].]138[.]111
79[.]98[.]26[.]46
213[.]186[.]33[.]5
2a02:2b88:1:4::17
46[.]28[.]105[.]3
46[.]30[.]211[.]38
162[.]222[.]225].]172
34[.]74[.]84[.]137
5[.]61[.]53[.]184
2a02:b49:4:d::1
88[.]208[.]29[.]90
194[.19[.]94[.]86
194[.]9[.194[.]85
103[.]154[.]102[.]15
157[.]90[.]0[.]159
185[.]27[.]134[.]179
195[.]20[.]149[.]124
81[.]88[.]53[.]39
195[.]120[.]54[.]176
217[.]116[.]0[.]191
103[.]113[.]92[.]49
46[.]29[.]18[.]78
195[.]20[.]53[.]228
43[.]154[.]95[.]72
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185[.]73[.]226[.]108
75[.]2[.]115[.]196
183[.]111[.]138[.]186
2606:4700:3031::ac43:0983
2606:4700:3034::6815:33ca
172[.]67[.]185[.]131
104[.]21[.]51[.]202
34[.]168[.]247[.]115
50[.]18[.]120[.]10
185[.]215[.]4[.]14
103[.]224[.]182[.]210
2606:4700:3036::ac43:93ce
2606:4700:3035::6815:57¢e6
172[.]67[.]147[.]206
104[.]21[.]87[.]230
94[.126[.]226[.]179
84[.]38[.]188[.]100
18[.]212[.]206].]12
199[.134[.]228].]71
47[.]242[.]206[.]162
2606:4700:3031::ac43:b56f
2606:4700:3031::6815:2bat
172[.]67[.]181[.]J111
104[.]21[.]43[.]161
43[.]155].]76[.]80
104[.]247[.182[.]54
2a01:aee0:0:26::11
185[.]51[.]8[.]107
15[.J[197[.]142[.]173
3[.]33[.]152[.]147
103[.]149[.192[.]174
8[.]210[.]161[.]33
195[.]159[.]129[.]123
2a01:5b40:0:4700::1
194[.]63[.]248[.]47
2606:4700:3037::6815:4fd8
2606:4700:3033::ac43:ab8c
172[.]67[.]171[.]140
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104[.]21[.]79[.]216
171[.]22[.]24[.]104
206[.]72[.]195].]93
47[.]243[.]181[.]156
104[.]247[.]81[.]52
194[.]0[.]200[.]201
64[.]225[.]91[.]73
2a02:2b88:1:4::18
46[.]28[.]105[.14
104[.]247[.]81[.]54
46[.]242[.]253[.]150
94[.]237[.]7[.]162
2[.]57[.]90[.]16
46[.]252[.]150[.]47
185[.]27[.]134[.]205
116[.]211[.]100[.]137
156[.]239[.]159[.]36
44[.]227[.]65[.]245
44[.]227].]76[.]166
74[.]220[.]199][.16
34[.]150[.]54[.]80
47[.]100[.]63[.]52
47[.]100[.]37[.]98
20[.]255[.]48][.]65
194[.]110[.]55[.]152
45[.]56].184[.]11
192[.]64[.]119[.]109
2606:4700:3037::ac43:a075
2606:4700:3030::6815:2a5b
172[.]67[.]160[.]117
104[.]21[.]42[.]91
77[.)55[.]137[.]173
82[.]98[.]178[.]180
195[.]20[.]51[.]120
43[.]224[.]153[.]183
51[.]68].]185].]251
45[.]156[.]185[.]106
2606:4700:3035::6815:164¢e
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2606:4700:3037::ac43:cb75
172[.]67[.]203[.]117
104[.]21[.]22[.]78
162[.]255[.]119[.]182
62[.]149[.]128[.]151
62[.]149[.]128[.]163
62[.]149[.]128[.]160
62[.]149[.]128[.]166
62[.]149[.]128[.]154
62[.]149[.]128[.]157
2a03:6f00:6:1::bce1:3f8f
188][.]225[.]63[.]143
195[.]230[.]23[.]188
2606:4700:20::681a:777
2606:4700:20::ac43:44ed
2606:4700:20::681a:677
104[.]26][.]7[.]119
172[.]67[.]68[.]237
104[.]26].16[.]119
67[.]199[.]191[.]170
85[.]159[.]66][.]93
3[.]105[.]209[.]156
13[.]54[.]177].]90
46[.]28[.]105[.]2
195[.]110[.]124[.]133
3[.J132[.]179[.]168
87[.]229[.]70[.]106
2606:4700:3035::ac43:996¢
2606:4700:3037::6815:5232
104[.]21[.]82].]50
172[.]67[.]153[.]108
81[.]19[.]232[.]111
2a02:4780:8:881:0:c12:58cf:1
185[.]166[.]188[.]135
45[.]79[.]222[.]138
2606:4700:3033::6815:38fc
2606:4700:3033::ac43:9d3e
104[.]21[.]56].]252
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172[.]67[.]157[.]62
199[.]188[.]206[.]163
43[.]129[.]64[.]127
185[.]78[.]22].]68
192[.]185[.]144[.]202
103[.]83[.]192[.]66
121[.]62[.]17[.]124
216[.]83[.]56[.]38
43[.]155[.]101[.]253
43[.]132[.]181[.]169
2001:8d8:100f:f000::249
217[.]160[.]0[.]34
47[.197[.15[.]221
201[.]148[.]105[.]227
2a00:5da0:1000::152
194[.]39[.165[.]4
2a01:4f8:d0a:421e::2
78[.]47[.]62[.]33
79[.]110[.]52[.]12
123[.]206[.]230[.]110
190[.]8[.]176[.]162
158[.]255[.]147[.]143
185[.]58[.]213[.]12
176[.]119[.]147[.]106
185[.]50[.]125[.]11
2a02:2350:5:102:8009:84a3:2c2b:1
5db
77[.]111[.]240][.]161

©

8[.]219[.]54[.]215
2606:4700:3035::6815:3d89
2606:4700:3034::ac43:d2f6
172[.]67[.]210[.]246
104[.J21[.]61[.]137
104[.]158[.]215[.]38
195[.]20[.154[.]27
146[.]59[.]209[.]152
172[.]105[.]90[.]92
194[.]150[.]248[.]53
47[.]243[.]45[.]113
217[.]147[.]225[.]186
80[.]249[.]148[.]17
51[.]210[.]101[.]195
116[.]62[.]229[.]74
2606:4700:3035::6815:25da
2606:4700:3031::ac43:d59b
104[.]21[.]137[.]218
172[.]67[.]213[.]155
2a02:2268:ffff:ffff::4
91[.]184[.]0[.]100
89[.]40[.]173[.]239
154[.]91[.]146[.]230
43[.]152[.]205[.]116
99[.]84[.]192[.]23
99[.184[.]192[.]58
99[.]84[.]192].]6
99[.184[.]192[.]125

Sample Malicious IP Address Resolutions (10% of the Dataset)

199[.]59].]243[.]220
216[.]239[.]32[.]21
216[.]239[.]38[.]21
72[]167[.]191[.]69
3[.164[.]1163[.]50
34[.]102[.]136[.]180
85[.]233[.]160[.]22
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54[.]153[.]56[.]183
23[]236[.162[.]147
185[.]151[.]30[.]180
198[.]50[.]252[.]64
173[.]255[.]194[.]134
45[.]56[.]79[.123
72L]14[]178[]174
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45[]33[.]23[.]183
45[]33[.]18[.]44
45[]33[.]20[.]235

198[.]58[.]1118[.]167
45[.]79[.]19[.]196
96[.]126[.]123[.]244

Sample Subdomains Containing the Brand Names

7-zip-7-zip[.]blogspot[.]Jcom
7-zip[.Jon-web[.]fr

7-zip[.]Jbelaul.]Jpw
7-zip[.]pretorlex[.Jcom
7-zip[.]Jnewyork[.Jmuseum
7-zip[.Jconhecimentoeachave[.Jcom
7-zip[.]Jdownload-prog[.Jcom
7-zip[.]lastdownload[.Jcom
7-zip[.]de[.]dyson[.Jcom[.]pe
7-zip[.]it[.]Jas[.]Jme
7-zip[.]th[.]decarta[.]Jus
wwwl[.]7-zip[.Jconhecimentoeachave
[.Jcom

www[.]7-zip[.]pretorlex[.]Jcom
7-zip[.]dev[.Jpopjam[.Jcom
u277-zip[.]Jdev[.Jtrustpayments|.]Jdev
7-zip[.]appsec].]elmt[.]io
i2337-zip[.]dev[.]trustpayments[.]Jdev
i2397-zip[.]dev[.]Jtrustpayments[.]dev
p8557-zip[.]dev[.Jtrustpayments[.]de
v
d1347-zip[.]dev[.Jtrustpayments[.]de
v
i1717-zip[.]dev[.]Jtrustpayments[.]dev
7-zip-license[.Jconnxusdemol.Jcom
i2477-zip[.]dev[.]Jtrustpayments[.]dev
i2857-zip[.]dev[.]Jtrustpayments[.]dev
i2507-zip[.]dev[.]trustpayments[.]dev
i2407-zip[.]dev[.]Jtrustpayments[.]dev
i22507-zip[.]dev[.]trustpayments[.]de
Vv

7-zip-portable[.]artstation[.Jcom
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7-zip-portable[.Jprogrammiegiochil.]
com
7-zip[.]github[.]Jsyd[.]coinjar[.Jcom
7-zip[.]0426223299-th[.]decarta[.]Jus
www77-zippyshare-com[.]translatel.
lgoog
www37-zippyshare-com[.]translate].
lgoog
igrovie-avtomati-azino777-zip[.]xtub
e-online[.Jcom
hostmaster|.]7-zip-archiver-p7701[.]
123-free-download[.]Jcom
ww9[.Jmdf001bce24r9002-ve7-zipm
oney[.Jpayusaklarnal.Jcom
121-47-zip90[.]di-ci[.]Jshoot[.Jcanary[
.Jk8s-hana[.Jondemand]|.Jcom
988d2837-zipper-lunch-officer-influe
nce-pupil-packagel.]grafbase-previe
w[.]dev
988d2837-zipper-lunch-main-officer
-influence-pupil-packagel.]grafbase-
preview[.]dev
ccleaner[.Jrcbiodiesel[.Jcom
ccleanerl.]indianhumanhairfactoryl.]
com

ccleaner[.Jdownloadnp[.Jcom
ccleaner].]Jpatriotbuysell[.Jcom
ccleaner[.Jsampitekno[.]Jwebl.]id
ccleaner|.]Jparadesibbc[.Jcom
ccleaner[.Jmovezal.]co[.]za
ccleaner[.]almarayadecor[.Jcom
ccleaner[.Jdownload-prog[.Jcom
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ccleaner[.]alfida[.]or[.]id
ccleaner[.]balightravel[.Jcom
ccleaner[.]hyderabadcyclistsgroupl.]
com
ccleaner].]thecreativedigitizing[.Jcom
ccleaner].]ideateconsultancy[.Jcom
ccleaner[.Jgomesadvogados[.Jcom
ccleaner[.]acidit[.Jcom
ccleaner|.]khaleejikoach[.Jcom
ccleaner].]satellitemobilebharuchl.]c
om

ccleaner[.]Jtytconsultores[.]cl
ccleaner].]Jaspeciallockandkey[.Jcom
ccleaner[.Jmmultiserv[.Jcom[.Jmx
ccleaner[.]J8yonmasr[.Jcom
ccleaner[.]Jalcovenewkolkatal.]in
ccleaner[.]guillermocelio[.Jcom[.Juy
ccleaner].]Jcolorsplashl.]info
ccleaner[.]Jcryptowalletrecover[.Jcom
ccleaner[.Jmarversoluciones[.Jcom[.]
uy

ccleanerl.]idafrical.]Jco[.]za
ccleaner[.]Jspicemodels[.]Jco[.]za
ccleaner|.]Jprontocemento[.Jcom
ccleaner[.Jomshivamarjun[.Jcom
ccleanerl.]Jportalgurupil.Jcom[.]br
ccleaner[.Jru[.Jcom
ccleaner].]studio3m[.]hr
ccleaner].]farisian[.Jnet
ccleaner[.Jniemans[.Jcom[.Jmy
ccleanerl.]ig4retail[.]cl
ccleaner|.]tarhely|.]Jorg
ccleanerl.]electricall.]cl
ccleaner[.]Jhusseinelsayed[.]Jcom
ccleaner[.]funespejo[.Jorg[.]lec
ccleaner[.]szandanyil.]hu
ccleaner[.Jrealmadrid4arabl.]net
ccleaner[.]smartlink[.]Jcom][.]eg
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ccleaner[.Jmlosh[.Jcom
ccleaner[.Jtclaw[.]net
ccleaner[.Jmaabaglamukhitrust[.Jco
m
ccleaner.]Jglobalproductions|.]Jorg[.]z
a

ccleaner[.]dgtc[.Jvn
ccleaner].]Jbelakangkantor[.Jcom
ccleaner].Jtetoakademia[.]hu
ccleanerl.]i-distantim[.]Jnet
ccleaner].]Jkontenacity[.Jcom
ccleaner[.]Jventanagulf[.Jcom
ccleaner].]Japicenter[.Juz
ccleaner|.]Joverallhealthl[.]in
ccleaner[.Jnualvanal.Jcom
ccleaner[.Jsankhyamuseum([.]Jorg
ccleaner|.]Jcorporacionaraucol.Jcom
ccleaner|.]soft-market[.]store
ccleaner[.]Jcsasedul.]Jorg
steamsteam][.]Jcontinu[.]nl
steamsteam?2[.Jrepl[.Jco
steam[.]Jsteam[.]79[.]Jmskhost[.]Jpro
steam[.]ginshio[.]Jorg
steam[.]djxpcl.]Jcn
steam[.]qzgphacul.]xyz
steam[.Jmvdkolk[.]nl
steam[.]Jshanbenyinghua[.Jcom
steam[.]yb-sports|[.Jcn
steam[.]Jh1mail[.]xyz
steam[.]stennos[.Jcom
steam|[.]Jdosacolal.]de
steam][.]theevilroot[.]xyz
steam[.]pherisnetwork[.Jcom
steam[.]Jabcproducciones].]net[.]pe
steam[.]aurell[.]xyz
steam[.Jmakervilla[.]xyz
steam[.Jomaranwari[.Jcom
steam[.JudIwfu[.]xyz
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steam[.]Jcolocolor[.]xyz
steam[.]Jcornerstone-project[.Jcn
steam[.]kukerino[.Jme
steam[.]Jwanparty[.]io
steam[.Jagencyroute[.Jcom
steam[.[faceit[.]Jro
steam[.Jbamongus[.Jcom
steam[.Juuuzz[.Jcom
steam[.]korp[.]Jno
steam[.Jmx16[.Jcom
steam][.]s-server[.]xyz
steam[.Jsinaapp[.Jcom
steam[.]Jvalgrifer[.]fr
steam[.]learnobots[.Jcom
steam[.]Jggplayapp[.Jcom
steam|.]Jdesperateproject|.]su
steam[.]b6y/[.]nl
steam([.]dellas].]id[.]au
steam[.]Jgenytech[.]io
steam[.]Jsteamqueen][.]id
steam[.]Jenginevolatile[.Jcom
steam[.]Jworkers[.]dev
steam[.Jmasterserver[.Jcom[.]br
steam[.]int[.]la
steam([.]laoq[.]store
steam[.]Jsihapp[.]xyz
microsoftedgel.Junblock-youkul.]Jco
microsoftedge[.]gocampaign[.Jco
microsoftedgel.]xn--yfrw1gdxio3b62
6h[.Jcom
microsoftedgel.]Jbackvpn[.]Jcc
microsoftedgel.]Jggroute53[.Jcom
microsoftedgel.Jcncn2[.Jwang
microsoftedgel.]Jseebisail.Jcom
microsoftedge[.]sockip[.Jcom
microsoftedge[.]fanhuivpn[.Jcom
microsoftedge[.Junblock-youku[.]Jco
m
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microsoftedgel.Junblockgiyi[.Jcom
microsoftedge[.]squidcn[.Jcom
microsoftedgel.Jiosvpnl.]live
microsoftedgel.]xn--90wy38h[.]net
microsoftedgel.]leancloud][.]Jcc
microsoftedgel.Junblockandroid[.]cc
microsoftedgel[.]xn--p3tn9r[.]cc
microsoftedgel.]xn--golink-8e4jz3wijt
4][.Jcom
microsoftedge[.]Jgocampaign[.Jonline
microsoftedgel.]Jkuaifanacc|.Jcom
microsoftedgel[.]xn--vpn-4g6epf|.]Jco
m

microsoftedgel.]Jbigunblock[.Jcom
microsoftedgel.]Jhiveunblock[.Jcom
microsoftedge[.]Jgogocn[.Jmobi
microsoftedgel.]jiesuopass|.Jcom
microsoftedgel.]xn--yfrw1gck8dqg21j
9p7brxwal.Jcom
microsoftedgel.]Jgocn[.]Jcc
microsoftedge[.Junblock[.]Jpub
microsoftedgel.]githubl.]io
microsoftedgeinmicrosoft[.Jcomsider
[.Jcom

microsoftedge[.Jcncn2[.]Jcc
microsoftedgel.Junblocknbal.Jcom
microsoftedgel.]xn--yfrw1ghskgijvv
3c[.Jcom
microsoftedgel.]Jxn--14963gfps[.]Jco
m
microsoftedgel[.Junblockbrowser|.]Jco
m

microsoftedge[.Josunblock[.Jcom
microsoftedgel.Junblock[.Jwang
microsoftedge[.Jcncn2|.]ltd
microsoftedge[.Junblock-cn[.Jcom
microsoftedge[.Junblockcntv[.Jcom
microsoftedgel[.Junblockyoukul.]live
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microsoftedgel.]Jkancn[.]Jshop
microsoftedge[.Junblock-cn[.Jwang
microsoftedgel.Junblockos][.]Jcc
microsoftedgel[.]xn--zbssc112gp19b
[Jcom
microsoftedgel.]Jxn--pssy04h84cjro6
rf.Jcom
microsoftedgel[.Jhuarenvpn[.Jcom
microsoftedge[.Junblockxunleil.]fun
microsoftedgel[.]linkcnvpn[.]cloud
microsoftedgel.]shenguiacc|.Jcom
teamviewerl.]xn--mori-gsa[.Jnz
teamviewer|[.Jcmashipsfd[.Jcom
teamviewer[.]solucionesicg[.Jcom
teamviewer|.]Jkonzept-¢e[.]de
teamviewer[.]mktoweb[.Jcom
teamviewer[.Jm-cruz[.]de
teamviewer|[.Jcancom][.]de
teamviewerl.]Jquestionpro[.]de
teamviewer[.]fdc[.]Jsupport
teamviewer[.]dnsalias[.]net
teamviewer[.]keenetic[.]link
teamviewer[.]dialfer[.]it
teamviewer|[.]dd-dns|.]de
teamviewer[.]Imsoftware[.]de
teamviewer[.]latiendadeltransportist
al.Jcom

teamviewer[.]Jcyrbil[.]fr
teamviewer[.]pixelis[.Jcom
teamviewer|.]Jdatascore[.Jcom[.]au
teamviewer[.]steemersict[.]nl
teamviewer[.]js[.]Jorg
teamviewer[.]Jelimedesign[.Jcom
teamviewer[.]Jgucul[.]Jorg
teamviewer[.]henkesasswolf[.]de
teamviewer[.]familie-wurth[.Jcom
teamviewer|.]za[.Jcom
teamviewer[.Jutover[.Jcom
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teamviewer|.]zaza-zou[.Jcom
teamviewer[.Jritom[.]nl
teamviewer[.]softwaredownload|.]Jco[
Jin

teamviewereu[.]freshdesk[.Jcom
teamviewer[.]tr[.]Jweb[.]app
teamviewer-de[.]Jazureedgel.]net
teamviewer[.]ko[.]8x8][.]Juk
teamviewer[.]ht[.]lu[.]se
teamviewerl[.]ar[.]Jvk[.]Jcc
teamviewer[.]ar[.Jconnxusdemo]|.]co
m
www[.]Jteamviewer[.]xn--mori-gsa[.]n
z
www[.]Jteamviewer[.]ideaprog[.Jdown
load
www[.]Jteamviewer[.]elimedesign[.]Jco
m

www[.]Jteamviewer[.]Jgucu[.]Jorg
www[.]Jteamviewer|.]steemersict[.]nl
www/[.]Jteamviewer[.]latiendadeltrans
portistal.Jcom
teamviewer-inc[.Jworkers[.]dev
teamviewer-uat[.Jkpmgtaxconnect[.]
col[.Juk
www/[.]teamviewer[.]datascore[.]Jcom
[.Jau
www/[.Jteamviewer].]familie-wurth[.]c
om

teamviewerhost[.Jiwunds|.Jcom
teamviewer-com[.Jtranslate[.]goog
www[.]Jteamviewer|.]softwaredownlo
ad[.]Jco[.]in
www|.]Jteamviewer|.]zaza-zou[.Jcom
www/[.]Jteamviewer[.]solucionesicg].]
com

teamviewerians[.]Jycycxz[.Jcom
teamviewergames|.Jgame][.]blog
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blog[.]Jteamviewer[.]kiitosimeon][.]Jco
m

teamviewers-org[.]Jtranslate[.]Jgoog
teamviewer[.]host[.]superheroesdec
omics[.Jnetwork
neopackage-teamviewer-teamviewe
r-host[.Jupdatestar[.Jcom
teamviewer[.Jc1oud[.]Jeu[.]Jorg
teamviewer-getid[.]Jechosign[.Jcom
teamviewer[.]bkuhl[.]Jduckdns|.]Jorg
jmshowteamviewer[.Jazurewebsites|.
Jnet

teamviewer-getid[.]Jcontinu[.]nl
teamviewer[.]physik[.]8x8[.Juk
www-teamviewer-us|.Jtranslate[.]goo
g

teamviewerschmidt[.]Jddns|.]net
teamviewer-meeting[.Jupdatestar|.]Jc
om
teamviewer[.]Jsandbox[.]directly[.]Jco
m
teamviewer2sentinel[.Jazurewebsites
[.]net
www[.]Jteamviewer[.]host[.]superhero
esdecomics[.Jnetwork
www[.]Jteamviewergames|.Jgamel[.]bl
og
blizz-by-teamviewer|[.Jupdatestar|.]c
om

teamviewer[.]Jatlantis[.]zb[.Jcom
teamviewerdomination[.]blogspot[.]c
om[.Jmt
descargarteamviewer[.]sercuriosol.]c
om
teamviewerairplanewsl.]familiepaus
mal[.]nl
teamviewerdomination[.]Jblogspot[.]n
o}
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teamviewerdomination[.]blogspot][.]c
om
hostmaster|.Jteamviewer[.]Jdcsupport
[.Jco[.]za
static-teamviewer-com[.]translate[.]g
00g
client-teamviewer-com[.]Jtrafficmana
ger[.]Jnet
teamviewer-13-download[.Joceandir
ectonline[.Jcom
www[.]descargarteamviewer|.]sercur
ioso[.Jcom
teamviewer-quicksupport[.Jupdatest
ar[.Jcom
teamviewer-quicksupport[.Jdownloa
d-prog[.Jcom
teamviewers-online4k[.Jsite[.]sportvi
p[-]Jorg
hostmaster[.Jwww[.]Jteamviewer].]dc
support[.Jco[.]za
teamviewer-backup-itbrain[.Jupdates
tar[.Jcom
remmina-plugin-teamviewer[.Jconnx
usdemol.Jcom
hostmaster|.]Jpop][.Jteamviewer[.]dcs
upport[.Jco[.]za
teamviewer-service-dev[.]hmy[.Jaco
ncaguasf.]info
hostmaster[.]smtp[.]teamviewer[.]Jdc
support[.Jco[.]za
hostmaster[.Jmail[.Jteamviewer[.]dcs
upport[.Jco[.]za
teamviewer-service-uat[.Jhmy[.Jacon
caguasf[.]info
teamviewer-service-test[.]hmy[.]Jaco
ncaguasfl.]info
hostmaster|.]teamviewer-p5106[.]12
3-free-download[.Jcom
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teamviewer-13-free-download[.]Jmav
rakisconstruction[.Jcom
download?2[.]Jteamviewer[.Jcom[.]Jcdn
[.Jcloudflare[.]net
www[.]Jteamviewers-online4k|.]site[.]
sportvip[.]Jorg
teamviewersklavetantrainnsbruck].]Jb
logspot[.Jcom[.]ng
teamviewer[.]ideaprog[.]Jddev[.]mailin
[.Jianpalko[.Jcom
apiwhatsappl.]whatsapp|.]informaldij
ital[.Jcom
apiwhatsapp[.]whatsapp|.]informaldij
ital[.Jcom
whatsappsales[.]Jwhatsapp][.]develop
ment-spectrm[.]de
whatsapp[.Jtechoonly[.Jcom
whatsapp[.]Jmyexpressbrasil[.Jcom
whatsapp[.]bestqualityproducts|.]in
whatsapp[.]Jwhatsappofficialapi[.]Jco
m

whatsapp][.]sen[.]Jvideo
whatsapp[.]skmulher[.Jcom[.]br
whatsapp[.]baloespersonalizadosalu
mifran[.Jcom
whatsapp][.]Jeflangtech[.Jcom
whatsapp[.Jmegalodon2021-com][.]g
q

whatsapp].]jualakrilik[.Jcom
whatsapp[.]sgcontrol[.Jcom[.]br
whatsapp[.]Jtexelapps[.Jcom
whatsapp[.]glutechid[.Jcom
whatsappl[.Jfloriculturamiriamrosal.]c
oml.]br

whatsappl[.]kit19[.Jcom
whatsappl.]freeonair[.]Jonline
whatsapp|.]socialwhats[.Jcom|[.]br
whatsapp[.Jopenfreelal.Jcom
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whatsapp][.]loadcrm[.Jcom
whatsapp[.]Jnetsupremal.Jcom[.]br
whatsapp[.]Jtptecno[.Jcom
whatsapp].]laciolab[.Jcom
whatsapp[.Jmayaravale[.Jcom
whatsapp[.]nikhanz[.Jcom
whatsapp[.Jebilling[.]id
whatsapp[.Jarrohmansg?2][.]id
whatsapp[.Jcodingways[.Jcom
whatsappl[.]full2pay[.]in
whatsappl.]finchsoftware|.]co[.]za
whatsapp[.]Jpuplunart[.]it
whatsapp[.Javanso[.Jcom][.]br
whatsappl[.Jfict[.Jdev
whatsapp[.Jachalander[.Jcom
whatsapp[.]quiz[.]Jtop
whatsapp[.]Jwhapi[.]Jga
whatsapp[.Jargoscomercio[.Jcom
whatsapp[.Jatendentes|.Jonline
whatsapp[.Jedgetier[.]Jcom
whatsapp[.]Jmettzer[.Jcom
whatsapp].Joitsolutions[.]co[.Juk
whatsapp[.]prod-projet|[.]site
whatsapp[.Jm11r[.]Jdev
whatsapp].]Jcsdelivery[.]Japp
whatsappl.Jjitendrayadav[.]Jco
whatsapp][.]pctec].]in
whatsappl.Jinviertentihoy[.Jcom
whatsapp].]funcionarioautomaticol.]
com

whatsappl.Jliramkt[.]Jtech
whatsapp].]hafiz-store[.Jcom
whatsapp[.]sourcecodescript[.]in
whatsapp[.]Jgssecurity[.]es
whatsapp].]lemonpush[.]xyz
whatsapp[.]Jmymudraloan[.]in
whatsapp[.]Jbharathonlinemarketing.
Jcom
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whatsappl.]jc[.]inf[.]br
whatsapp[.Jcampanhaweb[.Jcom[.]br
whatsappl.]truelead[.Jcom[.]br
whatsapp][.]kujangsakti[.Jcom
whatsapp[.Jcokemedia[.Jcom][.]br
whatsapp].]saveur[.Jcom[.]br
whatsapp[.]Jwelladjustedhk[.Jcom
whatsapp[.Jmahaamy[.Jcom
whatsapp[.]skywebl.]id
whatsapp[.Jdiegoguerral.Jcom
whatsapp].]seohero[.Jcom][.]br
whatsapp[.]Jsmskarol.]in
whatsapp[.Jcomunicacolwebl.]it
whatsappl[.]imefmty[.Jorg
whatsappl.]cripterio[.]Jorg
whatsappl.]letson[.]Jco
whatsapp[.]Jhangat[.Jmyl[.]id
whatsapp|.]farmaciaexatal.Jcom
whatsapp[.]Javheeshmishral.Jcom
whatsapp].]flowpsicologiapositival.]
com
whatsappl.]briquezi[.Jcom[.]br
whatsapp[.]shuikaihui8|.]top

©

whatsappl.]pragatiinfocom[.Jcom
whatsapp[.Jautoadministrable[.]cl
whatsapp[.]sssdigitalmarketing[.]Jco
m

whatsapp[.]Jpbaymark].]Jnet
whatsappl.]initeknologil.]id
whatsapp[.Jvagasbr].Jonline
whatsappl[.]Jaeas|.]net[.]pe
whatsapp[.]bionicsales|.]in
whatsapp[.]Jmestredaroletal.Jcom
whatsapp[.Jesegece[.Jcom
whatsapp[.]Jsmartdesign2u[.Jcom
whatsapp].]Jclear93[.Jcom
whatsapp[.Jcomunidade9010[.Jcom].
Jor

whatsapp[.Jconnectty|.Jco
whatsapp[.Jdotcreative[.Jcom[.]br
whatsapp][.]gets5[.Jcom
whatsappl[.]Jracks].]Jpk
whatsappl.Jrvtechl.]in
whatsappl.]sis[.]net[.]br
whatsapp[.Jtechespumal.Jcom][.]br
whatsapp[.]Jwebsms[.]Jwebsite
whatsapp[.]Jmanaiasports[.Jcom][.]br

Sample Malicious Subdomains Containing the Brand Names

mail[.Jmypccleaner[.]ghigh[.Jcom
wvwl[.]Jccleaners-free-now[.]tatiestudi
o[.Jcom
www[.]Jwvw[.]Jccleaners-free-now|.]ta
tiestudio[.Jcom
steam|[.]Jtiagogomes].]pt
steam[.Joldoutnewin[.Jcom
steam[.]lwkwzyl[.]top

steam[.]Ili5[.]cn
steam[.]Jdebahgratinetchwayal.Jcom
steam[.]Jo1gohysa[.]Jtop
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steam[.Juk[.]nf
msteams|.]Jkurumsal-giris[.Jcom
msteams|.]ofice365[.]si
wwwl[.]steam[.Juk[.]nf
www[.]Jsteam[.]tiagogomes].]pt
mail[.Jsteam[.Juk[.]nf
steam-free[.Jru[.Jcom
steamgirls[.Jcodeticsal.Jcom
steamaccgen|.Jigamescrew|.]club
steam-nltro[.]ru[.Jcom
steam-nitro[.]ru[.Jcom
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cpanel[.]Jsteam[.Juk[.]nf
roboticasteam[.Jcodeticsal.Jcom
steamcommuntyl[.]in[.]net
dev-msteam031[.]Jpantheonsite][.]io
webdisk[.]steam[.]Juk[.]nf
webmail[.]steam[.]Juk[.]nf
discord-steam[.Jru[.Jcom
www[.]Jweiisteam[.]info06i[.]Jme
steamcommuntiy[.]Jin[.]Jnet
steamcommuntiy[.]repl[.]Jco
steam[.]Jmarcatos|.]Jddns[.]net
www[.]Jsteamgirls[.Jcodeticsal.]Jcom
onlinehelpsteam[.]hoptol[.]Jorg
www[.]Jsteam-nitro[.]ru[.Jcom
steamcommunityil.]Jin[.]net
steamcommunitiy[.]in[.]net
steamcommuniity[.]in[.]net
www|.]steamaccgen[.]igamescrew|.]
club

steamcommunuitly[.Jru[.Jcom
cpcontacts|.]Jsteam[.Juk[.]nf
www[.Jroboticasteam[.Jcodeticsal.]c
om

cpcalendars].]Jsteam[.Juk[.]nf
ww8][.]steamcomunitty[.]Jru[.Jcom
add-package-steamcraf].]Jcxv-id[.]Jm
y[.]id
suprtsteamverchase-web6][.]serveus
er[.Jcom
wellsteamaccouninfo00321[.]Jduckdn
s[.Jorg
www[.]Jsuprtsteamverchase-web6[.]s
erveuser[.Jcom
paypal[.Jcom-activitysysteams[.]kont
olbau[.Jcom
hostmaster|.]paypal[.]Jcom-activitysy
steams].]Jkontolbau[.Jcom
whatsapp[.Jonlinejeans[.Jcom[.]br
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whatsapp][.]Jole175[.Jcom
whatsapp[.]Jmtshostingers[.Jmy[.]id
whatsappl.]freedattal.]today
whatsapp].]aleaves[.Jcom
whatsapp[.Jnextpelis[.Jcom
whatsappl.]institutointeramericanol.]
edul.]pe
whatsappl[.]short-2022[.]xyz
whatsapp[.]Jgot-data[.]cloud
whatsapp[.]bokepindo?2][.]cf
whatsapp[.Jdomainsyahgg[.Jmy][.]id
whatsapp[.Jterbaruhx[.Jtk
whatsappl.Jterbaruu[.]net
whatsapp[.]sal.Jcom
whatsappl.]liverussiangirls[.Jcom
whatsappl.]freedatta[.]Jworld
whatsappl.]Jclook[.]Jco[.]ke
whatsapp|.]freegc-fact|.]Jgq
whatsappl.]lifelinekarts[.Jcom
whatsappl.Jjktmvale[.Jcom[.]br
whatsapp[.]polatdev[.Jcom
whatsapp[.]Jwangxag][.]cf
whatsapp][.]Jtrendzoon[.Jcom
whatsapp[.Jaskgroupceol[.Jcom
whatsappz[.]github[.]io
whatsapp?2[.]zxy67[.]xyz
whatsapp1[.]Jsprinthub[.Japp
whatsappsx[.]Jblogspot[.]cl
whatsappgbl[.Japartments22[.]Jgq
whatsappsx[.]Jblogspot[.]al
whatsapp18[.]bbx[.]Jmyl[.]id
groupepornowhatsappsexi[.]blogsp
ot[.Jcom[.]ar
cpcontacts[.Jwhatsapp-api[.Jmy03][.]
com

zoom[.]thinklouder[.Jcom
zoombiz[.]Jyaaho[.]Jmy][.]id
zoomprol.]Jyaaho[.Jmy[.]id
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www|.]zoom[.]Jcoaquire[.Jcom
marinezoom|.]sa[.Jcom
www/[.]zoombiz[.]yaaho[.Jmy][.]id
www[.]zoompro[.Jyaaho[.Jmy].]id
zoomiionhdc[.Jmikicinterior[.Jcom
zoom-meeting[.Jcoaquire[.Jcom
hostmaster[.]zoom[.]leadingcontroll.]
com
www/[.]zoomiionhdc[.Jmikicinterior[.]
com
www|[.]zoom-meeting[.Jcoaquire[.Jco
m
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grantthornton-zoom[.]Jcloudspace36
5[.Jcom
hostmaster[.]Jzoommurahl[.]Jcahayagi
gatronik][.]biz
ci-blessed-zoom-asia[.]trycloudflare[
.Jcom
hostmaster[.Jwww/[.]zoommurah[.Jca
hayagigatronik[.]biz
microsoft-edgel.]jaleco[.Jcom
microsoft[.]critical[.Jedge[.Jupdate[.]a
dafell.]inf
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