00. Exposing the Internet-Connected Infrastructure of the Blood and Honor Online Hate

Group - An OSINT Analysis
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In this OSINT analysis we’ve decided to profile and map the Internet connected infrastructure of
the infamous Blood and Honor Online Hate Group using a variety of publicly accessible OSINT
artifacts for the purpose of empowering U.S and international Law Enforcement on its way to
track down monitor and prosecute the individuals behind the infamous online hate group.

Sample personal email address accounts known to belong to Blood and Honor
International members obtained using OSINT and made available to assist exclusively
U.S Law Enforcement on its way to track down monitor and prosecute the individuals
behind these online and real-life hate campaigns:

bloodandhonouraustralis@hotmail[.Jcom
bloodhonournsw@hotmail[.Jcom
bloodhonoursa@hotmail[.Jcom
bloodhonourgld@hotmail[.Jcom
bloodhonourvic@hotmail[.Jcom
bloodhonourwa@hotmail[.Jcom
bhvlaanderen@hotmail[.Jcom
bh_wallonie@hotmail[.Jcom
bloodandhonour_bulgaria@abv[.]bg
bandhcanada@yahool.]Jco[.]Juk
bhhexagone@hotmail[.]fr
bh_hellas@yahool.]gr

support_28 zh@hotmail[.Jcom
nederland@bloodhonournederland[.Jcom



bloodandhonourhungary28@gmail[.Jcom
isdm2010@gmail[.Jcom

vis@liberol.]it

bhportugal28@yahoo[.Jcom
brotherhood28serbia@hotmail[.Jcom
28slov@gmail[.Jcom
bhe_bloodhonour@yahoo[.]Jes
28sweden@hotmail[.]se
ehukraine@bhukraine[.]Jorg
RAGENI[.]JFURY@VIRGIN[.JNET
axis@bloodandhonourworldwide[.]Jco[.Juk
southlands28@hotmail[.Jcom
westcountrybloodandhonour@yahool.]Jco[.Juk
wycombe828@yahoo[.Jcom
bandhcentral@bloodandhonourcentral[.]Jco[.]Juk
westmidsbandh@yahoo[.]co[.]Juk
bnsm@bnsm][.]co[.]uk
general@bloodandhonourworldwide[.]co[.]uk
webmaster@bloodandhonourworldwide[.]Jco[.Juk
s[.Jlondon-bh@hotmail[.]Jco[.Juk
bloodandhonour|.]yorkshire@hotmail[.]Jco[.Juk
northeast1488@hotmail[.Jco[.]Juk
highlanderdivision28@hotmail[.]Jco[.Juk
highlander[.Jeastcoast@hotmail[.]Jcom
bhamericandivision@yahoo[.Jcom
bhwales@googlemail[.Jcom
ulsterbg@hotmail[.]Jco[.Juk



Sample screenshot and logo of the Blood and Honor Online Hate Group:
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Sample screenshot and poster of the Blood and Honor Online Hate Group:
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Sample screenshot and logo of the Blood and Honor Online Hate Group:
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Sample screenshot and logo of the Blood and Honor Online Hate Group:




Sample screenshot and logo of the Blood and Honor Online Hate Group:
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We’ll continue monitoring the campaign including related Internet-connected properties of the
infamous Blood and Honor Online Hate Group and will post updates as soon as new
developments take place.



