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Executive Report
AliExpress is among the most visited business-to-customer (B2C) e-commerce sites globally,
with millions of visitors daily. Therefore, a recent cybersquatting campaign targeting the
platform could lure many victims into buying counterfeit products, divulging their login
credentials, downloading malware, and many other actions that could jeopardize their data and
devices.

WhoisXML API researchers decided to see how such a cybersquatting campaign extends to
the e-commerce industry by uncovering domains targeting some of the most visited
e-commerce websites. Our findings include:

● 13,700+ domains and subdomains added since 1 May 2022 and possibly imitating
AliExpress, Amazon, Avito, eBay, Etsy, Rakuten, and Walmart

● 7,600+ properties actively resolving to 4,200+ IP addresses
● 7% of the cybersquatting properties were flagged as malicious

Top E-Commerce Platforms Targeted

This study focused on Similar Web’s top 10 e-commerce and shopping websites with the most
traffic. These are shown below, comprising seven major companies.
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Using the company names as search strings on Domains & Subdomains Discovery, we found
13,737 cybersquatting properties, with close to a 1:1 ratio between the domains and
subdomains. Only 13 of the domains could be publicly attributed to the e-commerce
companies as they shared the same registrant email address as the legitimate domains.

Active Resolutions

About 56% of the resources actively resolved to 4,228 unique IP addresses. In particular, Bulk
IP Lookup revealed more than 12,000 resolutions, more than half of which were geolocated in
the U.S., the U.K., and Canada, while the rest are distributed across more than 65 other
countries. The chart below shows the geolocations of the cybersquatting properties.
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Malicious Cybersquatting Properties

Note that the cybersquatting properties were added between 1 May and 1 June 2022 and can
be considered newly registered domains (NRDs). Have they been used in malicious
campaigns? What content do they host, if any?

Alarmingly, 960 resources have been flagged as malicious by various malware engines. There
were more dangerous subdomains than domains, with some subdomains reaching fifth-level
domains.

Even more disturbing is that some of the malicious domains still hosted live content despite
having already been reported. Some content looked very similar to that on the home pages of
the imitated websites. An example is amazoninvest[.]fun whose screenshot appears below.
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Screenshot of amazoninvest[.]fun

Other domains hosted login pages, which were more likely to lure victims into typing in their
usernames and passwords. Some examples are shown below.

Screenshot of amazonmex[.]com Screenshot of rakuten66.top
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Screenshot of ebay-h5[.]com Screenshot of ebay-h9[.]com

Some content was equally suspicious, such as that seen on a supposed PayPal login page
hosted on an eBay cybersquatting domain, bettina-ebay[.]de.

Screenshot of bettina-ebay[.]de
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Uncovering More Properties
About a dozen malicious domains were eBay domains that contained the text string
“kleinanzeigen,” the German word for classified ads. Using this string, we discovered more
suspicious NRDs and new subdomains, most notably those beginning with “ebay.”

Below are some domains containing “kleinanzeigen” added since 1 May 2022.

These subdomains contained the exact text string and were added during the same period.
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Threat actors know that by targeting e-commerce sites in cybersquatting campaigns, they also
target hundreds of millions of users. They could be in for a very lucrative payout with just a few
domains and subdomains.

Monitoring the Domain Name System (DNS) for signs of cybersquatting can help protect users
and businesses alike. Deepening the analysis with geolocation, web content, and other
contextual information can help uncover more suspicious footprints.

If you wish to perform a similar investigation or get access to the full data behind this
research, please don’t hesitate to contact us.

Appendix: Sample Domains

Sample Cybersquatting Domains Added Since 1 May 2022

● 1avito[.]xyz
● 2015hasbrofrozen1elsadollamazon[.]

com
● aaliexxpress[.]com
● aaliexxpress[.]com

● aebay[.]us
● aebay[.]us
● akankatrulangkmblimsakayadluama

zon[.]com
● aliezxpress[.]it
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● alignerprintexpress[.]com[.]br
● alignerprintexpress[.]com[.]br
● aliiexxpress[.]com
● aliiexxpress[.]com
● amazon-inc-worksfromhome-jobscir

cular-legal[.]ml
● amazonprimealterprefreview-eonline

services[.]com
● amazonprimeonlineauth1-selfpmntr

eviewsservices[.]com
● amazonprimeonlinereviewpmntsessi

on[.]com
● amazonprimeonlineselfautorevision[.

]com
● amazonprimeonlineselfpmntrevision[

.]com
● amazonprimeonlinrevisepmntservice

s[.]com
● amazonprimepmntauth-onlineselfrev

iewsession[.]com
● amazonprimeselfauthonline-pmntrev

iewsservices[.]com
● autoescolavitoriacar[.]com[.]br
● avito-ru[.]gq
● bilahruskisahcntainikuakhirikankuakt

iamazon[.]com
● calibudxpress[.]com
● calibudxpress[.]com
● calixaxpress[.]com
● canavito[.]de
● center-supportaccountamazonservi

ce[.]com
● clinicaanavitoria[.]com[.]br
● clinicamedicapraiavitoria[.]pt
● clinicaodontologicavitoria[.]com[.]br
● correctexpressaligners[.]com
● correctexpressaligners[.]com
● cpogacelalubhgiaslamandluktamazo

n[.]com

● dkocvandsrempetdlmanbkanslahksr
iamazon[.]com

● doesryankavanaughlookliketheamaz
onreviewkiller[.]com

● duarodayangberputartanpahentigegi
tuamazon[.]com

● ebay7[.]net
● ebay7[.]net
● ebay7[.]vip
● ebay7[.]vip
● ebay8[.]vip
● ebay9[.]vip
● ebayhk[.]co
● ebayhk[.]co
● ebay-kleinanzeigen-expressdelivery[

.]online
● ebayservice-loadbalancer-27343352

2[.]com[.]de
● elialixpress[.]com
● elialixpress[.]com
● fsltaxandaccountingamazonaccount

ingguide[.]com
● gavito[.]us
● gfebay[.]com
● gilimanukmantulbuatkanlahresamaz

on[.]com
● gorakuten[.]buzz
● gravito[.]io
● hasilpengecrotanmanusiahinaamazo

n[.]com
● imobiliariavitoriabraganca[.]com
● jornalfolhavitoria[.]tv[.]br
● keebay[.]us
● kmbalipadamasakumenemukandiri

muamazon[.]com
● ksibulyangbnyadisiyabiarcpatamazo

n[.]com
● ktakbrgerakkwuresubgmikcusetama

zon[.]com
● lavitol[.]pl
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● le-palmyre-soleil-de-lamazonie[.]co
m[.]es

● madeireiravitoriapb[.]com[.]br
● managedaccountactivityamazoncen

ter[.]com
● mavito[.]pl
● mebaya[.]de
● myrakuten[.]buzz
● noproblemacontactsupportinfoamaz

on[.]com
● rakuten[.]org[.]za
● rakuten5g[.]com
● rakuten66[.]net
● rakuten66[.]top
● rakutenaen[.]co
● rakutenas[.]shop
● rakutenhk[.]club
● rakutenhk[.]info
● rakutenhk[.]top
● rakutennerakuten[.]com
● rakutennerakuten[.]shop
● rakuteno[.]shop
● rakutenok[.]top

● rakutensg[.]cn
● rakutentu[.]com
● rakutenun[.]com
● reveravitofficial[.]com[.]br
● sebaiknayyahomailinboxverifyamazo

n[.]com
● services-accountsupportamazonhel

p[.]com
● tetapjdkitabrliburnrbtasamenamazo

n[.]com
● titipaslanverifyaccountinboxamazon[

.]com
● transportadoradavitoria[.]com
● troubleservicecontactsupportamazo

n[.]com
● vebay3[.]com
● vebay4[.]com
● victorcarrenogaravito[.]dev
● webayt[.]ru
● websitetolookupwhatsoldthismontht

hemostonamazon[.]com
● xn--reabilitaodependentesqumicos-

amazonmedicines-twd7pwl[.]com

Sample Cybersquatting Subdomains Added Since 1 May 2022

● 01-img-avito-st[.]translate[.]goog
● 0-amazon[.]duckdns[.]org
● 0b86b2f49f809d50[.]amazon-1[.]nd7

2-vdeu[.]dev[.]cldr[.]work
● 0etsykp6bvv4sld[.]d8anlrjd72mimwc

[.]new[.]vojvodinanet[.]com
● 0etsykp6bvv4sld[.]d8anlrjd72mimwc

[.]www[.]new[.]vojvodinanet[.]com
● 0fod-avito[.]go2winner[.]com
● 1[.]amazonaws[.]comadmin[.]intim27

[.]biz
● 11pm-streetsymphony[.]netlify[.]app

● 1652837998375420414-11wgmetsy
ck4h[.]dns-01[.]production[.]haplorrh
ini[.]com

● 1ebay-de[.]googlecode[.]com
● 1f2355d8a52fc979[.]amazon-9[.]nd7

2-vdeu[.]dev[.]cldr[.]work
● 1tliwlndopx0cgmv[.]amazon[.]www[.]

nft[.]kred
● 1-ws--fe-assoc--amazon-com[.]tran

slate[.]goog
● 2[.]amazon[.]centraldesk[.]com
● 2[.]amazonawsblog[.]elorashop[.]ord

eronline[.]id
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● 20211108t103127-dot-rakuten-spor
ts-production-sec[.]appspot[.]com

● 2022-ss-amazon-sale-promo[.]skate
snatch[.]com

● 2jf9fyq7yzrgyd2[.]www[.]www[.]ama
zon[.]wiki[.]pancakeswape[.]finance

● 2kczefghwc2r0mo[.]ekdfersed8ymi
mg[.]amazonas[.]pages[.]pro[.]br

● 2n5wuhljen3rmetsykn7kzjj3u[.]us-w
est-2[.]es[.]amazonaws[.]com

● 2week-dietsystem[.]blogspot[.]com
● 31294[.]hicloud[.]apm[.]navair[.]regio

n[.]amazonnordisk[.]walmart[.]mx
● 31294[.]hicloud[.]apm[.]navairdocum

entation[.]amazonnordisk[.]walmart[.
]mx

● 31294[.]hicloud[.]apmsamuel-iaj11l[.]
navair[.]amazonnordisk[.]walmart[.]m
x

● 31294[.]hicloud[.]bucketapm[.]navair
[.]amazonnordisk[.]walmart[.]mx

● 31294[.]hicloudappprd[.]apm[.]navair
[.]amazonnordisk[.]walmart[.]mx

● 31294[.]hicloudastrasi2assets[.]apm[
.]navair[.]amazonnordisk[.]walmart[.]
mx

● 31294-hicloud-asana-nordiskamazo
n[.]drcps-healthcare[.]walmart[.]mx

● 3k2manw7jmftcvg[.]www[.]blog[.]blo
g[.]api[.]amazon[.]com[.]nwr[.]com[.]n
a

● 3u572wzfvsywsfhw5xebayb4gy[.]us-
west-2[.]es[.]amazonaws[.]com

● 420amazonjapan[.]jamesvath[.]com
● 5177b32cb388aeb3[.]amazon-9[.]nd

72-vdeu[.]dev[.]cldr[.]work
● 5762e678e382be98[.]amazon-b[.]nd

72-vdeu[.]dev[.]cldr[.]work
● 5822eastrosebay[.]biz[.]at

● 60k10ljco1mzkjb[.]amazon[.]wiki[.]pa
ncakeswape[.]finance

● 60k10ljco1mzkjb[.]www[.]www[.]am
azon[.]www[.]wiki[.]pancakeswape[.]
finance

● 6o2q35to4dy4woshmebayi6nh4[.]eu
-west-1[.]es[.]amazonaws[.]com

● 74cgfw5v4bkojt67ebayoqoz7e[.]us-
east-2[.]es[.]amazonaws[.]com

● 76wmo6j66prhn32xebayge3c4i[.]us-
west-2[.]es[.]amazonaws[.]com

● 77-img-avito-st[.]translate[.]goog
● 8urstnxs3gh55bq[.]www[.]amazon[.]

wiki[.]pancakeswape[.]finance
● 900biscaynebay[.]onrapp[.]us
● 94uat4aq0dlwdai[.]www[.]www[.]am

azon[.]gnula[.]nu
● 9jevo7etprp69et[.]amazon[.]wiki[.]pa

ncakeswape[.]finance
● 9jevo7etprp69et[.]www[.]www[.]ama

zon[.]wiki[.]pancakeswape[.]finance
● 9q05m9w9yt8jwlc[.]ekdfersed8ymim

g[.]amazonas[.]pages[.]pro[.]br
● a[.]abfq28u9djmbwzo[.]www[.]ebay[.

]klrinanzeigen[.]de
● a[.]bebay[.]kleinanziege[.]de
● a[.]ebay[.]e-kleinanzeigen[.]de
● a[.]ebay[.]kelinanzeigen[.]de
● a[.]ebay[.]kleinanzeigwn[.]de
● a[.]ebay[.]kleinanzeogen[.]de
● a[.]www[.]ebay[.]kleianzeigen[.]de
● a[.]www[.]ebay[.]kleinanzeiegn[.]de
● a[.]www[.]ebay[.]kleknanzeigen[.]de
● a[.]www[.]www[.]ebay[.]kleianzeigen[

.]de
● a[.]www[.]www[.]ebay-amazon[.]dele

inanzeigen[.]de
● a[.]www[.]www[.]ebay-kgoogle[.]dele

inanzeigen[.]de
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● a[.]www[.]www[.]www[.]ebay[.]klena
nzeige[.]de

● aamazon[.]repl[.]co
● aamazon[.]zohostatic[.]online
● aamazonco[.]dqi0wl5gt[.]cn
● aax-dtb-cf[.]amazon-adsystem[.]am

azon[.]com
● aax-dtb-legacy[.]amazon-adsystem[.

]amazon[.]com
● aax-dtb-mobile-cf[.]amazon-adsyste

m[.]amazon[.]com
● aax-dtb-mobile-poc[.]amazon-adsys

tem[.]amazon[.]com
● aax--fe-amazon--adsystem-com[.]tr

anslate[.]goog
● abdjhusz[.]mrlfhjow[.]vysutckd[.]ww

w[.]skmlctrd[.]www[.]frzclyut[.]gltvyoi
u[.]fsmgudzp[.]ifxnsmvd[.]halkbank-s
ubesii[.]comdeals-ebay[.]comtuwww
[.]flexlighmonslelreelw[.]biz[.]fi

● acbhjqfd[.]yjwstifb[.]iwhbvdyr[.]xcup
yfqa[.]pgiqorle[.]njldwtgu[.]nikjswyu[.
]halkbank-subesii[.]comdeals-ebay[.]
comtuwww[.]flexlighmonslelreelw[.]b
iz[.]fi

● acbkprnz[.]hapbdrsm[.]icrsxdaw[.]w
ww[.]skmlctrd[.]www[.]frzclyut[.]gltvy
oiu[.]fsmgudzp[.]ifxnsmvd[.]halkbank
-subesii[.]comdeals-ebay[.]comtuw
ww[.]flexlighmonslelree1w[.]biz[.]fi

● acbkprnz[.]hapbdrsm[.]icrsxdaw[.]w
ww[.]skmlctrd[.]www[.]frzclyut[.]gltvy
oiu[.]fsmgudzp[.]ifxnsmvd[.]halkbank
-subesii[.]comdeals-ebay[.]comtuw
ww[.]flexlighmonslelreelw[.]biz[.]fi

● accountcentersupportamazoncs[.]d
uckdns[.]org

● accounts[.]accounts-ebay[.]de-1[.]sb
s

● accounts[.]ebay[.]de-1[.]sbs

● accounts[.]log[.]ebay[.]de-1[.]sbs
● accounts[.]login[.]ebay[.]de-1[.]sbs
● accounts[.]login-ebay[.]de-1[.]sbs
● accountsettings[.]accounts-ebay[.]d

e-1[.]sbs
● accountsettings[.]ebay[.]de-1[.]sbs
● accountsettings[.]log[.]ebay[.]de-1[.]

sbs
● accountsettings[.]login[.]ebay[.]de-1[

.]sbs
● accountsettings[.]login-ebay[.]de-1[.]

sbs
● account-status[.]amazon[.]com[.]be
● acgjyleq[.]nikjswyu[.]halkbank-subes

ii[.]comdeals-ebay[.]comtuwww[.]fle
xlighmonslelree1w[.]biz[.]fi

● acgjyleq[.]nikjswyu[.]halkbank-subes
ii[.]comdeals-ebay[.]comtuwww[.]fle
xlighmonslelreelw[.]biz[.]fi

● aciparcelexternalapiebay[.]azureweb
sites[.]net

● acwzjibq[.]www[.]mlrpzvqo[.]njetmrd
k[.]uxnqmzoi[.]ekvwijdz[.]zsinwypu[.]
njldwtgu[.]nikjswyu[.]halkbank-subes
ii[.]comdeals-ebay[.]comtuwww[.]fle
xlighmonslelreelw[.]biz[.]fi

● adcskoqp[.]icrsxdaw[.]www[.]skmlct
rd[.]www[.]frzclyut[.]gltvyoiu[.]fsmgu
dzp[.]ifxnsmvd[.]halkbank-subesii[.]c
omdeals-ebay[.]comtuwww[.]flexligh
monslelree1w[.]biz[.]fi

● adebayo[.]ngrok[.]io
● adebayoakinfenwa1653989248[.]zen

desk[.]com
● adebayoblockindustry[.]zendesk[.]co

m
● adebayoore[.]repl[.]co
● adebayorr[.]repl[.]co
● adebayowindokun[.]exprealty[.]com
● adebayo-yomiphilip[.]workers[.]dev
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● adebayu1[.]repl[.]co
● adityamazon[.]fashion[.]blog
● admin[.]ebay[.]hndvr[.]com
● admin[.]rbsandbox-amazon-aws-cli-

2-x[.]internal[.]sandbox[.]ospreyfs[.]n
et

● adminavitobalance[.]crosslife[.]me

Sample IP Addresses to Which the Cybersquatting Domains Resolved

● 2606:4700:3032::6815:1c26
● 2606:4700:3035::ac43:900f
● 104[.]21[.]28[.]38
● 172[.]67[.]144[.]15
● 44[.]227[.]76[.]166
● 44[.]227[.]65[.]245
● 162[.]55[.]234[.]174
● 104[.]17[.]232[.]29
● 172[.]65[.]227[.]72
● 169[.]50[.]173[.]20
● 87[.]236[.]16[.]214
● 2404:2f40:1a0a:1a05::52a
● 103[.]48[.]119[.]208
● 208[.]91[.]197[.]27
● 169[.]60[.]78[.]87
● 2a02:4780:b:847:0:30fc:2c25:1
● 82[.]180[.]174[.]15
● 154[.]83[.]25[.]218
● 34[.]213[.]124[.]12
● 47[.]251[.]13[.]206
● 47[.]251[.]32[.]29
● 213[.]136[.]68[.]207
● 2001:8d8:100f:f000::2ed
● 217[.]160[.]0[.]63
● 2a02:4780:13:893:0:26fe:242:1
● 45[.]152[.]44[.]130
● 45[.]130[.]41[.]2
● 2606:4700:3033::6815:167
● 2606:4700:3032::ac43:8107
● 172[.]67[.]129[.]7
● 104[.]21[.]1[.]103

● 162[.]241[.]253[.]84
● 2606:4700:3032::6815:45b3
● 2606:4700:3035::ac43:d303
● 104[.]21[.]69[.]179
● 172[.]67[.]211[.]3
● 2606:4700:3032::6815:4354
● 2606:4700:3031::ac43:daab
● 104[.]21[.]67[.]84
● 172[.]67[.]218[.]171
● 2606:4700:3037::6815:c73
● 2606:4700:3031::ac43:9846
● 172[.]67[.]152[.]70
● 104[.]21[.]12[.]115
● 2606:4700:3037::ac43:ba1a
● 2606:4700:3031::6815:4c1b
● 172[.]67[.]186[.]26
● 104[.]21[.]76[.]27
● 2606:4700:3033::ac43:971d
● 2606:4700:3033::6815:97
● 104[.]21[.]0[.]151
● 172[.]67[.]151[.]29
● 2606:4700:3032::ac43:9093
● 2606:4700:3032::6815:276e
● 104[.]21[.]39[.]110
● 172[.]67[.]144[.]147
● 104[.]156[.]62[.]240
● 2606:4700:3037::ac43:bcd5
● 2606:4700:3036::6815:8f1
● 104[.]21[.]8[.]241
● 172[.]67[.]188[.]213
● 2606:4700:3036::ac43:a20a
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● 2606:4700:3031::6815:2a80
● 172[.]67[.]162[.]10
● 104[.]21[.]42[.]128
● 2606:4700:3037::6815:5b1d
● 2606:4700:3033::ac43:a55b
● 172[.]67[.]165[.]91
● 104[.]21[.]91[.]29
● 2606:4700:3034::6815:308f
● 2606:4700:3031::ac43:bab3
● 172[.]67[.]186[.]179
● 104[.]21[.]48[.]143
● 82[.]223[.]67[.]180
● 45[.]194[.]27[.]26
● 95[.]211[.]108[.]1
● 2606:4700:3035::6815:2f67
● 2606:4700:3035::ac43:9282
● 104[.]21[.]47[.]103
● 172[.]67[.]146[.]130
● 2001:4860:4802:34::15

● 2001:4860:4802:32::15
● 2001:4860:4802:38::15
● 2001:4860:4802:36::15
● 216[.]239[.]32[.]21
● 216[.]239[.]38[.]21
● 216[.]239[.]34[.]21
● 216[.]239[.]36[.]21
● 34[.]102[.]136[.]180
● 92[.]204[.]133[.]230
● 2606:4700:3032::6815:1c88
● 2606:4700:3030::ac43:aad6
● 172[.]67[.]170[.]214
● 104[.]21[.]28[.]136
● 162[.]241[.]203[.]185
● 199[.]34[.]228[.]50
● 46[.]8[.]8[.]100
● 72[.]167[.]191[.]69
● 23[.]227[.]38[.]72
● 63[.]250[.]38[.]85

Sample Malicious Properties Flagged during the Malware Check
Dated 2 June 2022

● alerts-securitycentersamazoncs[.]co
m

● csverificationidentyamazonhelps[.]c
om

● cservices-center-amazonhelpxs[.]co
m

● services-accountsupportamazonhel
p[.]com

● managedaccountactivityamazoncen
ter[.]com

● amazonprimeonlinecredentialsselfre
vision[.]com

● amazonprimealterprefreview-eonline
services[.]com

● amazonprimepmntauth-onlineselfrev
iewsession[.]com

● amazonprimeonlineauth1-selfpmntr
eviewsservices[.]com

● amazonprimeselfauthonline-pmntrev
iewsservices[.]com

● ebay-h9[.]com
● ebay-h8[.]com
● ebay-h1[.]com
● ebay-h5[.]com
● bettina-ebay[.]de
● daniela-ebay[.]de
● ebay-kleinananze[.]xyz
● bimcelllebayramibb[.]com
● pttavmgshyuklebayram[.]cf
● transportieren-ebay[.]site
● ebay-kleinanzeigen-pay[.]info
● bimcelllebayramhediyeleri[.]tk
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● ebaykleinanzeigen-express[.]online
● ebay-kleinzeigen-delivery[.]online
● ebaykleinanzeigen-delivery[.]online
● ebay-kleinanzeigendelivery[.]online
● ebay-kleinanzeigen-cardpayment[.]d

e
● ebay-kleinanzeigen-express[.]online
● ebay-kleinanzeigen-delivery[.]online
● ebaykleinanzeigen-express-del[.]onli

ne
● rakutennerakuten[.]com
● rakutennerakuten[.]shop
● rakuten66[.]top
● rakutentu[.]com
● rakuteno[.]shop
● rakutenas[.]shop
● rakutenok[.]club
● rakutennoe[.]com
● sg-rakuten[.]com
● rakutenuni[.]com
● rakuten-co[.]shop
● rakutenuni[.]shop
● rakuten-cart[.]com
● rakutennpay[.]shop
● rakutenbankg[.]com
● rakuten-cqrd[.]com
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