00. Exposing a Currently Active Domain Portfolio Belonging to Currently Active
High-Profile Cybercriminals Internationally - An OSINT Analysis
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We've decided to use Maltego in combination with WhoisXML API’s integration for the purpose
of providing actionable and real-time intelligence on a currently active domain portfolio known to
have been operated by known high-profile cybercriminals where we used our own high-profile
cybercriminal data set for the purpose of empowering fellow researchers and vendors including
organizations with the necessary actionable intelligence to help them stay on the top of their
game including to assist vendors and organizations on their way to do a proper cyber attack
attribution in terms of tracking down and responding to these campaigns including to assist U.S
Law Enforcement and the U.S Intelligence Community on its way to track down and prosecute
the cybercriminals behind these campaigns.

In this article we’ll discuss in-depth and offer practical and actionable threat intelligence on a
currently active domain portfolio belonging to high-profile cybercriminals which we obtained



using Maltego in combination with WhoisXML API’s integration including to use our own data set
of known email addresses known to belong to high-profile cybercriminals internationally.
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Sample list of known cybercriminal personal email address accounts obtained using
Technical Collection from various underground market propositions on publicly
accessible cybercrime-friendly forum communities include:

meganim1995@gmail.com
CwZpacK@hotmail.com.tr
petrosyan.nikita2017@yandex.ru
zukko_shop@mail.ru
devilteam@devilteam.su
onyxia2015@yandex.ru
ballantinesboyz@protonmail.com
djhio54852@sina.com
ttb999999999@gmail.com
STF.ST@anonymize.com
theboutik@free.fr
temo.rocky@gmail.com
farfsha3arbia@gmail.com
avprodem@mail.ru
habadomains@gmail.com
hacker.iranian73@yahoo.com
csucclub@ya.ru
943553366@qqg.com
bit-team@mail.ru
68857640@qqg.com
savinevgeniyahdl@mail.ru



jurgen@opus.ws
isahackers@gmail.com
nvtrung12@gmail.com
1domains12345@gmail.com
janeverno@gmail.com
garage4hackers@gmail.com
admin@prologic.su
crdpro@rambler.ru
linziyu2020@gmail.com
ilia@krukover.ru
ggutilities@gmail.com
zaxarovserg@online.ua
rscp888@gmail.com
chaohengli011@outlook.com
gaelspb@gmail.com
svobodu@mail.ru
aishanshan8889@gmail.com
egorea1999@gmail.com
obstructhygi@gmail.com
n0_sec@yahoo.it
koroshehtaheri@gmail.com
janekvind@yahoo.com
bluehacker37@gmail.com
roller75s@bk.ru
mindyderouen31@gmail.com
damonhan960606@gmail.com
milen.radumilo@gmail.com
mrjohnnychin@yahoo.co.uk
bluetextmama@gmail.com
ventorhack@gmail.com
gott_mit_uns@yahoo.com
tcctteam@yahoo.com
rozblog.com@gmail.com
puspenduseo@gmail.com
tps@live.fr
parkdns@gmail.com
vimi.su@yandex.ru
kurdcoo@gmail.com
mgg.back@gmail.com
ramprasad189@gmail.com
ryan.sutrisno@gmail.com
sgebd.com@gmail.com
phaniraj1089@gmail.com
themaggoo007@gmail.com



ordervps123@gmail.com
offshorewarezhosting@gmail.com
mahmutwarrior@gmail.com
quequero@gmail.com
rubyverified@gmail.com
dariush.nasirpour@gmail.com
aras.kurd@gmail.com
krolle.noob@gmail.com
ottobot001@gmail.com
blackhatO@gmail.com
fog.welly@gmail.com
courtlandallen@gmail.com
dahom424@gmail.com
satriafhattwa42@gmail.com
megastardark@gmail.com
divanesoz@gmail.com
gzhaaproduction@gmail.com
emperor.security.tm@gmail.com
shokufeh.a.96@gmail.com
persia.blackhat@gmail.com
ms1608u@gmail.com
kristina.azarova1989@gmail.com
the.yellow.fall@gmail.com
iedb.team@gmail.com
Mr.Dovi@gmail.com
hispacrewjd@gmail.com
matiu321@gmail.com
bhtfounder@gmail.com
BestDN@gmail.com
rwina8@gmail.com
sec4all.org@gmail.com
suslikovnet@gmail.com
3000fil@gmail.com
gamernationletsgame@gmail.com
navaneet31@gmail.com
Razor.dz333@gmail.com
root.smasher@gmail.com
vuthanhlai@gmail.com
hotroteenviet4@gmail.com
abasi.hasan2afm@gmail.com
yarik.revosik@gmail.com
turkcrews@gmail.com
bvihostmaster@gmail.com
vanillaholdings@gmail.com



almutem.alsyrie1@gmail.com
belozorenko4@gmail.com
illegdlizm@gmail.com
mohdzaharudin@gmail.com
asmargeek@gmail.com
yahellz1989@gmail.com
surabayablackhat@gmail.com
jasaiklan62@gmail.com
mhdwasiman@gmail.com
dangel2.team@gmail.com
demonforums@gmail.com
dhananjay753@gmail.com
anhlngo@gmail.com
sevketcan22@gmail.com
unhOlysOdaz@gmail.com
email1234567@gmail.com
rafael.felix.fuentes28@gmail.com
labro90@gmail.com
iamtjh2@gmail.com
trickforums@gmail.com
pcdunyasipc@gmail.com
c00l120300@gmail.com
xavicibi@gmail.com
wwwinvests@gmail.com
pcompaqgto@gmail.com
info.bpw@gmail.com
blessfx@gmail.com
maksim.zna@gmail.com
attackersecteam@gmail.com
aaezha@gmail.com
gso.gsecur@gmail.com
cextor.phl@gmail.com
hemensatiyorumm@gmail.com
batuhaner85@gmail.com
tfmapcrewaqva@gmail.com
krrrroookkite@gmail.com
alligator.cash@gmail.com
xturkler@gmail.com
osavenko@gmail.com
ht.0x00@gmail.com
evvab6789@gmail.com
petabyte64@gmail.com
intersolvednames@gmail.com
d4bos.akan@gmail.com



dihenry414@gmail.com
rOd3ntsquad@gmail.com
prohexuh@gmail.com
freebuf@gmail.com
cyberizm.org@gmail.com
murgullukesh@gmail.com
sandeepk.I337@gmail.com
derzarosche@gmail.com
godinfotecht@gmail.com
usmanokoya10@gmail.com
thorsten.holz@gmail.com
wesleyalessandro680@gmail.com
anarchieforum@gmail.com
cellphonerise@gmail.com
darkproofse@gmail.com
bdinj3ctOr@gmail.com
blackstar6781@gmail.com
lisdaniel9@gmail.com
vhanzdotid@gmail.com
vhannz.id@gmail.com
dinno.seven@gmail.com
anhluong25071998@gmail.com
fernandowinnett@gmail.com
killfrenzy05@gmail.com
karder2014pro@gmail.com
ctouma2@gmail.com
mohammedalmatary@gmail.com
springupmedia@gmail.com
legioner2kk@gmail.com
almatarimohammed@gmail.com
mig33x@gmail.com
abhdomain@gmail.com
Mhdghd2@gmail.com
omar.ashfaq109@gmail.com
mrh4885@gmail.com
minfin22@gmail.com
JoostinOnline@gmail.com
samirnet2@gmail.com
wikunamu.com@gmail.com
bagusrahmat@gmail.com
tietienk@gmail.com
backlinks79@gmail.com
legacyofericka@gmail.com
gaelspb@gmail.com,svobodu@mail.ru



souljanboy@gmail.com
mortalkombatteam@gmail.com
dallas.place123@gmail.com
cardchinaunionpay@gmail.com
ugamasabastine@gmail.com
powerproductsco@gmail.com
inmyminduaredown@gmail.com
modena101@gmail.com
eamilfeyziyev@gmail.com
realjobs604@gmail.com
gaoddaw@gmail.com
resistemup@gmail.com
bgbryanguzmanO@gmail.com
new.2017.life@gmail.com
h3art.patient@gmail.com
efnasdu@gmail.com
thesujit@gmail.com
cosarhasanzadeh73@gmail.com
ust4t4@gmail.com
ashik.ratnani@gmail.com
tmdpainting@gmail.com
joshuavidana@gmail.com
taylor.blackhat@gmail.com
thekishansharma@gmail.com
orxan204@gmail.com
alexbtp@gmail.com
uvajedofficial@gmail.com
aliaalipourr@gmail.com
bmalashevi@gmail.com
tustedo@gmail.com
ieenerji@gmail.com
itzNickM@gmail.com
turkhackteamiletisim@gmail.com
adsl74@gmail.com
webservicesagency@gmail.com
psychomarine@gmail.com
ddmr26@gmail.com
userrus24314@gmail.com
include.su@gmail.com
vart001@gmail.com
guoyear@gmail.com
leolanny470@gmail.com
sugianto.iis84@gmail.com
earl.gangoso@gmail.com



domains-ltd@gmail.com
massdomain@gmail.com
patronhost@gmail.com
datablitzme@gmail.com
piepier.pierabo@gmail.com
eon8bbs@gmail.com
sharp.secure@gmail.com
raptor.cntoz@yahoo.com
allpremiumhack@yahoo.com
emha_xp@yahoo.co.id
ahmedkita800@yahoo.com
kingdeface@yahoo.com
drog911@yahoo.com
antobahasa@yahoo.com
a2n_chomod@yahoo.com
mrmr.under026@yahoo.com
fernandogabrielbarrientos@yahoo.com
CaslowRichard1989@yahoo.com
hook.eileen@yahoo.com
domains_parking@yahoo.co.jp
stuart_holden@yahoo.co.uk
jimi_baster@yahoo.co.id
aliciarachel@yahoo.com
inla_indonesia@yahoo.co.id
costikh_co@yahoo.com
deepwebtr@yahoo.com
korovka_cc@yahoo.com
antiwhitehat@yahoo.com
shishserg@yahoo.com
domain.tech@yahoo-inc.com
demonter.1881@yahoo.com
micheal.browns@yahoo.com
ybf _cain@yahoo.com
psaxl@yahoo.com
anonhtx@yahoo.com
ngothidieuhien91@yahoo.com
webn@yahoo.com
i.am_passion@yahoo.com
st02009@yahoo.com
kmatsuda000385@yahoo.co.jp
r3v.elite@yahoo.com
alexisthonet@yahoo.fr
vdfno1.net@yahoo.com
bascaclau@yahoo.com



crackinglords@yahoo.com
m3tmoi@yahoo.com
ugword@yahoo.com
runways82@yahoo.co.jp
mrOnlin3@yahoo.com
w1tch3r@yahoo.com
tazu@hotmail.es
krislovesholly@hotmail.com
pana_infierno@hotmail.com
dmcc30@hotmail.co.uk
alvarofalconi7 @hotmail.com
rashash2012@hotmail.fr
dark4vanger@hotmail.com
davidd88@hotmail.es
dinesh___kumar@hotmail.com
tools-fud@hotmail.com
armanv3@hotmail.nl
I33thacking@hotmail.co.uk
whyamiasian@hotmail.com
slickdude _2000@hotmail.co.uk
asce-1995@hotmail.com
domainhtt@hotmail.com
Manlioelnum1@hotmail.com
fatih-gs-kan@hotmail.com
manshyz@hotmail.com
doctor-s_style@hotmail.com
fatihdursun65@hotmail.com
softkid@hotmail.com
kathizhapub@hotmail.com
refik6161@hotmail.com
cctrys@hotmail.com
anonlobby@hotmail.com
nigurrath@hotmail.com
itshotinhere@hotmail.co.za
barquin66@hotmail.com
yaassin@hotmail.fr
yuhan_185@hotmail.com
muratyalcinkaya1@hotmail.com
patysol2@hotmail.com
darkmillions@hotmail.com
pub144@hotmail.com
carders.info@mail.ru
ivan.fedorov777@mail.ru
dbinar@mail.ru



Odaysu@mail.ru
trast34@mail.ru
margelovmail@mail.ru
peterlevashov@mail.ru
ferdin75@mail.ru
nesternko43@mail.ru
nekit.lavr.99@mail.ru
dravemor@mail.ru
voronve@mail.ru
burenkov.denis1994@mail.ru
hack_evil@mail.ru
minakin741@mail.ru
yulechka.terenteva.79@mail.ru
dark-zeit@mail.ru
termitnet@mail.ru
evilwez@live.com
kien55@live.com
carders-zone@live.com
matrixneo27@live.com
msplus-soft@yandex.ru
wiktrov@yandex.ru
closeclub.pro1@yandex.ru
malianov.vova@yandex.ru
kirill56036@yandex.ru
varlikmerve@yandex.com
jast.game@yandex.ru
loveplanet1-evoteam@yandex.ru
zafer3b@yandex.com
arifemreeryilmaz@yandex.com
webnullinfo@yandex.ru
kolobov063@yandex.ru
forregrudomain@yandex.ru
selectetwow@yandex.com
fatihklc@yandex.com
97077111@qgg.com
302681581@qqg.com
544162479@qq.com
an1316688@qqg.com
2636892049@qg.com
887677@qqg.com
ename123@qqg.com
226588887@qg.com
517849904@qqg.com
739932990@qq.com



3053842686@qq.com
45668355@qg.com
1132487935@qqg.com
q@qqg.com
644556636@qqg.com
752994872@qqg.com
67672@qg.com
2147359975@qg.com
3389670253@qqg.com
343023105@qqg.com
1930537807@qg.com
cocokk@yvip.qg.com
794485196@qqg.com
65737999@qq.com
ddos@vip.qg.com
395791986@qqg.com
3463929680@qqg.com
581589@qq.com
20702176@qg.com
33703838@qqg.com
772703050@qqg.com

Related domains known to have been currently registered and in operation courtesy of
high-profile cybercriminals internationally which we obtained using our own data set of
known email addresses belonging to high-profile cybercriminals:

girwebl[.]net

cgslj[.Jen

hztop[.]Jcn
yangquanxinwen[.]Jcn
zhuomingqiche[.Jcom
wzhbn[.]Jcom
jiulanyizu[.Jcom
wxage[.Jcom
closeclub[.]pro
linuxhostingadmin[.Jcom
vimi[.Jsu
anti-intruders|[.]Jorg
securelayerseven[.Jcom
sandeepkamble[.Jcom
teijinfiber[.Jcom
hg301[.Jcom
eyew[.Jcom
topbridal[.Jcom



neopes[.Jcom
spirrit[.Jcom
uscabl[.Jcom
voonage[.Jcom
kanadavatandasligi[.]net
wordpresshaber|.]net
bedavawebl.]gen[.]tr
greencard724[.]Jnet
cosmos-nc[.Jcom
53dd[.Jcom
spaziotorte[.Jcom
finalyearprojects[.Jnet
devletmemurlari[.]Jorg
conspiracyforums[.Jus
toggsport[.Jcom
giftmetropolis[.Jcom
eeebox[.Jcom
blackopszombies|[.]net
rizu[.]net

cyxt[.]net

yugu[.]Jnet

138a[.]net

jsjr[.Jcom

cnhfjj[.Jcom
bernardfaucheux|.Jcom
mega-creator[.Jcom
nfnf[.Jnet

okhbb[.]Jcom
catalogozara[.Jcom
lebu[.]net

yahe[.]Jnet
jorgemaganol.]net
krkr[.]Jnet
abcadvocacy[.]Jnet
dapul[.]net
cntvscl.]Jcom
wrwr[.]Jnet
agendabangkok[.Jcom
xqgx[.Jnet
cialispharmashop[.Jcom
clomid4female[.Jcom
celebrexbest[.Jcom
ethermywallet[.]Jcom
buyxenical120[.Jcom



ativanmd[.Jcom
canadapharmacytrue[.Jcom
cialimed[.Jcom
crdprol[.]Jorg
vashikaranonline[.Jcom
vashikaranjyotish[.Jcom
vashikaranmantra786[.Jcom
indianvashikaran[.Jcom
getexlover[.Jcom
godinfotech[.Jcom
sdktmy888[.Jcom
cyonyoucatogbal.]Jorg
tianxiangla[.Jcom
tianlaxiang[.Jcom
wshlzl[.Jcom

difny[.Jcom

jinysz[.Jcom
dpointsofview[.Jcom
techt9[.]Jcom
interiostreet[.Jcom
livebollywoodnews|[.Jcom
vashikaranpujavidhi[.Jcom
pokystreet[.Jcom
getquickidea[.Jcom
dryskine[.]Jwebsite
bit-team[.]Jcom
werb-ung[.]su
centurycagecamps[.Jcom
airguncorner|.Jcom
homegressa[.Jcom
uibnto[.Jcom
homemawan[.Jcom
oh-vanessal.]net
klscupboard[.Jcom
apartementerbaik[.Jcom
pelicanharborcommunity[.Jcom
thinkq[.]Jcn

jichang[.]us

g-qq[.Jcom

mkOO[.]Jcn
workee[.Jcom[.]cn
6330200[.]com

313g[.]cn

140g[.]cn



002g[.Icn
buyambienplus[.Jcom
buyclomidvsinfertility[.Jcom
buyingventolininhaler[.]Jcom
buyprednisoneguide[.]Jcom
fuzhenxin[.Jcom
kankanhi[.Jcom
jnyunlong[.Jcom
mfgtrader[.Jcom
mmsecurity[.]Jnet
lundaolunwen[.Jcom
klopresume[.Jcom
yiwuzhengxingyy[.Jcom
resaresumel[.Jcom
ccf-ftc[.Jcom
homepikan[.Jcom
cetinnet[.Jcom
mliuliu[.Jcom
gzbxhg[.Jcom
qgsjf[.Jcom

carder[.]su
crdshopl.]Jsu

cclub[.]Jsu
vvgmods].]net
uniccshop[.]Jpw
unicc[.]ng
unicc[.Jcom[.]Jcm
unicvvstore[.Jcom
46603[.]cn
warganning[.]Jnet
hgcombol[.Jcom
garage4hackers[.Jcom
good-akK[.]biz
devilteam[.]biz
ccsell[.]biz
wt1shop[.]Jme
wt1shop].]life
uniccshop-bazar[.Jcm
yuzhoumeinan[.]xyz
kwardasumsel[.Jcom
59156[.]Jme
mangpdkmedis[.Jcom
linglk[.]Jcom
a-g-qq[.Jcom



24lyw[.]net
limindong[.Jcom
watpersbirosdmpoldasumsel[.Jcom
g--qq[.Jcom
momeawedding[.Jcom
pergipergi[.Jcom
nesresso[.Jcom
bog19[.Jcom
laketravisrent[.]Jcom
isocalc[.Jcom
checkmycreditfile[.Jcom
devilteam][.]Jsu
aneantis[.]Jorg
cadiegolf[.Jcom
aneantis|.]info
raspdiet[.Jcom

fr[.Jer
woodberrywoods[.Jcom
tuemites[.Jcom
intimplus[.Jcom
aneantis[.]Jmobi
owneroperatorsconnect[.Jcom
cmdbooter(.]Jorg
susqunhosting[.]Jorg
tarintenbugune[.Jorg
holigangaming].]Jorg
aanhanger|.]net
gundemdel.]biz
dollzmania[.Jus
teknorout[.Jorg
exoticpetsforsale[.Jus
teknolojirotasi[.]Jorg
sanjeevbikhchandani[.Jcom
centraljerseymutualaid[.Jcom
zhoumushui[.Jcom
titsandass|.]org
milseries[.Jcom
onyxia[.]hk
nicmarcfamilydiner[.Jcom
moneymaker[.]Jhk
fundfairs[.Jcom
gogleweblight[.Jcom
leyendas|.]net
portwashington[.Jnet



prologic[.]su
praktijk[.]net
gummersbach[.]Jnet
caboolture[.]Jorg
teen-porn-photos|.]Jus
crdpro[.]su
michaelkorsfactoryl[.]Jorg
dereham][.]net
visaquoctetrungquoc|.Jcom
criminalistics[.Jus
changanghiahue[.Jcom
workmoney[.]su
cancersurgery[.]Jus
maytinhthanhtung[.Jcom
subcenter[.Jus
phienbanmoi[.Jcom
gestudio[.]us

zhf[.]Jsu

grchildren[.Jus
topurl[.]Jtop
localfinance[.]us
obamakids][.Jus
unescol.]Jus
casualscout24[.Jus
coml[.]Jus
liveonstagel[.]us
beatcorona[.]us
hack-sell[.]su
dboyer[.]us
legitonlineshopcvv2[.Jcom
ccfullzshopcc[.Jcom
fe-cc-market[.Jcom
skizdumpsl[.Jcom
baokuan188[.Jcom
svatakaterina[.]cz
ginguoxieye[.Jcom
vranik[.]Jcz
appyyxz[.Jcom
windfinder[.]Jcz
In110[.Jcom[.]Jcn
textil-jimy[.Jcz
fotolap[.]Jcz
remenapp[.]Jnet
kartell[.]cz



zhidazhe[.Jcom
kuzry[.]Jcz
zhehui123[.Jcom
polygot|[.]cz
scanshoes].]cz
crackinglords[.Jcom
crackingmobl[.Jcom
imagesmothersday[.Jcom
otosecretweapons[.Jcom
webcracking[.Jcom
hackvip[.Jcn
dreamkafe[.Jcom
kzic[.]net
turksiberguvenlik[.]net
cpostal.]cz
gemoeny[.]cz
hnonline[.]cz

dwh[.]su

luxecc].Jsu
averna-solutions[.Jcom
boatcarecompare[.Jcom
finderskeephers[.Jcom
gugeapps|.Jcom
kralserver[.]net
bluecityemlak[.Jcom
seslimsevgi[.Jcom
xsflashfiles[.Jcom
cvvs[.Jsu

dstore[.]su
securitycOde[.]info
trdbin[.Jsu
vendeta[.]su
wuzzup[.]Jsu
carderbasel.Jsu
kidtoys[.]biz
mujerescomalt[.]Jorg
zkfybl[.Jcom
trntekstil[.Jorg
desihacker[.]net
bilgikorumal.]Jorg
net2park[.Jcom
neppall.]Jcc
greencardturkey[.]net
dancense[.Jcom



024stc[.]Jcom
vcarders[.]Jcc
fotogalerihaber[.]net
memeler|.]net
green-kart[.]Jnet
wordpresstemasi[.]Jnet
zthg168[.Jcom
zsghled[.]Jcom
zs533[.Jcom
dashenkonggul[.Jcom
siyahhost[.]Jorg
zy129[.J]com
just-valid[.]Jcom
zxftw[.]Jcom
dumps24[.]net
zuwaike[.Jcom
buy-cc[.Jcom
zui001[.Jcom
c4rdforallove[.]Jnet
51gokoo[.]Jcom
birazhirs[.]info
byt3s][.]Jorg
yerin6[.Jorg
xtratachlhit[.Jcom
Ifiiazhan[.Jcom
yuan1994[.Jcom
myhack].]Jcn
ioscoderz[.Jcom
99i[.]cn
az-khaos[.Jcom
chxiazail.]Jcn
xakeroker[.Jcom
mubuki[.Jcom
cutops[.Jcom
exxow[.Jcom
center1[.]Jcc
pirate[.]bz
dnswwh[.]biz
saintsoft[.Jrocks
facility-404[.]Jnet
Isxhn[.Jcom
menke365[.Jcom
0495[.]com
chuanmuijia[.Jcom



birazhirs[.]Jorg
tixcf[.Jcom
wozhid[.Jcom
wuzhid[.Jcom
zhuocenmuye[.Jcom
hackerl[.]inf[.]or
marinsconsultor[.Jcom[.]br
consultoriamarins[.Jcom][.]br
odontologiavilamaria[.Jcom][.]br
diskalmeida[.Jcom[.]br
t-ever[.Jcn
socuteapp|.]cn
wasgroup[.]cn
weipind[.]Jcn
evil-hack[.Jus
city2013[.]Jcn
gxhdr[.]Jcn
jizhucewanl.Jcn
gorod-grekhov[.]Jorg
ringder[.]Jcn
falshivie-dengi[.]at
wedays|.]Jcn
xakyd[.]cn
ids-scheer|.]cn
xinghuoshiye[.Jcom
wnyd[.]cc
mutlu-aku[.Jcom
ramil-sec[.]Jcom
prmy[.]cc

dgql[.]Jcc

hisk[.]Jcc

rjmy[.]Jcc

dgrf[.]cc

hdds|.]cc

psmyl.]cc

dgrp[.Jcc
huijinnaicai[.Jcom
durst-china[.Jcom
gyjinxin[.Jcom
easybaby88[.Jcom
bj-xicang[.Jcom
eastone-bruecke[.Jcom
fenlanliuxue[.Jcom
zqghhsc[.Jcom



janroad[.Jcom
jnxiangaol[.Jcom
lamarantine[.Jcom
zjcxscrew[.Jcom
superbigman[.Jcom
sz-scw[.Jcom
thefundu[.Jcom
trhubnet[.Jcom
tasters[.Jcom][.]Jtw
peysanmin[.Jcom
zpzly[.Jcom
secret-zone[.]net
zdjr7[.]net
ph-team].]ir
zbhkzI[.Jcom
0512tuomaol.Jcom
hhncpjyw[.Jcom
teshiv[.]net
hivteam][.]net
pravosudie[.]Jonline
entercoal[.Jcom
weblucal.Jcom
check-in[.Jtw
wydqc[.Jcom
libel[.Jcom[.]Jtw
ysztj[.Jcom
joco[.Jcom[.]tw
woocommercel[.Jtw
ubsd-dist[.Jcom
rakthail.]idv[.]tw
top105[.Jcom
vgnet[.Jcom[.]Jtw
vecjipenis[.Jcom
amaul[.Jcom[.]Jtw
weareqc[.Jcom
wastons[.Jcom[.Jtw
unicube[.Jtw
gland[.Jcom[.]Jtw
tamashii[.]Jtw
tvizleo[.Jcom
justnikeit[.]Jcom
lawyerlowe[.Jcom
kooora-now[.]Jcom
ghhrw[.]Jcom



englishmp4[.]Jnet
mp3forfree[.Jnet
canaryhealth[.]info
degreecourse].]info
phreaker[.Jus
xfh888888[.Jcom
momysbaby[.Jcom
wwwpj849[.Jcom
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We’ll continue monitoring the campaign including to look for new domain registrations and will
post updates as soon as new developments take place.



