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Infrastructure of the Cybercrime Syndicate - An OSINT Analysis
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In the wake of the recent bust of the high-profile cybercriminal organization known as the
Infraud Organization we’ve decided to take a deeper peek inside our archives of current and
historical intelligence and offer an in-depth and never discussed before discussion on the
Internet-connected infrastructure of the InFraud cybercriminal organization which was basically
a high-profile cybercrime-friendly forum communities with variety of extremely popular
“value-added” services in the form of a multi-tude of fully working online E-Shops for stolen and
compromised credit cards information.



Hawa KoMaHAa YXOOMT Ha NeHCHI0. Cnacubo BceMm, KTo ObI/1 C HAMK HA NPOTHAMEHWe MHOTHX NneT. BepHbiM
napTHepaM, KHeHTaM, KoJIJleraM KTO OKa3biBaN pPasfHyHyio NOMOoLYb. H Obl Boienun niv nobnarogapun
OTAENBHO KAXA0ro, Aa 3To byaer He CeKypHO W He npodeccHoHanbHO.

Ecnn A WAIM KTO-TO W3 Halled KOManAbl Bac moasen win He onpasfan Bawnx Hagemn - Mbl MCKPeHHe
M3BUHAEMCH.

He cTpoHTe KOHCNMPOMOTMYECKHE TEOPHHA O HALLEM YXO[€e, 3TO B3BEllaHHOEe pelleHne, HaM AaBHO He Mano
neT U B TAKOM peXuMe MHTh/ paboTaTse Oonee 340poBbe HE MNO3BONAET.

Mbl flaeM 10 AHel BCeM MOTPaTUTh CBOW BanaHC(Mbl NPOAOMMKM 3a/IMBaTh anbl), NapTHEPbI KTO NpofaBan y
HAC - HE NepeXuBaiTe, A He YAY NOKa KaX/bIA LIeHT He BbilJlavy. A nocne...Unicc n LuxSocks Ha scerna
YAQYT M3 BUPTYANbHOIO NPOCTPaHcTBa. Mpowy 6biTh 6AUTENbHER N HE BECTHCh Nocne Ha deiikn C
BO3BpalleHHeM HAaC W NPOYer epyHAsI.

C YBaxxenunemM, BepHas Unicc Team.

Our team retires. Thanks to everyone who has been a part of us for years. To loyal partners, clients and
collegues who assisted in many ways. I would separately thank each one but it is not professional. If I or
some of our team members failed your expectations - we trully sorry.

Don't build any conspiracy theories about us leaving, it is weighted decision, we are not young and our
health do not allow to work like this any longer.

We give you 10 days to spend your balance (we will continue updates during this period). To all the
partners selling with us - do not worry, you will be paid up to last cent. After all... Unicc and LuxSocks wiill
leave for ever. We ask you to be smart and not follow any fakes tied to our comeback and other things.
Sincerely, your Unicc Team.

In this analysis we’ll use Maltego in combination with WhoisXML AP/’ vast and in-depth
real-time and historical WHOIS database and offer an in-depth peek and discussion on the
Internet-connected infrastructure of the InFraud organization.

Primary domains part of the InFraud Organization known to have been in circulation
include:

infraud[.]su
infraud[.Jru
infraud[.Jus
infraud[.]Jorg
infraud[.]biz
infraud[.]Jnet
infraud[.]info
jabber[.]Jms
infraud[.]Jws
infraud[.]cc
infraud[.]Jname

The primary responding IP for the InFraud Organization’s primary forum domain
includes:
60[.]199[.]114[.]79
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We were also able to find a variety of other online E-Shops for stolen and compromised
credit cards information that are actually known to be using the same infrastructure as
the InFraud Organization’s infrastructure such as for instance:

vaultmarket[.]ru
vaultmarket[.]click
jokers-stash[.Jru
j-stash[.Jru
vault-market[.]Jwebsite
vaultmarket[.]site
v-m[.]info
cvv-me[.Jorg
vault-market[.]Jonline
vaultmarket][.]Jlive
vaultmarket[.]zone
vault-market[.]live
vault-market[.]Jorg
infraud[.]Jworld
vendetta[.]biz
v-market[.]store



v-market[.Jme
cvvmel.]site
jokerstashl.]site
cvvmel.Jru
vmarket[.]me
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Including the following domains are known to have been using InFraud Organization’s
online infrastructure for hosting related E-Shops for stolen and compromised credit
cards information which we managed to find out using WhoisXML API’s vast and
in-depth real-time and historical WHOIS database:

jokers-stashl[.]su
vault-market[.]sale
vaultmarket[.]club
vaultmarket[.]Jdomains
infraud[.Jus
vendeta[.]Jshop
cvv-mel[.Jus
jokers-stash[.Jcom
jokersstash[.]us
cvvmel.]us
joker-stash[.Jus
jokers-stash[.]Jus
jstash[.]Jme
vaultmarket[.Jmarket



v-m[.]Jshop
vaultmarket[.Jme
vendeta[.Jus
cvv-market[.]us
j-stash[.]us
cvv2[.]us
vaultmarket[.]Jtech
v-market[.]Jus
vault-market[.]tech
vault-market[.]us
vaultmarket[.Jus
vaultmarket[.]su
jstash[.]us
jokerstash[.]us
vault-market[.]Jsu
vendetta[.]su
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Including the following related malicious and fraudulent domain names which we found
using WhoisXML API’s vast and in-depth real-time and historical WHOIS database once
again part of InFraud Organization’s online infrastructure:
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Including yet another batch of malicious and fraudulent domains which offer access to
E-Shops for stole and compromised credit cards information which we found using
WhoisXML API’s vast and in-depth real-time and historical WHOIS database:

crimemarket[.]Jsu
bphosting[.]su
dogshops|.Jsu
cvvshops|.Jsu
approved-xxx[.Jsu



wt1shop[.]su
buycvv[.Jsu
blockichain[.]su
sky-fraud[.]su
myfeshop[.]su
load-file[.]su
unidumps|.]Jsu
godtor[.]su
dumpsvendor|.]su
monogo[.]su
ktmstore[.Jsu
blackservice[.]su
goldplastic[.]net
infraud[.]su
fwefwef22[.Jcom
ccvv2dumps[.Jcom
thugcarders].]su
dichvusocks[.]su
uas-store[.]su
stuffex[.]su
ulow[.]su
uas-shop[.Jsu
8dollar[.]su
1337zone|[.]su
qualitytools][.]su
madbl.]su
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Including the following responding IPs part of InFraud Organization’s online
infrastructure:

198[.]54[.]121[.]112
103[.]136[.]42[.]76
149[.]1129[.]129[.]211
47[]74[]137[.]231
161[.]117[.]7[.146
144[.]76[.]169[.]106
185[.]162[.]131[.]61
162[.]1219.]151[.]2
162[.]255[.]119[.]132
198[.]54[.]116[.]206
199].]188[.]200[.]47
192[.]64[.]119[.]200
149[.]129[.]225[.]92
92[.153[.]77[.]141
212[.J47[.]195[.]232
138[.]68[.]149[.]101
46[.]183[.]217[.]204
198[.]54[.]117[.]216
54[.]72[.]130[.]67
208[.]91[.]197[.]44
119[.]28[.]137[.]123



104[.]28[.]17[.]97
119[.]28.]69[.]169
82[.]221[.]129[.]133
8[.]209[.]108[.]128
194[1147[.]34[.]2
93[.]170[.]130[.]136
149[.]154[.]69[.]218
51[.]89[.]114[.]5
78[.]155[.]206[.]161
208[.]91[.]197[.]241
85[.]119[.]150[.]155
172[.]104[.]104[.]241
49[.151[.]192[.]130
198[.]54[.]117[.]215
94[.]229[.]72[.]118
162[.]210[.]196[.]171
94[.]229[.]72[.]121
45[.]153[.]73[.]8
93[.]189[.]45[.]52
35[.]204[.]138[.]31
194[.]85[.161[.]76
27[.]102[.]128[.]115
185[.]99[.]133[.]20
91[.]195[.]240[.]117
192[.]64[.]119[.]87
198[.]54[]117[.]212
198[.]54[.]117[.]218
771.]246[.]156[.]116
45[.]63[.]40[.]156
161[.]35[.]1221[.]128
198[.]54[]117[.]217
190[.]97[.]166[.]165
198[.]54[.]1117[.]200
198[.]105[.]244[.]11
192[.]64[.]119[.]105
23[.]202[.]231[.]168
23[.]195[.169[.]108
217[.]70[.]184[.]38
195[.]39[.]197[.]202
5[.]39[.]10[.]93
192[.]64[.]119[.]253
195[.]39[.]196[.]44
213[.]167[.]1231[.]2
104[.]239[.]1213[.]7



23[.]195[.]69[.]112
199].]59[.]243[.]200
217[.]70[.]184[.]50
198[.]105[.]254[.]11
83[.]222[.]14[.]207
23[.]217[.]138[.]112
207[.]244[.]67[.]215
199[.159[.]242[.]153
37[.]48[.165[.]149
185[.]183[.]96[.]1247
103[.]224[.]182[.]242
192[.]254[.]190[.]243
94[.]75[.]240[.]174
104[.]21[.]61[.]28
5[.]79[.168[.]107
207[.]244[.]67[.]218
193[.]70[.]95[.]200
62[.]109[.]19[.]78
45[.132[.]157[.]131
92[.]242[.]40[.]127
172[.]67[.]149[.]237
172[.]67].]205[.]1242
92[.]138[.]135[.]1251
192[.]64[.]119[.]172
82[.]202[.]241[.]20
45[.]139[.]186[.187
198[.]54[.]120[.]111
178[.]79[.]187[.]121
192[.]64[.]119[.]171
64[.]227[.]102[.]101
47[.]254[.]197[.]213
162[.]255[.]119[.]115
198[.]54[.]117[.]199
146[.]112[.161[.]107
192[.]64[.]119[.]37
47[.]74[.]188[.]120
47[.152[.]233[.]0
47[.189[.]58[.]141
185[.]143[.]174[.]19
45[]142[.]212[.]24
192[.]64[.]119[.]170
216[.]128[.]146[.]177
162[.]255[.]119[.]98
95[.]141[.]36[.]178



27[.]102[.]128[.]114
60[.]199[.]114[.]79
149[.]129[.]136[.]150
198[.]105[.]254[.]74
149[.]129[.]223[.]249
198[.]105[.]244[.]74
194[.]67[.J71[.]176
45[.]139[.]186[.]1233
90[.]156[.]128[.]133
185[.]178[.]208[.]165
23[.]236[.]62[.]147
149[.]1129[.]134[.151
216[.]185[.]152[.]158
107[.]172[.]46[.]71
88[.]119[.]179[.]216
185[.]177[.]218[.]136
99.]83[.]154[.]118
45[.18[.]230[.]94
78[.]1138[.131[.]80
88[.]119[.]179[.]132
185[.]154[.]53[.]119
195[.]133[.]48[.]60
94[.]130[.]10[.]95
40[.]121[.]200[.]45
69[.]195[.]137[.]250
185[.]159[.]130[.]7
109[.]70[.]126[.]37
23[.]217[.]138[.]108
23[.]202[.]231[.]167
213[.]179[.]1214[.]122
49[.151.133[.]70
ATLITAL177]133
194[.]147[.]35[.]176
95[.]213[.]203[.]64
92[.]53[.]126[.]190
192[.]64[.]119[.]119
161[.]117[.]12[.]56
149].]129[.]226[.]244
213[.]183[.161[.]45
162[.]255[.]119[.]114
162[.]255[.]1119[.]7
198[.]54[.]117[.]211
198[.]54[.]117[.]197
198[.]54[.]117[.]198



47[]74[.]153[.]70
49[.]151[.]85[.]205
193[.]187[.]174[.]103
47[152[.]142[.]249
46[.]21[.]248[.]49
216[.]239[.]34[.]21
185[.]53[.]1177[.]9
91[.]237[.188[.]232
199].]188[.]200[.]88
35[.]198[.]119[.]28
185[.]231[.]153[.]127
ATL]741.]1235[.]179
198[.]251[.]89[.]144
90[.]156[.]128[.]111
185[.]8[.]173[.]73
194[.]58[.]56[.]182
158].]1255[.]3[.]157
47[.]88[.]156[.]38
81[.]171[.18[.16
92[.]53[.]77[.]40
217[.]16[.127[.]181
87[.]1242[.]73[.]102
46[.]166[.]184[.]101
188[.]40[.]76[.]96
172[.]67.]160[.]80
471]91[.]72[.]137
194[.]58[.]56[.197
68[.]66[.]1248[.]11
172[.]164[.]95[.]2
104[.]27].]169[.]1231
194[.]58[.156[.]189
194[.]58[.]56[.]40
107[.]161[.]23[.]204
72[152[]179[.]175
104[.]27[.]161[.]246
47[.]254[.1213[.]246
47[.]254[.]201].]251
149[.]129[.]219[.]23
195[.]186[.]210[.]241
185[.]61[.]153[.]99
185[.]181[.]104[.]82
198[.]27[.168[.]160
192[.]64[.]119[.]101
88[.]212[.]208[.]67



68[.]183[.138[.]101
162[.]255[.]119[.]12
5[.]188[.]29[.136
184[.]168[.]221[.157
91[.]218[.]115[.]152
50[.]63[.]202[.]48
91[.]212[.]124[.]25
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Including the following malicious and fraudulent name servers known to have been

offering services and providing infrastructure hosting for InFraud Organization’s
Internet-connected infrastructure:

ns4[.Junlim[.Jcom
ns1[.]Jexpired[.]JrO1[.]ru
ns2[.Junlim[.Jcom
ns3[.Junlim[.Jcom
ns2[.]Jdddnsdomens|.]su
ns1[.Jflorenciyas|.]su
ns2[.]expired[.]JrO1[.]ru



ns1[.]Jdddnsdomens|.]su
ns1[.JrO1[.Jru

ns2[.JrO1[.Jru
c[.]dnspod[.Jcom
ns1[.Junlim[.Jcom
a[.]Jdnspod[.Jcom
b[.]Jdnspod[.Jcom
ns2[.]Jmagpiedns[.Jcom
dns101[.]Jregistrar-servers[.Jcom
ns1[.Jwombatdns[.Jcom
dns102[.]Jregistrar-servers[.Jcom
ns2[.Jchookdns[.Jcom
dns21[.Jname-services[.Jcom
ns1[.Jmagpiedns[.Jcom
dns22[.Jname-services[.Jcom
ns2[.]wombatdns[.Jcom
ns1[.Jnameself[.Jcom
ns2[.Jnameself[.Jcom
cdn6[.]infraud[.]Jcc
dns1[.Jyandex[.Jru
cdn7[.]Jinfraud[.]Jcc
dns2[.Jyandex][.Jru
jack[.]ns[.]cloudflare[.]Jcom
ns1[.]Jx10hosting[.Jcom
ns1[.Jchookdns[.Jcom
ns2[.]Jx10hosting[.Jcom
primaryns[.]Jkiev[.Jua
adi[.]ns[.]cloudflare[.Jcom
ns[.]Jsecondary[.]Jnet[.]Jua
ns2[.]Jdnsnuts[.Jcom
cdn1[.]infraud[.]Jcc
c[.Jdns[.]Jgandi[.]net
ns1[.Jdnsnuts[.Jcom
cdn4[.]infraud[.]Jcc
dns1[.Jregistrar-servers[.Jcom
cdn5[.Jinfraud[.]Jcc
dns2[.]Jregistrar-servers[.Jcom
cdn2[.]infraud[.]Jcc
cdn3[.]infraud[.]Jcc
nsc1[.]Jsrv53[.Jcom
nsc1[.]Jsrv53[.Jorg
a[.]dns[.]Jgandi[.]net
b[.]Jdns[.]Jgandi[.]net
nsd3[.]Jsrv53[.]net



nsaz2[.]Jsrv53[.Jcom
pns2[.]cloudns|.]net
pns3[.]Jcloudns[.]net
nsb3[.]Jsrv53[.]net
nsb4[.]Jsrv53[.]Jorg
nsb2[.]srv53[.Jcom
ns1[.]Jcloudns[.]net
ns4[.]Jinfraud[.]Jcc
ns4[.]cloudns|.]net
pns1[.]Jcloudns[.]net
ns2[.]Jcloudns[.]net
ns3[.]cloudns|.]net
ns5[.Jciph[.]Jsu
ns6[.Jciph[.]Jsu
ns3[.Jciph[.]Jsu
ns4[.Jciph[.]Jsu
ns2[.]Jinfraud[.]Jcc
ns3[.Jinfraud[.]Jcc
ns7[.Jciph[.]Jsu
ns1[.]Jinfraud[.]Jcc
ns1[.Jciph[.]Jsu
ns2[.]ciph[.]Jsu
ns2[.]xmail[.]sx[.]jabber[.]ms
ns1[.]Jxmail[.]sx
ns2[.]xmail[.]sx
ns42[.]Jdomaincontrol[.Jcom
ns1[.]Jxmail[.]sx[.]jabber[.]ms
ns41[.]Jdomaincontrol[.Jcom
phil[.]ns[.]Jcloudflare[.Jcom
ns1[.]Jcybercastco[.Jcom
ns2[.Jrenewyourname[.]net
dawn[.]ns[.Jcloudflare[.]Jcom
ns2[.]Jcybercastco[.Jcom
ns1[.Jrenewyourname[.]net
ns3[.]byet[.]Jorg
1-youl[.]njalla[.]Jno
ns1[.]byet[.Jorg
ns2[.]byet[.]Jorg
2-can[.]njalla[.]in
3-get[.]njalla[.]fo
dns6[.]Jparkpage][.Jfoundationapi[.Jcom
albert[.]ns[.]cloudflare[.Jcom
dns5[.]Jparkpage].Jfoundationapi[.Jcom
jilll.]Jns[.]cloudflare[.Jcom



may[.]ns[.]cloudflare[.Jcom
cns2005[.]lwebhostbox[.]Jnet
ns4[.]active-dns[.Jcom
art[.]ns[.]Jcloudflare[.Jcom
cns2006[.Jwebhostbox[.]net
ns3[.]limena[.Jcom[.]ua
ns1[.]Jimena[.Jcom[.]ua
ns2[.Jimena[.Jcom[.]ua
ns2[.]active-dns[.Jcom
ns3[.]Jactive-dns[.Jcom
ns1[.]Jactive-dns[.Jcom
nsc4[.]Jsrv53[.Jcom
nsd1[.]Jsrv53[.Jcom
nsc2[.]srv53[.]Jnet
nsc3[.]srv53][.]Jorg
dns1[.Jpochemul.]Jru
dns2[.]Jpochemul.]Jru
nsd1[.]srv53[.]Jnet
nsd1[.]Jsrv53[.]Jorg
nsal[.]Jsrv63[.Jcom
nsa1[.]Jsrv53[.]Jorg
nsb4[.]Jsrv53[.Jcom
nsb4[.]srv53[.]Jnet
nsa3d[.]srv53[.]net
nsb2[.]srv53[.]Jorg
graham[.]ns[.]Jcloudflare[.Jcom
marjory[.]ns[.]cloudflare[.Jcom
dns1[.Jmagicwebindia[.Jcom
dns2[.Jmagicwebindia[.Jcom
idns1[.]Jihc[.Jru
idns2[.]ihc[.]ru
expirepages-kiae-1[.]nic[.]Jru
expirepages-kiae-2[.]nic[.Jru
master2[.]ispmgr[.Jihc[.]ru
ara[.]ns[.]Jcloudflare[.Jcom
slave?2][.]lispmgr[.]Jihc[.]ru
ns2[.]Jgooddnsserver|[.Jcom
ns3[.Jgooddnsserver[.Jcom
zeus|.]ns[.]cloudflare[.Jcom
ns1[.Jgooddnsserver|.Jcom
ns1[.]Jexpired[.]reg[.]ru
alpha[.]nickhost[.]Jcom
ns2[.]Jhosting[.]Jreg][.]ru
ns2[.]expired[.Jreg[.]ru



ns1[.Jhosting[.Jreg[.]Jru
ns2[.Jdomain[.Jru
ns2[.Jreg[.Jru
ns1[.Jdomain[.Jru
ns4].]Jinfobox[.]Jorg
beta[.]Jnickhost[.Jcom
ns3][.]Jinfobox[.]Jorg
ns1[.]Jreg[.Jru
ns3[.]afraid[.]Jorg
ns-57-a[.Jgandi[.]Jnet
ns1[.]Jafraid[.]Jorg
ns2[.]Jafraid[.]Jorg
ns4[.]Jafraid[.]Jorg
ns-119-c[.]Jgandi[.]net
ns-140-b[.]Jgandi[.]Jnet
expired1[.]privacy[.Jcom[.]ua
expired2[.]privacy[.Jcom[.Jua
dns4[.Jname-services[.Jcom
dns5[.Jname-services[.Jcom
dummysecondary[.]pleasecontactsupport[.Jcom
blockedforabuse][.]Jpleasecontactsupport[.Jcom
irma[.]ns[.]Jcloudflare[.Jcom
ns9[.Jorangewebsite[.Jcom
ns02de[.]santrex[.]Jnet
lee[.]ns[.]cloudflare[.Jcom
dns2[.Jname-services[.Jcom
dns3[.]Jname-services[.Jcom
ns10[.Jorangewebsite[.Jcom
dns1[.Jname-services[.Jcom
ns3[.Jukrnames[.Jcom
ns1[.Jukrnames[.Jcom
ns2[.Jukrnames[.Jcom
ns01de[.]Jsantrex[.]net
ns1[.Jdomenddnss|[.]su
ns2[.Jdomenddnss[.]su
katja[.]Jns[.]Jcloudflare[.Jcom
ns1[.]Jkak-prigotovit-spagetti[.]Jru
anton[.]ns[.]cloudflare[.Jcom
ns2[.]Jkak-prigotovit-spagetti[.]Jru
chad[.]ns[.]cloudflare[.Jcom
ns2[.]Jsuspend-domain[.]Jme
bella[.]ns[.]Jcloudflare[.Jcom
kara[.]ns[.]Jcloudflare[.]Jcom
newt[.]ns[.]Jcloudflare[.Jcom



ns3[.Jus[.]editdns[.]net
ns2[.]eu[.]Jeditdns[.]net
ns2[.]Jus[.]editdns[.]net
dnsproxy2[.]fm[.]nic[.]ru
ns1[.Jsuspend-domain[.]Jme
dnsproxy1[.]Jfm[.]nic[.]Jru
pns21[.Jcloudns|.]net
ns1[.Jdnsprivatecontrol[.]su
pns22[.]cloudns|.]net
ns2[.]Jdnsprivatecontrol[.]su
dns1[.]Jinfraud[.]su
ns1[.]Jparkexpired[.]Jdns[.]Jws
dns2[.]Jinfraud[.]su
ns2[.]parkexpired[.]Jdns[.]Jws
ns1[.]Jeu[.]Jeditdns[.]net
ns1[.Jus[.]editdns[.]net
pns23[.]cloudns|.]net
pns24[.]cloudns|.]net
ns1[.Jdnscontrolfff[.]to
ns2[.]Jdnscontrolfff[.]to
ns1[.Jyootube[.Jme
ns1[.Jmydogphotoss].]su
ns2[.Jyootube[.Jme
ns2[.Jmydogphotoss[.]su
ns1[.]Jperlddns[.Jru
ns1[.]dsredirection[.Jcom
ns2[.]Jperlddns[.Jru
ns2[.]dsredirection[.Jcom
ns1[.]Jddnsddos][.]su
kia[.]ns[.]Jcloudflare[.Jcom
ns2[.]Jddnsddos][.]su
cobyl[.]ns[.]Jcloudflare[.Jcom
ns100[.Jwebnic[.]cc
ns101[.]Jwebnic[.]cc
ns1][.]Jinfobox[.]Jorg
ns2[.]Jinfobox[.]Jorg
ns1[.Jparkingcrew[.]net
ns2[.]Jparkingcrew[.]net
ns1[.Jzuno-store[.Jru
ns2[.]Jzuno-store[.Jru
ns1[.]Jdynadot[.Jcom
ns2[.]Jdynadot[.Jcom
ns1[.]Jabove[.Jcom
ns2[.]above[.Jcom



ns2[.Jcdndns[.Jru
ns1[.Jdomain[.]tld
ns2[.]Jdomainxueinsssssl.]to
ns1[.]Jcdndns].]ru
ns2[.Jdomain][.]tld
ns2[.]Jmycardriveng[.]ru
ns1[.]Jcontroindssdsss|.]se
ns2[.Jflorenciyas|.]su
ns1[.]Jmycardriveng[.]ru
jocelyn[.]ns[.]Jcloudflare[.Jcom
ns1[.Jdomainxueinsssssl.]to
ns2[.]Jcontrolndssdsss|.]se
lars[.]ns[.]cloudflare[.Jcom

Including yet another batch of responding IPs part of InFraud Organization’s
Internet-connected infrastructure:

47[.]254[.1213[.]1246
92[.]153[.]77[.]40
185[.]154[.]53[.]119
199[.]188[.]200[.]47
69[.]64[.]147[.]10
217[.]16[.]27[.]181
193[.]187[.]173[.]23
35[.]204[.]138[.]31
198[.]154[.]117[.]215
82[.]202[.]236[.]154
198[.]54[.]117[.]212
49]51[.]132[.]122
198[.]54[.]117[.]216
94[.]130[.]10[.]95
471]52[.]142[.]249
82[.]202[.]236[.165
92.138[.]135[.]1251
49[.]51[.]1192[.]130
199].]188[.]201[.]203



185[.]162[.]131[.]61
90[.]156[.]128[.]133
91[.]235[.]143[.]155
96[.]43[.]138[.]58
150[.]109[.]48[.]71
188[.]225[.]127[.]46
82[.]202[.]242[.167
47[.]91[.]94[.]171
199[.]59[.]1242[.]153
88[.]218[.]16[.]1242
5[.]178[.]187[.]29
198[.]54[.]121[.]92
34[.]102[.]136[.]180
46[.]21[.]248[.]49
188[.]40[.]76[.]96

Including the following personal email address accounts which we were able to identify
as part of InFraud Organization’s Internet-Connected infrastructure:

zanebilly30@gmail[.Jcom
amnashahd81@gmail[.Jcom
zaxarovserg@online[.Jua

Including the following malicious MD5s which are known to have phoned back or
interacted with InFraud Organization’s online infrastructure in specific an E-Shop for
stolen and compromised credit cards information:

c067490db85026aa91d7¢93e33063ef97528315¢ce1b493ab2757dcc288a97a82
bca9650004eedd86eec303cf4a6d1900d45d0eba950c58e0ccc15702e6ea5165

We'll continue monitoring the campaign and InFraud Organization’s online infrastructure and
post updates as soon as new developments take place.



