
00. Who's Behind the Conficker Botnet? - An OSINT Analysis

It used to be a moment in time when the infamous Conficker worm was making the headlines
with a massive and widespread malware serving campaign that actually propagated to the point
where it reached a huge portion of Internet-connected infrastructure.

Who's behind the Conficker worm?

We've decided to use sample Conficker C&C (Command and Control) domain data, courtesy of
Microsoft (https://msrc-blog.microsoft.com/2009/02/12/conficker-domain-information/), which
basically consists of approximately 113,500 known Conficker C&C domains and decided to run
it against WhoisXML API's in-depth and comprehensive real-time and historical WHOIS
database, possibly looking for clues as to the true origins of the Conficker authors to offer the
security industry actionable intelligence for the purpose of assisting the security industry with
real-time and historical cyber-attack attribution data and information using WhoisXML API's vast
real-time and historical WHOIS database.

https://msrc-blog.microsoft.com/2009/02/12/conficker-domain-information/


In this article and case study we'll offer actionable intelligence on some of the domain
registrants that are known to have registered well-known and publicly-distributed Conficker C&C
(Command and Control) domains for the purpose of offering actionable intelligence on the
whereabouts of the botnet masters behind the Conficker botnet.

It appears that based on the data that we've gathered and processed, the majority of domain
registrant emails used to register Conficker C&C (Command and Control) server domains
appears to be exclusively in China and are currently using well-known Chinese email service
providers and on the majority of occasions to be either automatically registered or compromised
email service accounts.

Related domain registrant email addresses which are known to have registered Conficker
related C&C (Command and Control) server domains:
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leduhu@gmail[.]com
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fseo321@gmail[.]com
jgkelly72@gmail[.]com
liubang19561@gmail[.]com
domainslimitada@gmail[.]com



ihealthbuzz@gmail[.]com
lihai1809@gmail[.]com
eoqjaqhp@gmail[.]com
yuchengdong781@gmail[.]com
coredatatree@gmail[.]com
robvelker@gmail[.]com
amareshombal@gmail[.]com
jenbradley22@gmail[.]com
ganxiaojun2015@gmail[.]com
chlytw008@gmail[.]com
nigelthom@gmail[.]com
tsai81999@gmail[.]com
somaeel@gmail[.]com
jyo8545@gmail[.]com
tabuk[.]org@gmail[.]com
pamjeffords@gmail[.]com
xlh37785@gmail[.]com
queqingquan10086@gmail[.]com
bluetea@gmail[.]com
tanrongjian5689@gmail[.]com
neery[.]org@gmail[.]com
wjie37881@gmail[.]com
lishaoxuan8729@gmail[.]com
thelawyer247@gmail[.]com
pauldavid[.]song@gmail[.]com
mpsinghchopra@gmail[.]com
mawidc@gmail[.]com
penpenrink@gmail[.]com
vja[.]nyc@gmail[.]com
lbw32lbw@gmail[.]com
heroglu4@gmail[.]com
dfewsfe@gmail[.]com
oqufqljb@gmail[.]com
khairul[.]hakims@gmail[.]com
wqhzh88@gmail[.]com
cityoftruth[.]apostolic@gmail[.]com
punna111@gmail[.]com
kasamoahboateng@gmail[.]com
maigan1182@gmail[.]com
9hao666@gmail[.]com
jing582734@gmail[.]com
james[.]nickles@gmail[.]com
boyitang888@gmail[.]com
hashida[.]grannet@gmail[.]com



janeverno@gmail[.]com
lif794273@gmail[.]com
rogbarnard@gmail[.]com
gaoddaw@gmail[.]com
ydd9907@gmail[.]com
ideeinfo@gmail[.]com
ivanstmik@gmail[.]com
qinze113@gmail[.]com
91888alex@gmail[.]com
dbghosh@gmail[.]com
prducker@gmail[.]com
zhanzhang501@gmail[.]com
hasan[.]nazmul25@gmail[.]com
majoreye@gmail[.]com
parascamihai@gmail[.]com
samirnet2@gmail[.]com
yakubiakob21@gmail[.]com
a2zpay[.]biz@gmail[.]com
gzseoxin@gmail[.]com
dmichellemurray@gmail[.]com
nezbeda@gmail[.]com
biofreez@gmail[.]com
pdinfah[.]official@gmail[.]com
carverd086@gmail[.]com
pk700755@gmail[.]com
xudinghua1997@gmail[.]com
gd555bbb@gmail[.]com
rscp666@gmail[.]com
patricia[.]nan[.]anderson@gmail[.]com
fdragon128@gmail[.]com
mahmoodeslami68@gmail[.]com
oemlklcc@gmail[.]com
Pythagorasfze@gmail[.]com
lebet888@gmail[.]com
vtwfkshp@gmail[.]com
gregmacpherson1@gmail[.]com
mystar0928@gmail[.]com
sneaky888@gmail[.]com
xpj09166@gmail[.]com
ziaamail@gmail[.]com
washa101101@gmail[.]com
launchcyofz@gmail[.]com
wipoeukn@gmail[.]com
Allenfra28@gmail[.]com



cuanqqvg@gmail[.]com
skytams@gmail[.]com
gds[.]davissr@gmail[.]com
feidao666@gmail[.]com
229999@gmail[.]com
digzby@gmail[.]com
zxsatacrecoold1933@gmail[.]com
gaogao1788@gmail[.]com
yw978671888@gmail[.]com
ivcarlson2019@gmail[.]com
qxw128188@gmail[.]com
ipcameramidi@gmail[.]com
helaowang@gmail[.]com
preenand@gmail[.]com
festevaluna1@gmail[.]com
linkhi2016@gmail[.]com
lgson[.]info@gmail[.]com
lmang4716@gmail[.]com
imlihoc@gmail[.]com
cezar[.]mauro@gmail[.]com
imuzilee@gmail[.]com
taode1888@gmail[.]com
cance0311@gmail[.]com
trackzone28@gmail[.]com
mtc90010@gmail[.]com
rnbeventsservices@gmail[.]com
gotowdhs@gmail[.]com
002vvvvvvv@gmail[.]com
cp111vip@gmail[.]com
yu79898@gmail[.]com
recording[.]swe[.]ufl@gmail[.]com
tomisinsaheed@gmail[.]com
kerri04ym@gmail[.]com
huaimi888@gmail[.]com
kskhdfd374kjskdhjd@gmail[.]com
mymy2028@gmail[.]com
robert[.]faulkner@gmail[.]com
ahmedrirash@gmail[.]com
xuexivip@gmail[.]com
yh52852899@gmail[.]com
cg998000@gmail[.]com
domainveggies@gmail[.]com
bpmfdtnlgkhj@gmail[.]com
htyx8888@gmail[.]com



ailaohuyouwahaha1818@gmail[.]com
wikiwikintn@gmail[.]com
pigos4@gmail[.]com
hfg223344@gmail[.]com
hfg222233@gmail[.]com
youh555888@gmail[.]com
sachacleary810@gmail[.]com
mtc90005@gmail[.]com
obm14988@gmail[.]com
hkmyhkhg@gmail[.]com
dw888568@gmail[.]com
trcnb1@gmail[.]com
qianwang00005@gmail[.]com
domadiyabrijesh@gmail[.]com
xiongbarry888@gmail[.]com
rscp888@gmail[.]com
kaylamariejwmrfur@gmail[.]com
hfg227788@gmail[.]com
baoma123654@gmail[.]com
quangads[.]com@gmail[.]com
edwin[.]mysogland@gmail[.]com
ira[.]barres@gmail[.]com
zdf123mutouren@gmail[.]com
zjwo18@gmail[.]com
ktryener@gmail[.]com
omidk127@gmail[.]com
oyodomains@gmail[.]com
mansuri[.]bitech@gmail[.]com
9hao168@gmail[.]com
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xavieramo@yahoo[.]com
eicccsk@yahoo[.]com
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goldenwzw@yahoo[.]com
drleeherman@yahoo[.]com
murthy18@yahoo[.]com
rgmadenforc@yahoo[.]com
Petrounioungome@yahoo[.]com
kinnagideghy@yahoo[.]com
li2384826402@yahoo[.]com



erixair@yahoo[.]com
manishsng12@yahoo[.]com
linhongyu380@yahoo[.]com
josephpjohn@yahoo[.]com
apple4407@yahoo[.]com
horihan94@yahoo[.]com[.]cn
seemtruth@yahoo[.]com
dhairya[.]cholera@yahoo[.]com
stwministries@yahoo[.]com
rajeevdua09@yahoo[.]com
shibu_iiuc@yahoo[.]com
raini_322@yahoo[.]com
mzimmardi@yahoo[.]com

mrsleona[.]Melissia3354@hotmail[.]com
ajbehavioralhealth@hotmail[.]com
LB_Silver@hotmail[.]com
standpatgxnmabl@hotmail[.]com
qiao11112016@hotmail[.]com
arrgnanni@hotmail[.]com
tamplinvollqtvdt@hotmail[.]com
brave_leng@hotmail[.]com
hexia2017@hotmail[.]com
satyanurak@hotmail[.]com
ntirlyzhuk@hotmail[.]com
serkankose77@hotmail[.]com
detheaseseesl@hotmail[.]com
Sarahodde@hotmail[.]com
hoganhu@hotmail[.]com
karrelsxxdusti78@hotmail[.]com
mohsen[.]abbaci@hotmail[.]com
ttyrey@hotmail[.]com
glc20200410ph@hotmail[.]com
indelicatoqkkcmt@hotmail[.]com
Zhangqiuyun88@hotmail[.]com
ravz28@hotmail[.]com
cbaldwin256@hotmail[.]com
Eil@hotmail[.]com[.]hk
ahawashi@hotmail[.]com
maximisddfssel@hotmail[.]com
gs278@hotmail[.]com
turkialnemr@hotmail[.]com
sphamma@hotmail[.]com
kocadagesat@hotmail[.]com



Related domains known to have been registered by the same domain registrants who
registered well-known and publicly distributed Conficker C&C (Command and Control)
domains:

8131688[.]cc
8132288[.]cc
8155188[.]cc
8156688[.]cc
8158188[.]cc
8166588[.]cc
8138288[.]cc
sscjhq[.]cc
8129688[.]cc
yzxsh[.]com[.]cn
lsjnh[.]cn
yzlft[.]cn
yzdmh[.]com[.]cn
sscptczjgb[.]cc
sscjhwyb[.]cc
sscptpm[.]cc
evtmh[.]com
vhwyk[.]com
fourann[.]com
mhanti[.]com
xivsdo[.]com
huodmx[.]com
lqchri[.]com
homeyxm[.]com
mxhty[.]com
mkcty[.]com
mhtyx[.]com
gamecty[.]com
canface[.]cn
critunes[.]cn
pcwer[.]cn
flywatch[.]cn
applecaer[.]cn
findap[.]cn
imesg[.]cn
xltunes[.]cn
fiyflnd[.]cn
flyfind[.]cn
itunes-pc[.]cn



lositunes[.]cn
400572[.]cn
400592[.]cn
800301[.]cn
800319[.]cn
800305[.]cn
400939[.]cn
800383[.]cn
400529[.]cn
400930[.]cn
400586[.]cn
800291[.]cn
800303[.]cn
jmysz[.]com
jmyfs[.]com
rjhn[.]com
rmkg[.]com
rqdg[.]com
rmxm[.]com
tdfr[.]com
tqpc[.]com
tmpy[.]com
hwrq[.]com
nyqf[.]com
nkts[.]com
pcfh[.]com
prxc[.]com
lsjnh[.]com[.]cn
yzlft[.]com[.]cn
yzshj[.]net[.]cn
yzlft[.]net[.]cn
yzdmh[.]net[.]cn
lsjnh[.]net[.]cn
lsshj[.]net[.]cn
yzysh[.]cn
xny123[.]com
gushiduo[.]com
58yuanlin[.]com
xiangzailai[.]com
gaokao114[.]com
fctex[.]com
fz1688[.]com
52yeyou[.]com
shouyouyun[.]com



yg119[.]com
kuxixi[.]com
yumi365[.]com
322593[.]com
ncoot[.]com
fatkg[.]com
iouqo[.]com
megfy[.]com
memxi[.]com
meyhe[.]com
322613[.]com
322619[.]com
981591[.]com
zbhlw[.]com
526831[.]com
628593[.]com
637853[.]com
159812[.]com
239616[.]com
311932[.]com
322615[.]com
bgmsc[.]info
bffym[.]info
bbmpj[.]info
bbfqg[.]info
bfhds[.]info
bbcrq[.]info
jmyfs[.]net
ninvi[.]com
uqn6[.]com
yeues[.]com
yykfa[.]com
bcwnd[.]info
bbbfw[.]info
36879[.]win
51587[.]win
37328[.]win
63387[.]win
shipincn[.]net
xa79[.]com
lxduomeiti[.]com
imnanshi[.]com
chunzhiya[.]com
ilaoxu[.]com



ishishang[.]net
riacn[.]net
810955[.]com
906955[.]com
67657[.]vip
712770[.]com
726770[.]com
721770[.]com
731770[.]com
715770[.]com
751770[.]com
753770[.]com
780955[.]com
735770[.]com
epclusaguide[.]com
ydpd-1[.]com
tianzhushixiong[.]com
yishengzhang[.]com
yrsyd[.]com
abtlyd[.]com
bifeinitong[.]com
9198868[.]com
axtnservice[.]com
zpj3[.]com
lcyrs[.]com
tianzhuyidao[.]com
fxsuslj[.]xyz
lrzeauj[.]xyz
tgqlpgt[.]xyz
qroneqo[.]xyz
trwqdzk[.]xyz
rpwbgbb[.]xyz
bzaozsw[.]xyz
cssntdy[.]xyz
cirwqyi[.]xyz
flrwuho[.]xyz
dkndrpq[.]xyz
dzwtgul[.]xyz
lnfcz[.]com
lnfct[.]com
lnhkx[.]com
lnhgh[.]com
lnjhx[.]com
lnjcd[.]com



lngsx[.]com
lnjwd[.]com
lnfcp[.]com
1041[.]cn
379zuche[.]com
2671[.]cn
9666[.]net
lngxt[.]com
lnggh[.]com
lnkyh[.]com
8l[.]vc
922236[.]com
911165[.]com
922235[.]com
911139[.]com
922216[.]com
921115[.]com
xh5[.]com
xhwx[.]com
655562[.]com
911162[.]com
922239[.]com
yakfin[.]org
ivix[.]com[.]cn
touguqun[.]cn
beixuangu[.]cn
pefofs[.]org
xaquant[.]org
batfin[.]xyz
bat-fin[.]xyz
bat-financial[.]xyz
riches[.]net[.]cn
auquant[.]com
wbabs[.]com
bjlcxsy[.]com
cqtingda[.]com
duttopr[.]com
ingmarlee[.]com
apphipmom[.]com
yagooft[.]com
jxqszs[.]com
sitecolect[.]com
wsmisports[.]com
deboemel[.]com



edmvs[.]com
walentyna[.]com
px9q0[.]cn
qg6gu[.]cn
szhzxnz[.]cn
tduorlt[.]cn
zabtkyv[.]cn
boyqqfy[.]cn
7rj2v[.]cn
bwalnwx[.]cn
houibwd[.]cn
ht281[.]cn
mphxin[.]cn
nzzpow[.]cn
gangqinpinpai[.]com
banyoucn[.]com[.]cn
banyoucn[.]cn
695[.]cn
wxtxzs[.]cn
hostnewss[.]cn
dianshengkameng[.]com
runshengyuan[.]net
xiaozhu[.]cx
chunhuaxiang[.]com
yaxy[.]cn
mgmjw[.]com
wmmbw[.]com
4t[.]cx
youzi[.]cx
6606[.]cx
7774[.]cx
cmt[.]cx
xinlang[.]cx
tengxun[.]cx
huojianxia[.]net
xizhibao[.]net
yijingxiu[.]net
chongwushichang[.]cn
yijingxiu[.]com
kclmq[.]com
ch678a[.]com
bjfhyy[.]com
sjjpw[.]com
dytiantang[.]cn



sjjpw[.]com[.]cn
bjlpw[.]cn
yafk[.]cn
sjjpw[.]cn
voyy[.]net
tiue[.]net
wwiy[.]net
5q5q[.]net
auhu[.]net
neae[.]net
mmm6[.]net
mmm5[.]net
qk64[.]com
zhanlink[.]com
qeuu[.]net
vvv4[.]net
zrwwb[.]com
nrbwe[.]com
voqvv[.]com
mbwvl[.]com
kogqr[.]com
kxeix[.]com
dx927[.]com
fqctv[.]com
mshml[.]com
pk10011[.]com
thtyx[.]com
tkgyx[.]com
iphfr[.]com
frwgx[.]com
exlfi[.]com
fhgeb[.]com
ggswe[.]com
sfdzf[.]com
xcqcm[.]com
lhrtc[.]com
tgjyx[.]com
thjyx[.]com
tdmyx[.]com
tdtyx[.]com
mqgcm[.]com
tdcyx[.]com
mkqcm[.]com
sfdyj[.]com



18712[.]cn
rs3[.]cn
jvai[.]cn
lyju[.]cn
kbwd[.]net
17339[.]cn
18693[.]cn
17552[.]cn
17553[.]cn
17662[.]cn
17665[.]cn
18685[.]cn
fwpgy[.]com
wgdhudt4[.]cn
pydnzet5[.]cn
xiewztt5[.]cn
awxqqjn1[.]cn
pkibiun4[.]cn
2017-zenith-hongkong[.]hk
8138383[.]cn
8526198[.]cn
paulaaashark-tw2013[.]hk
dkpgyhx0[.]cn
ymgm[.]cn
fjjnjvm1[.]cn
que12[.]com
zzqcb[.]com
sdjygc[.]com
xf01[.]net
zhengyupin[.]cn
aeico[.]cn
defengcctv[.]com
dks9[.]com
hbyhgnfd[.]com
hngssc[.]com
sjybs[.]com
syt123[.]com
4i69a[.]cn
409b2[.]cn
toupiao360[.]cn
8g8qc[.]cn
2y3r4[.]cn
e5hi3[.]cn
ldsc[.]net[.]cn



f6ge91[.]cn
3osbr[.]cn
ztbg[.]com[.]cn
ztby[.]com[.]cn
dmlc[.]cn
sxjj[.]com[.]cn
bxxf[.]com[.]cn
tfkw[.]com[.]cn
tghw[.]com[.]cn
ddad[.]cn
txpw[.]com[.]cn
xzyk[.]com[.]cn
tkzw[.]com[.]cn
zrsb[.]com[.]cn
vxk6-b1[.]cn
klh2-b7[.]cn
77xianhua[.]com[.]cn
smusic[.]com[.]cn
testest[.]com[.]cn
wysbxg[.]com[.]cn
jyxinhaosuliao[.]com[.]cn
wnzzw[.]com[.]cn
interior-lifestyle-china[.]com[.]cn
tjztky[.]com[.]cn
0313ms[.]cn
wfb4-k9[.]cn
zrbbm[.]gdn
ztgbp[.]gdn
zmsxz[.]gdn
zrzyq[.]gdn
zrhtd[.]gdn
zssdn[.]gdn
zsljp[.]gdn
zpnhy[.]gdn
zrndy[.]gdn
zrmkk[.]gdn
zshcg[.]gdn
zshxl[.]gdn
huashenlu[.]net
cesarkrrillo[.]com
net-buddha[.]com
plnails[.]com
rositashop[.]com
thebeautyma[.]com



fjxytz[.]com
whitetyphoon[.]com
ginosshoesmt[.]com
mjjdw[.]net
wmxq[.]net
wmxqb[.]net
mjscw[.]com[.]cn
hywjt[.]com
ffdfs[.]cn
ccdbh[.]cn
xxnnmmn[.]cn
uxgtc[.]info
ploos[.]info
wxves[.]info
ueweq[.]info
yshdv[.]info
yqpzw[.]info
zbrbs[.]info
rmmcp[.]info
xirsz[.]info
yhwdu[.]info
yjhia[.]info
szvii[.]info
4528[.]com[.]cn
4408[.]com[.]cn
4368[.]com[.]cn
mn3[.]cn
atys[.]cn
86o[.]cn
68b[.]cn
tgtz[.]cn
nydz[.]com[.]cn
dzhh[.]cn
kymy[.]com[.]cn
hdmy[.]com[.]cn
zvzpvp[.]biz
phjdll[.]biz
phrtvp[.]biz
fxvpfr[.]biz
lnlhhn[.]biz
nfrbdv[.]biz
trtzth[.]biz
znbrnf[.]biz
ztlnjh[.]biz



zvrvth[.]biz
pdpbzp[.]biz
rxlnlv[.]biz
jyjuying[.]cn
sentailiuweidong[.]cn
qzy168[.]cn
hdfkyy[.]cn
xiaomufang[.]com
yuryde[.]com
pfrhy[.]com
iyingxue[.]com[.]cn
bjriver[.]gd[.]cn
ahwebi[.]cn
chaoyuekuaiji[.]cn
dsxr[.]cn
leizha[.]cn
mengpo[.]net[.]cn
srxdn[.]cn
tugongbu6[.]cn
63ib[.]cn
ichuqu[.]cn
leyitoys[.]cn
kkppdd79[.]cn
yehk8fjn48[.]cn
sopcc[.]com
ypckg[.]cn
jmpartner[.]cn
bzgsm[.]cn
cczuhao[.]cn
malujob[.]cn
jrtzgs[.]cn
edehuang[.]com[.]cn
zlysk[.]com
zpysk[.]com
zqysk[.]com
zrysk[.]com
wqwyd[.]com
gqhyd[.]com
fwlcj[.]com
tzrsh[.]com
yrcjb[.]com
zqdmt[.]com
zlwyd[.]com
zlszh[.]com



miwba[.]com
scmfjt[.]com
yk848[.]com
cqyqad[.]com
mnxvc[.]com
yk9777[.]com
yk3888[.]com
yk881[.]com
yk7888[.]com
rzfjc[.]com
ycssh[.]com
hdthz[.]com
bzmzb[.]cn
zeng1123[.]cn
mao5789[.]cn
han3123[.]cn
cao61234[.]cn
feng9123[.]cn
wang3234[.]cn
zhen3567[.]cn
gei82345[.]cn
miu95678[.]cn
nuo5789[.]cn
zhao934567[.]cn
w97yia[.]cn
vhtbgjd[.]cn
euctrde[.]cn
txfwiyq[.]cn
kgxiscv[.]cn
jahfdmq[.]cn
weeobyb[.]cn
qsxdafagf[.]cn
xylbipq[.]cn
ymfrdbx[.]cn
xpwsoau[.]cn
ikdtqbz[.]cn
bjxcsy[.]net
maoerschool[.]com
yuguo[.]com
xzpdg[.]cn
xwpjg[.]cn
xxpcg[.]cn
ypbgg[.]cn
ypccg[.]cn



xyxpg[.]cn
ybppg[.]cn
xwwpg[.]cn
xwpfg[.]cn
ybpwg[.]cn
xwspg[.]cn
zmxsqxy[.]com
zmlcz[.]com
zmxzz[.]com
zmzjzx[.]com
gqzzzx[.]com
xjjjs[.]com
zmxzjzx[.]com
971656[.]com
923363[.]com
972656[.]com
977525[.]com
576121[.]com
979552[.]com
xinlingku[.]cn
978626[.]com
725535[.]com
719151[.]com
721157[.]com
935626[.]com
932353[.]com
wzwjx[.]cn
wzwhb[.]cn
seddo[.]cn
jstxx[.]cn
mwwwq[.]cn
oojqmsh[.]cn
qxvxenc[.]cn
qianqiubu[.]cn
fcpjyle[.]cn
ws1[.]com[.]cn
aamsce[.]cn
xyxzj[.]cn
mashuiju[.]cn
wxlv[.]cn
ndzj[.]cn
luoshanhu[.]com[.]cn
wqwan[.]cn
jinanshop[.]cn



sanhuajiu[.]cn
fenfahao[.]cn
yibinjob[.]cn
llsq[.]cn
caiji[.]org[.]cn
myforld[.]top
appoole[.]top
applouf[.]top
applosa[.]top
apploufd[.]top
smkhr[.]com
mpcgl[.]com
icloud-iphone-cn[.]com
sckhx[.]cn
aopple[.]pw
appleid-iphone-find[.]win
ioslos[.]top
luoliaoqq[.]com
wsjql[.]com
zxluo[.]com
wszxl[.]com
yyjql[.]com
yyspl[.]com
luoliao66[.]com
sfliao[.]com
yyluoliao[.]com
yluoliao[.]com
rrluo[.]com
sfluo[.]com
haorenlu4[.]com
haorenlu5[.]com
yougese[.]com
79vp[.]com
haorenlu6[.]com
haorenlu7[.]com
haorenlu8[.]com
haorenlu[.]com
haorenlu9[.]com
haorenlu1[.]com
haorenlu2[.]com
haorenlu3[.]com
v81[.]cn
88368[.]wang
88336[.]wang



81873[.]net
98787[.]wang
piaobu[.]cn
31636[.]cn
37387[.]cn
66688[.]com[.]cn
qiaoting[.]cn
80666[.]wang
88339[.]wang
artxh[.]com[.]cn
artxh[.]net
artxh[.]mobi
ganhui[.]com
jiuyuanyou[.]com
liangshouche[.]com
liangshoufang[.]com
kaxiou[.]com[.]cn
mianbaoche[.]com[.]cn
zhifucs[.]cn
globalpayouts[.]cn
43d[.]cn
sfyd[.]cn
vcwfztx[.]cn
shiduo[.]com[.]cn
bskc[.]cn
yujunying[.]cn
efikero[.]cn
canoomotor[.]cn
iqiyimall[.]cn
jxfinance[.]cn
yxfxu[.]com
txucw[.]com
fybep[.]com
urkdp[.]com
uubxe[.]com
dvgyv[.]com
bhhpe[.]com
vnbgs[.]com
uyyhf[.]com
virfr[.]com
qbggv[.]com
zaolu[.]com
chenku[.]cn
34688[.]com[.]cn



fanyongchina[.]com
yintewang[.]com
micangku[.]cn
efzqa[.]com
xm89[.]info
yswx[.]info
zzjibo[.]info
vvxxoo[.]info
zackon[.]cn
uyyj[.]info
aencx[.]cn
uusao[.]info
pdsfs[.]cn
966mm[.]info
wangzz[.]info
cnggcl[.]net[.]cn
xf1ady[.]info
xia077[.]info
yigese8[.]info
pejkaze[.]cn
slgofxk[.]cn
wozgdc[.]cn
zyaelxj[.]cn
lingrong22[.]cn
np-mall[.]cn
xav222[.]info
pdssn[.]cn
dsais[.]cn
jxxjj[.]cn
fdajq[.]cn
grzoi[.]cn
key-system[.]cn
brotz[.]cn
nszeqidjr[.]cn
iclfb[.]cn
aijcf[.]cn
nrfzo[.]cn
fuezs[.]cn
mradf[.]cn
krxox[.]cn
buluku[.]cn
salahotel[.]cn
gzyuqiong[.]cn
sybxsz[.]cn



jrvli[.]cn
chengneitong[.]cn
ovryf[.]cn
worldpt[.]cn
gnlzu[.]cn
zgjsxk[.]cn
dujzr[.]cn
onthehorizon[.]cn
yestex[.]cn
xinchanggroup[.]cn
jbws[.]top
fxdb[.]top
fxdc[.]top
fxdd[.]top
bpbx[.]com[.]cn
zxws[.]top
bycp[.]com[.]cn
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