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The Who Behind Domain, IP & Cyber Threat Intelligence

Insurance Companies Are The Target of Recent
Cybersquatting Campaigns

An ongoing cybersquatting campaign targeting MetLife, a global insurance company, was
reported by IBM Exchange X-Force, listing 12 malicious domains. We dug deeper into the
campaign as part of our goal to expand lists of indicators of compromise (loCs). By doing so, we
hoped to determine if more attack vectors could be targeting MetLife and if the threat also
applies to other insurance companies.

This file contains:

e Atotal of 63 domains containing the text string “metlife” that were registered from 23
September to 18 November 2021.

e A sample of 500 domains out of the 6,185 domains containing the text string “insurance”
and that were registered from 23 September to 18 November 2021.

Please contact us to learn more about this research or discuss other opportunities for
collaboration.

63 domains containing "metlife” added from September 23 to
November 18, 2021

Domain list
metlife[.]Jedu[.]vn
metametlife[.]Jcom
metlifepnoc[.Jcom
metlifeprofil[.]Jcom
metlifebet101[.]Jcom
metlifeguam{.]col[.]kr
metlifeequity[.Jcom
vidametlife[.]Jcom[.]br
metlife-company[.Jcom
ametlifecompany[.Jcom
metaversemetlife[.Jcom
metlifesurgicals[.]Jcom
metlifemetaverse[.Jcom
metlifeassuranceuk].]ie
metlifepetinsurance[.]co
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metlifeetinsurance[.Jcom
metlifepetnsurance[.Jcom
metlifedentallogin[.]Jcom
mybenefitismetlife[.Jcom
metlifecatinsurance[.]Jcom
metlifepetinsutance[.Jcom
metlifepetinsyrance[.Jcom
metlifepwtinsurance[.]Jcom
metlifepetinsurancw(.]Jcom
metlifepetinsuranxe[.]Jcom
metlifepetinsuarnce[.Jcom
metlifepetinsurabce[.Jcom
metlifepetisnurance[.]Jcom
consultormetlife[.]Jcom[.]br
metlifeeptinsurance[.Jcom
metlifeprtinsurance[.Jcom
metlifewestvirginia[.Jcom
metlifedoginsurance[.Jcom
metlifepetinsuranec[.Jcom
metlifepetinsurancr[.Jcom
metlifepetinsuracne[.]Jcom
metlifepetinsuranve[.Jcom
metlifepteinsurance[.Jcom
metlifepeitnsurance[.Jcom
metlifeoetinsurance[.]Jcom
metlifepetinaurance[.]Jcom
metlifepetnisurance[.Jcom
metlifepetinsurancee[.]Jcom
metlifepeetinsurance[.Jcom
metlifepetinsurannce[.Jcom
metlifeproviderlogin[.]Jcom
metlifepetinsuraance[.Jcom
metlifepettinsurance[.]Jcom
metlifepetinnsurance[.Jcom
metlifeppetinsurance[.Jcom
mmetlifepetinsurance[.Jcom
metlifepetinsuurance[.Jcom

metlifepetiinsurance[.]Jcom
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metlifeepetinsurance[.]Jcom
metlifepetinsureance[.]Jcom
metlifepetinsurancce[.Jcom
metlifetkealongdental[.]Jcom
lowcarbgourmetlife[.]Jcom[.]br
metlifetakealongdntal[.]Jcom
metlifetakealngdental[.]Jcom
metlifetakealongdemtal[.Jcom
metlifeinsurancecompany/.]ga
magdeveloppemetlifestyle[.]xyz

500 out of the 6185 domains containing "insurance" added from
September 23 to November 18, 2021

Domain list
insurancel.]im
tinsurance[.]xn--kprw13d
tinsurance[.]xn--figz9s
zinsurance(.]ca
iinsurance[.]it
tinsurance[.]be
insurancef[.]ga
einsurance].]be
cinsurance][.]co
Sinsurance].]cn
weinsuranceschneckinsurance[.Jcom
fminsurance[.]lu
kkinsurance[.]in
bdinsurance].]cn
ukinsurancel[.]gq
vginsurancel.]io
t-insurance[.]vg
gtinsurance[.]ch
aginsurancel[.]pl
insurancers|.]de
esinsurance[.]me
insuranceupl.]in

apinsurance|.]co
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insurance21[.]us
insurance67[.]ru
myinsurance[.]gq
jkinsurancel[.]ca
svinsurance[.]gr
insuranceai[.]cn
dminsurancel.]pl
mvinsurancel[.]in
pinsurance[.]biz
insurance22][.]us
evinsurance[.]nl
okinsurance[.]de
insurance4ul.]pl
minsurance[.]cat
t-insurance[.]Jxn--mxtglm
i-insurancel.]it
cpinsurancel.]it
insuranceads|.]at
insurancebuy[.]co
ininsurance[.]xyz
g4-insurance[.]de
mc-insurancel.]de
ds-insurance].]co
Imginsurance[.]ph
pinsurances[.Jcom
réinsurance[.Jcom
vaninsurancel.]cn
zoeinsurance[.]us
ttinsurance[.Jorg
os-insurancel[.]jp
c8insurance[.Jcom
dinsurances[.]Jcom
abcinsurance].]eu
raminsurancel[.]us
gm-insurance[.]ch
3vinsurance[.Jcom
brginsurance[.]vg
brginsurance[.]ph
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adainsurancel[.]ir
zc-insurance[.]Jcn
insurance360].]at
insuranceey[.]Jcom
rmginsurance[.]in
djtinsurancel[.]us
petinsurance[.]be
insuranceimc[.]Jws
Ib-insurance].]ca
orrinsurancel.]Jco
insurancedr[.]xyz
jobinsurancel.]io
rcginsurancel.]ca
biginsurance[.]de
reinsurancen[.]ws
vowinsurance[.]Jco
insurancehs[.]Jcom
insurancekol.]xyz
rakinsurance[.]vg
insurancecar].]cc
insurancecfo[.]co
saginsurancel.]gr
bgcinsurance[.]ae
avinsurance|.]biz
findinsurance[.]ml
reinsurancenw|.]ws
homeinsurance[.]lv
insuranceskj[.Jcom
sezinsurance[.Jcom
idlinsurance[.Jcom
cib-insurance[.]je
miinsurances[.]Jcom
m3winsurance[.]Jcom
1776insurance].]co
r2hinsurance[.]Jcom
onuinsurance[.Jcom
jgsinsurance[.Jcom

insuranceend[.]Jcom
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riskinsurance[.]ch
meriinsurance[.]pk
lioninsurancel.]us
insurancebyj[.Jcom
fireinsurance[.lcy
finsurance[.]col.]za
glainsurance[.]Jcom
easyinsurancel.]pt
gnyinsurance[.]Jcom
[thinsurance[.]Jcom
insurance10x[.]Jcom
insuranceyub[.Jcom
insurancekarel.]in
bfminsurances[.]ph
24insurances[.]Jcom
insuranceorn[.Jcom
aeginsurance[.Jcom
insurancereq[.]Jcom
npninsurance[.Jcom
insuranceesg[.]Jcom
insurance24-7[.]ie
3337insurancel.]ir
jet2insurance[.]xn--fiqs8s
Ikiinsurance[.]Jcom
weinsuranceu[.]Jcom
insurancepsl[.Jcom
insuranceshubl.]it
nfainsurance[.]Jcom
insurancehue[.]Jcom
mtinsurances[.]net
la-insurance|.]biz
insurancecard[.]Jus
hoa-insurance[.]co
ntfinsurance[.]Jcom
nwsinsurance[.]Jcom
uncinsurance[.Jcom
mfb-insurancel.]it
e30insurance[.]Jcom
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gusinsurance[.Jcom
xn--carinsuranc-lbb[.Jcom
ndsinsurance[.Jcom
fciinsurance[.]Jcom
ga-insurance[.]biz
jminsurances[.]Jcom
insurance4ed[.]Jcom
defiinsurancel.]in
jet2insurance[.]ws
goldinsurance[.]ca
insuranceonme|.]ca
tripinsurancel.]ir
pinsurancenc[.]Jcom
insurancesyl[.]site
vjbinsurance[.]Jcom
insurancetrv[.Jcom
decinsurance[.Jcom
abcinsurancel.]pro
Irsinsurance[.]Jcom
windinsurance[.lvg
tjtinsurance[.Jcom
mtinsurances[.Jcom
metainsurancel.]co
gpginsurance[.Jcom
insurance-cms[.]ru
metainsurancel.]in
insurance-labl.]vg
rm-insurance[.]net
insurancefar[.Jcom
ti-insurance[.Jcom
gak-insurance[.]kz
hgtinsurance[.]Jcom
pet-insurance[.]xn--mxtglm
insurancenpn[.Jcom
liveinsurancel.]pl
[2linsurance[.]Jcom
meinsurancene[.]Jws

insurancellc[.]org
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flowinsurancel[.]ca
pninsurances[.]Jcom
boominsurance].]co
ibexinsurance[.]es
iopinsurance[.]Jcom
insurance4u95[.]in
furkinsurancel.]ca
infinsurance[.]Jcom
123insurance].]biz
[tsbinsurancel[.]ph
naviinsurance[.]in
jvinsurances[.Jcom
Xn--carinsuranc-89a[.Jcom
insurancewalal.]pk
cig-insurancel.]co
hniinsurance[.]Jcom
insuranceaps[.Jcom
coreinsurance[.]us
fly-insurance[.]Jru
ircinsurance[.Jcom
insuranceally[.]cn
safeinsurance|.]ca
gnlinsurance[.]Jcom
mybcinsurance|.]ca
insuranceker[.]Jcom
rci-insurance[.]Jws
metainsurance|.]ch
insurancemyol.]Jcom
insurancemint|.]in
jet2insurance[.]ph
nzsinsurance[.Jcom
insuranceteam[.Juk
insurancenfr[.Jcom
krfinsurance[.]Jcom
szhinsurance[.Jcom
twcinsurance[.Jcom
yheinsurance[.Jcom
bd4insurance[.Jcom

Whois API LLC | www.whoisxmlapi.com


http://www.whoisxmlapi.com

mkinsurances[.Jcom
n2ninsurance[.Jcom
pet-insurance[.]ws
evsinsurance|.]net
ayfinsurance[.Jcom
insuranceswag|.]ca
bikeinsurance[.]ae
pet-insurance[.]lgr
bdeinsurance[.]Jcom
mv-insurance[.Jcom
Ojinsurances].Jicu
metainsurance[.]eu
insurancequat[.Jcom
ramdinsurance[.Jcom
loxinsurances[.]Jcom
bcoxinsurance[.]Jcom
insurance-mart[.]ca
insurancelinks[.]us
ltedinsurance[.]Jcom
nftinsurances[.Jcom
insurancegeek|.Jorg
asbainsurance[.Jcom
ganainsurance[.Jcom
pjrcinsurance[.Jcom
kpazinsurance[.Jcom
bhibinsurance[.]Jcom
xitoinsurance[.]Jcom
assetinsurance[.]cc
jagainsurance[.Jcom
rga-insurance[.Jcom
sampinsurance[.Jcom
carinsuranceratescarinsurancerates[.]Jws
ascinsurance|.]site
metainsurance|.]biz
bestinsurances|.]ca
psac-insurancel[.]ca
insuranceoder[.]Jcom

eqgosinsurance[.Jcom
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insurancekarlo[.]in
tcmiinsurance[.Jcom
osa-insurance[.]Jcom
riosinsurance?[.]ws
insurances100[.]Jcom
insurancetoro[.]Jcom
nmbainsurance[.Jcom
chc-insurance[.]Jcom
mlj-insurance[.]Jcom
swiftinsurancel.]lu
elstinsurance[.Jcom
bipocinsurance[.]us
bsinsurance[.]co[.]in
ope-insurance[.Jcom
derinsurancer[.Jcom
evasinsurance[.Jcom
oaicinsurance[.]Jcom
insurance-its[.Jcom
frpinsurancel.]info
insurancegenie[.]in
linsurance[.]Jcom[.]ng
dearninsurancel[.]in
eno-insurance[.Jcom
my2ainsurance[.Jcom
jonkinsurance[.Jcom
meta-insurance[.]ch
myinsurancebo[.]Jcom
alleninsurance][.]us
govoinsurance[.]Jcom
insurancehelf[.]Jcom
zyppinsurance[.]Jcom
insurancepull[.Jcom
nutrinsurance[.Jcom
coyainsurance[.Jcom
swatiinsurance[.]tk
stnyinsurance[.Jcom
autoinsurances|.]Jws
spudinsurance[.Jcom
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avreinsurance[.Jcom
cna-insurances|.]be
Ibwinsurancel.]info
az3dinsurance[.Jcom
vcareinsurance|.]ca
oursoinsurance[.]us
Irinsuranceco[.Jcom
oscarinsurance[.]ch
zipyinsurance[.Jcom
bappainsurancel[.]in
insurancemart[.]biz
pure-insurancel[.]ca
str-insurance[.Jcom
glazeinsurancel.]in
insurance-rsa[.Jcom
myinsurancect[.]Jcom
mazzinsurance[.Jcom
npinsurance[.]col[.]tz
nysfinsurance[.]Jcom
abaninsurance[.]Jcom
acrminsurance[.Jcom
auvainsurance[.Jcom
nestinsurance[.]net
3dinsurancetv[.]Jcom
bull-insurance].]eu
cfinsurancel.]col[.]nz
Imndinsurance[.]Jcom
tirthinsurance].]in
einsurancewebl[.]Jcom
larainsurance[.]net
atatinsurance[.]Jcom
scisinsurance[.Jcom
mhg-insurance[.]Jcom
bull-insurancel.]pt
topdinsurance[.Jcom
riskinsurance|.]biz
totalinsurancel.]ie

zenainsurance[.Jcom
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njcarinsurancel.]gq
pmr-insurance[.Jcom
worthinsurance[.]me
insurancesaver[.]xn--kprw13d
insurancehelps|.]in
acmbinsurance[.Jcom
tocainsurance[.Jcom
idskinsurance[.]Jcom
buyevinsurance[.]in
stateinsurance[.]nz
peotinsurance[.Jcom
insurance-rus[.]Jcom
365insurances[.]Jcom
insurancesaver[.]vg
faiainsurance[.Jcom
assetinsurance[.]io
eisainsurance[.]Jcom
koryinsurance[.]Jcom
pie-insurances[.]co
fcevinsurance[.]Jcom
bnplinsurance[.Jcom
insurancesaver[.]xn--node
metainsurance[.]app
getmyinsurance[.]ca
nomiinsurance[.Jcom
rmeiinsurance[.Jcom
insurancehall[.]org
ampdinsurance[.Jcom
ottpinsurance[.Jcom
quixinsurance[.]Jcom
fidarinsurancel.]ir
hushinsurance[.]Jcom
vinsuranceusal[.Jcom
cinsurancesol[.]Jcom
316-insurance[.Jcom
insuranceapple[.]Jws
usinsurancers[.]Jcom

metainsurance[.]xyz
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insuranceings[.Jcom
iinsurance[.]claims
1423insurance[.]Jcom
lox-insurance[.Jcom
jayainsurance[.Jcom
theinsurance[.]live
insurance-org[.Jcom
palmsinsurance[.]co
vizzainsurancel[.]co
hhinsurancenc[.]Jcom
agminsurances[.Jcom
insuranceesuv[.Jcom
sfinsurancetx[.]Jcom
la-insurance[.]Jmobi
btisinsurance[.]Jcom
bhhcinsurance[.Jcom
tubiinsurance[.]Jcom
nobsinsurance|.]biz
tradeinsurance[.]eu
ibexinsurance[.]net
fininsurance[.]info
afuainsurance[.Jcom
cogoinsurance[.Jcom
Ivinsurancepr([.]Jcom
imsdinsurance[.Jcom
insurancehurb[.]Jcom
farisinsurance][.]ca
insurancesaver[.]xn--mxtglm
psbainsurance[.]org
ellyinsurance[.]Jcom
insurancesnow/[.]sbs
airminsurance[.]Jcom
babilinsurance[.]gr
insurancezappl[.Jcom
jpeginsurance[.]Jcom
reelinsurance[.]org
esosinsurance[.]Jcom
hinsurance].]claims
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basininsurance[.]Jxn--node
mvrsinsurance[.Jcom
licainsuranceg[.]lph
niskuinsurance[.]ca
insurancetexas[.]co
jefainsurance[.]Jcom
kickinsurance[.]Jcom
insurance5pts[.Jcom
zoom-insurance[.]ro
wwwwinsurance[.]Jcom
globeinsurance[.]cy
4autoinsurance(.]ga
klvrinsurance[.]Jcom
insurancesufi[.]Jcom
metainsurance[.]top
insurancepoe|.]asia
rightinsurance[.]de
itp-insurance[.]Jcom
crestinsurancel.]ca
pumpinsurance[.Jcom
txinsuranceco[.Jcom
davisinsurancel.]us
esrdinsurance[.]Jcom
insuranceoval[.]Jcom
insuranceaves[.]Jcom
lifeinsurance[.]gay
ketainsurance[.]Jcom
insuranceweb3[.]Jcom
greatinsurance[.]eu
nuvainsurance[.Jcom
sdcarinsurance[.]xn--fiqz9s
creinsurances[.Jcom
mkinsurance[.]Jco[.]nz
twsiinsurance[.]Jcom
mminsurance].]co[.]za
psbainsurance[.]Jcom
easyinsurancel[.]pro
myhrinsurance[.]Jcom
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hkmoinsurance[.]Jcom
bariginsurance[.]Jcom
tryolinsurance[.]Jcom
landoinsurance[.]Jcom
emetainsurance[.]Jcom
aetasinsurance[.]Jcom
homeinsurancea[.Jcom
rakominsurance[.]Jcom
mazumainsurance[.]ph
moczoinsurance[.Jcom
motininsurance[.Jcom
cvdinsurance[.]co[.]za
safetyinsurance[.]de
wolnerinsurance[.]Jws
edisninsurance[.]Jcom
insurance247[.]col.]za
digitinsurances|.]cf
iconicinsurancel.]in
buddyinsurance[.]dev
rulesinsurance[.Jcom
cercainsurance[.]Jcom
insuranceebike[.]Jcom
louveinsurance[.Jcom
zulyainsurance[.Jcom
thinginsurance[.Jcom
aehisinsurance[.Jcom
ccmsiinsurance[.Jcom
aegosinsurance[.Jcom
sundreinsurance|.]ca
homeinsurance2[.Jcom
ledgeinsurance[.]Jcom
cogreinsurance[.Jcom
kleosinsurance[.Jcom
myautoinsurance[.]xn--node
metainsurances|.]biz
visorinsurance[.Jcom
lubbeninsurancel.]de
maxinsurance[.]co[.]il
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aaaipinsurance[.Jcom
insurancebyjag[.]Jcom
dassoinsurance[.Jcom
siriusinsurance[.]vg
hdinsurance[.]Jcom[.]Jro
yuinsurancegrp[.Jcom
clevyinsurance[.Jcom
visusinsurance[.Jcom
asendinsurance[.]Jcom
hartgeinsurance[.]Jws
lowcarinsurance[.]vg
haggeinsurance[.]Jcom
health-insurance-companies-lifeinsurance-medicaleinsurance|.]xyz
frazeinsurance[.]Jcom
azguninsurance[.Jcom
betterinsurance].]ru
maxxinsurance[.]life
budgetinsurance[.]xn--fiqs8s
mtioninsurance[.]Jcom
bicarinsurance[.Jcom

insurance-baidu[.]ph
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