
00. Exposing a Currently Active Kaseya Ransomware Domains Portfolio - An OSINT
Analysis

01. Introduction to WHOIS XML API

WhoisXML API is one of the Web’s and the security industry’s primary destinations for threat
intelligence and cybercrime research including OSINT type of domain, IP, and current and
historical WHOIS data records with billions of domain IP and WHOIS records within WhoisXML
API’s database where novice and experienced cybercrime researchers threat intelligence
analysts including OSINT experts and analysts should consider adopting WhoisXML API’s in
their arsenal of OSINT tools and public database repositories and databases largely considering
the tool as their primary information source and threat intelligence gathering tool and publicly
accessible database in terms of using it in their current and ongoing OSINT and cybercrime
including threat intelligence type of investigations.

02. How to get a proper account

Cybercrime researchers and threat intelligence analysts interested in obtaining access to one of
the Web’s and the industry’s most comprehensive and in-depth data set of real-time and
historical domain IP and WHOIS information should grab an account from the following URL -
https://main.whoisxmlapi.com/signup for the purpose of beginning their OSINT and cybercrime
research including their threat hunting and threat intelligence gathering process.

Sample WhoisXML API Pricing Plans Web Site

03. How to install Maltego

https://main.whoisxmlapi.com/signup
https://main.whoisxmlapi.com/signup


For the purpose of this case study we’ll use the popular OSINT gathering and enrichment tool
Maltego which you can grab from the following URL - https://www.maltego.com/downloads/ on
your way to begin using and utilizing WhoisXML API’s advanced domain IP and historical and
current WHOIS information and one of the Web’s and the industry’s most comprehensive and
in-depth database.

Sample Maltego Download Web Site

04. How to use the WHOIS XML API Maltego Integration

https://www.maltego.com/downloads/


Before using Maltego users should follow the instructions and grab a proper WhoisXML API
account which they can later one use for the actual research and OSINT research and analysis
including the actual enrichment process.

05. The Case Study

We’ve recently came across to a currently active Kaseya C&C server domains portfolio and
we’ve decided to run them against WhoisXML API’s vast and in-depth WHOIS database in
combination with Maltego for the purpose of offering practical and relevant cyber attack and
cyber campaign attribution technical details which could greatly assist U.S Law Enforcement on
its way to track down and prosecute the cybercriminals behind these campaigns.

In this case study we’ll take a look at some of the currently active Kaseya C&C server domains
and offer practical and relevant threat intelligence and cyber attack attribution detail in terms of
possible domain registrant email addresses and attempt to look for additional clues in terms of
cyber attack attribution.



Sample domain registrant email addresses known to have been involved in the
campaign:
tonyswizs@yahoo[.]com
alex@unim[.]su
lbjlaq@qq[.]com
vmiville@upa[.]qc[.]ca
stylesr@ilcdover[.]com
hector_estrada2108@hotmail[.]com
slee@ckt21[.]com
DUPONTSELLSHOMES@GMAIL[.]COM
liemnguyenmt7979@gmail[.]com
sina@lloydconstruction[.]com
traducteur@wanadoo[.]fr
mmgdudouaisis@laposte[.]net
infactdomains@gmail[.]com
jgasbarre@gasbarre[.]com
lou@ohidesign[.]com
edv@leoben[.]at



projetosonline[.]adao@gmail[.]com
SLOBODATOMAS12@GMAIL[.]COM
adultgamezone@mail[.]com
sompovade@gmail[.]com
andrei@stingraybeach[.]com
hashkasolutindo@gmail[.]com
fcd163@gmail[.]com
actiglass83@gmail[.]com
thierry[.]m@medias-talents[.]com
xuanthien230591@gmail[.]com
ngoc[.]phampro91@gmail[.]com
drinkseedhk@gmail[.]com
adietyarah@gmail[.]com
Phamthanhson1977@gmail[.]com
insp[.]burundi@gmail[.]com
a719aa@mail[.]ru
imadarchid@gmail[.]com
promosite@gmail[.]com
pawsupetsalon@gmail[.]com
MONTRECORDS@GMAIL[.]COM
alex[.]trespaille@allianz[.]fr
scottr@crowcanyon[.]com
claude[.]demuth@lu-cix[.]lu
dbeciani@hotmail[.]com
Patronhost@gmail[.]com
yves@penverne[.]org
rhillenterprisesinc@gmail[.]com
whitesoftx@gmail[.]com
s[.]barreau@esope-net[.]com
kortiggg2@free[.]email-pool[.]de
kukmin@gmail[.]com



Sample Kaseya C&C server domains known to have been involved in the campaign:
101gowrie[.]com
123vrachi[.]ru
12starhd[.]online
1kbk[.]com[.]ua
1team[.]es
2ekeus[.]nl
321play[.]com[.]hk
35-40konkatsu[.]net
365questions[.]org
4net[.]guru
4youbeautysalon[.]com
8449nohate[.]org
DupontSellsHomes[.]com
aakritpatel[.]com
aarvorg[.]com
abitur-undwieweiter[.]de
abl1[.]net
abogadoengijon[.]es
abogados-en-alicante[.]es
abogadosaccidentetraficosevilla[.]es
abogadosadomicilio[.]es
abuelos[.]com
accountancywijchen[.]nl



aco-media[.]nl
acomprarseguidores[.]com
actecfoundation[.]org
admos-gleitlager[.]de
adoptioperheet[.]fi
adultgamezone[.]com
advizewealth[.]com
advokathuset[.]dk
agence-chocolat-noir[.]com
agence-referencement-naturel-geneve[.]net
aglend[.]com[.]au
ahouseforlease[.]com
ai-spt[.]jp
airconditioning-waalwijk[.]nl
alfa-stroy72[.]com
alhashem[.]net
all-turtles[.]com
allamatberedare[.]se
allentownpapershow[.]com
allfortheloveofyou[.]com
allure-cosmetics[.]at
almosthomedogrescue[.]dog
alsace-first[.]com
alten-mebel63[.]ru
alvinschwartz[.]wordpress[.]com
alysonhoward[.]com
americafirstcommittee[.]org
amerikansktgodis[.]se
aminaboutique247[.]com
ampisolabergeggi[.]it
amylendscrestview[.]com
analiticapublica[.]es
andersongilmour[.]co[.]uk
aniblinova[.]wordpress[.]com
answerstest[.]ru
antenanavi[.]com
anteniti[.]com
anthonystreetrimming[.]com
antiaginghealthbenefits[.]com
antonmack[.]de
anybookreader[.]de
aodaichandung[.]com
apolomarcas[.]com



apprendrelaudit[.]com
appsformacpc[.]com
aprepol[.]com
architecturalfiberglass[.]org
architekturbuero-wagner[.]net
argenblogs[.]com[.]ar
argos[.]wityu[.]fund
art2gointerieurprojecten[.]nl
artallnightdc[.]com
arteservicefabbro[.]com
artige[.]com
artotelamsterdam[.]com
aselbermachen[.]com
asgestion[.]com
asiluxury[.]com
associacioesportivapolitg[.]cat
associationanalytics[.]com
assurancesalextrespaille[.]fr
asteriag[.]com
atalent[.]fi
ateliergamila[.]com
atmos-show[.]com
atozdistribution[.]co[.]uk
augenta[.]com
aunexis[.]ch
aurum-juweliere[.]de
ausair[.]com[.]au
ausbeverage[.]com[.]au
austinlchurch[.]com
autodemontagenijmegen[.]nl
autodujos[.]lt
autofolierung-lu[.]de
autopfand24[.]de
babcockchurch[.]org
backstreetpub[.]com
bafuncs[.]org
balticdentists[.]com
balticdermatology[.]lt
baptisttabernacle[.]com
bargningavesta[.]se
bargningharnosand[.]se
baronloan[.]org
basisschooldezonnewijzer[.]nl



bastutunnan[.]se
bauertree[.]com
baumkuchenexpo[.]jp
baustb[.]de
baylegacy[.]com
bayoga[.]co[.]uk
bbsmobler[.]se
beaconhealthsystem[.]org
beautychance[.]se
bee4win[.]com
behavioralmedicinespecialists[.]com
berlin-bamboo-bikes[.]org
berliner-versicherungsvergleich[.]de
bestbet[.]com
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better[.]town
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biapi-coaching[.]fr
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bigbaguettes[.]eu
bigler-hrconsulting[.]ch
bildungsunderlebnis[.]haus
bimnapratica[.]com
binder-buerotechnik[.]at
bingonearme[.]org
biortaggivaldelsa[.]com
birnam-wood[.]com
blacksirius[.]de
blewback[.]com
blgr[.]be
blog[.]solutionsarchitect[.]guru
blogdecachorros[.]com
bloggyboulga[.]net
blood-sports[.]net
blossombeyond50[.]com
blumenhof-wegleitner[.]at
bockamp[.]com
body-armour[.]online
body-guards[.]it
bodyforwife[.]com
bodyfulls[.]com



bogdanpeptine[.]ro
boisehosting[.]net
boldcitydowntown[.]com
bookspeopleplaces[.]com
boompinoy[.]com
boosthybrid[.]com[.]au
bordercollie-nim[.]nl
botanicinnovations[.]com
bouldercafe-wuppertal[.]de
boulderwelt-muenchen-west[.]de
bouncingbonanza[.]com
bouquet-de-roses[.]com
bowengroup[.]com[.]au
bptdmaluku[.]com
bradynursery[.]com
braffinjurylawfirm[.]com
brandl-blumen[.]de
brawnmediany[.]com
brevitempore[.]net
bricotienda[.]com
bridgeloanslenders[.]com
brigitte-erler[.]com
bristolaeroclub[.]co[.]uk
broseller[.]com
bsaship[.]com
bunburyfreightservices[.]com[.]au
bundabergeyeclinic[.]com[.]au
burkert-ideenreich[.]de
buroludo[.]nl
buymedical[.]biz
bxdf[.]info
c-a[.]co[.]in
c2e-poitiers[.]com
cactusthebrand[.]com
cafemattmeera[.]com
caffeinternet[.]it
calabasasdigest[.]com
calxplus[.]eu
campus2day[.]de
campusoutreach[.]org
camsadviser[.]com
candyhouseusa[.]com
caribbeansunpoker[.]com



caribdoctor[.]org
carlosja[.]com
carolinepenn[.]com
carriagehousesalonvt[.]com
carrybrands[.]nl
castillobalduz[.]es
catholicmusicfest[.]com
ccpbroadband[.]com
ceid[.]info[.]tr
celeclub[.]org
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centromarysalud[.]com
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ceres[.]org[.]au
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christ-michael[.]net
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cimanchesterescorts[.]co[.]uk
cirugiauretra[.]es
cite4me[.]org
citymax-cr[.]com
cityorchardhtx[.]com
classycurtainsltd[.]co[.]uk
cleliaekiko[.]online
clos-galant[.]com
cnoia[.]org
coastalbridgeadvisors[.]com
coding-machine[.]com
coding-marking[.]com
coffreo[.]biz
collaborativeclassroom[.]org
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