
00. Exposing a Currently Active WannaCry Ransomware Domains Portfolio - An OSINT
Analysis

We’ve decided to obtain a publicly obtainable and accessible portfolio of WannaCry C&C
(Command and Control) servers and attempt to offer practical and actionable threat intelligence
including cyber-attack attribution information for the purpose of assisting the security industry on
its way to track down and monitor the true botnet masters behind the campaign.

In this article we’ll offer practical and relevant information including actionable intelligence on the
Internet-connected infrastructure behind the WannaCry ransomware campaign using Maltego in
combination with WhoisXML API’s vast and in-depth real-time and historical WHOIS database.

Sample ransomware domain C&C (Command and Control) domain registrant email
addresses known to have been involved in the campaign:

ftomio@yahoo[.]com
novid6666vfqjbggghyyyyyofark@mail[.]ru
novid6666vfqjbggghofark@mail[.]ru
pinda1g5r5y77@mail[.]com
botsmustdie@gmail[.]com
contact@gitmc[.]org
admmin[.]mihretya@mail[.]com
iwkitakumgb@yahoo[.]com
vj11q99hp7qi2i@inbox[.]ru
iqoption[.]store@mail[.]ru
rafalskiy[.]83@e-gifts4you[.]com
zb2626022@mvrht[.]net
lon[.]bin@aol[.]com
everydomaininplace@mail[.]ru
vj11q9t9polokai@inbox[.]ru
evgeny[.]kamyschov@yandex[.]ru



Sample ransomware domain C&C (Command and Control) servers known to have been
involved in the campaign:

cgvnwyfmh[.]com
gssbjwhoose[.]com
b18w187yebsoi[.]com
hvvflaobcvavhxcvrx[.]com
eukbhtrjtp[.]com
aoylllsqihxxrvs[.]com
ydwqpuwjpxij[.]com
samtbqdmwqnp[.]com
tinjahjgsutmdj[.]com
bnmokfrjpylxhvmwx[.]com



mheaamwwb[.]com
ovokgnrkbhivynnn[.]com
bvvimdtiuuceto[.]com
limyhsqxryqauxxcfkc[.]com
fajsnjrkxqdnuecblmg[.]com
dqbbdvdqayfhvvv[.]com
igdonhdghkisinfxvll[.]com
wsajnxcqredi[.]com
uaseqxra[.]com
fxejmhvyijoyxjcmly[.]com
csbtxvxo[.]com
jqibggawcw[.]com
eobqwmqykyyk[.]com
mpiknurw[.]com
upvuyweywb[.]com
xvvsspqcvuwihdc[.]com
wrisadfh[.]com
wmlccrlbupoplhjteyt[.]com
otqobichpcl[.]com
ldyyeaitaqn[.]com
hvxfiyqicrtunxs[.]com
ifobhuxbpovgjxohnp[.]com
hfltolixcdquc[.]com
acgmypwiyhymde[.]com
baidu[.]com
ijhmdbjgejoflewk[.]com
oqdmeolksujhud[.]click
tmoojygvvoibfvocug[.]com
hkknabxegrfebwmp[.]com
jliypjygyjkcc[.]com
mqiktrhxhikoygwj[.]com
aruwggvopgxpah[.]eu
smsyalkclunrd[.]click
vutptwpxhkgjeqll[.]click
aeetbyamuwb[.]bid
fmahyrlaklkrseclq[.]com
hvarfqrqddfof[.]bid
ptfwlavyhrnct[.]com
wmrsfhcaqspdg[.]eu
ju73yehh652te6y[.]com
ijjsshatuadmd[.]eu
bxocmvif[.]com
xxkdbpcrygynpcwujdx[.]click



tettcsxxmnnllxwtg[.]com
rgcakqlu[.]click
kfupalynvdsbruypx[.]com
rycvrswhnhygtj[.]bid
jyortffmmirelhqdmf[.]com
qaskdhtuinhmmfsbcsu[.]com
vqewethewii[.]com
saiuxoqkfuj[.]com
qynmkrfl[.]com
rnfkbasigquaqwao[.]com
tsuqpjkd[.]com
qrarxngrqtmioqnawg[.]com
iwobkqnbkckt[.]com
h62yeey62tqgshy[.]com
rutmrdutdsynx[.]com
kpyatdyqtcawoq[.]com
xyefkhkqfs[.]com
jcyikvtfdkynmfqmpvi[.]com
vfjbsbxoqgdeayhu[.]com
cpyyuydoqvdh[.]com
odvposjpkihv[.]com
gsxglmcdyxd[.]com
skhclnfws[.]com
nojpwfmccnowkp[.]com
ijqsiskkdy[.]com
vocxwavkwml[.]com
ynjyqtgjpuullsfaw[.]com
fpbagtcbmcdcyeu[.]com
jauybjisqwnoscjtwiu[.]com
sxavjnfrwwrq[.]com
lmfdaoefn[.]com
uwyarxuxharsm[.]com
dmfvkcsyddmelo[.]com
toersratxvnjtsaqdp[.]com
grojjpof[.]com
usrfyjueaneumqx[.]com
naposwgfbt[.]com
gjvublwgk[.]com
rgmayedyahatevqyuc[.]com
swwqmpjpvdbxsjos[.]com
rikbrsqoyjjpb[.]com
yyygshsshssjhsiheush[.]com
chceoqemftwldiucf[.]com



ghnsonrgujyymhvvg[.]com
google[.]com
hshshshsussiiwuwyw[.]com
irianyrijlj[.]com
gacvuwlgsxthte[.]com
ojrpdqrynxjxcxep[.]com
ckkxyupextanlvcrdig[.]com
j7362yhhstwr61ki[.]com
fdgbdfoaq[.]com
mkjwhutycli[.]com
unpdjyjymnldqv[.]com
cfvvhpilqri[.]com
keekovgflbyhapom[.]com
jyfllqilh[.]com
ochmemne[.]com
rmydloxxpugbyalc[.]com
bsvxaqwgwstggsaad[.]com
bibcxgoilxejw[.]com
dejcuwekbybdqvdxax[.]com
ljewfxhym[.]com
vnjnoketbygeovrff[.]com
gpvuowahrsxwnytibuk[.]com
kegilaojbgxsunye[.]com
dafnpgrvujrsmjkbkdd[.]com
tbaieqlxhwdlxp[.]com
havciiqgbaf[.]com
jrxhklatqmqh[.]com
ngbclncfxjdsmmribt[.]com
hjxrlogjgyapjk[.]com
ehbplfdefjihylvld[.]com
qihksfkx[.]com
dsdbwncsbdgrptrmt[.]com
sxkallpiiknswi[.]com
kofeydncog[.]com
enkxctjh[.]com
guaevvaxrujnobfytud[.]com
wkoebopguwyjoinyubl[.]com
aujastmvehxqmlbb[.]com
toxprxithlakdnoiav[.]com
nqnydlniuvyxs[.]com
vkjqhghdfxdmf[.]com
cdmjnwct[.]com
eofvvdkbs[.]com



twdqbwjwoygiwanqqb[.]com
dqemqcbxgofddopclb[.]com
kxixhbnaim[.]com
jnoqbdaw[.]com
ylqdywltywgeoxqfcax[.]com
acpjdcdkveempfmhs[.]com
tpmmmhgg[.]com
ryoeeebqqbigfm[.]com
augustabilisation[.]com

Related ransomware domains known to have participated in the campaign and are
currently in operation using the same domain registrant email addresses:

rrcccphsaoye[.]com
sjvishymfmbmtyrvry[.]com
rradcacnnoc[.]com
uaseqxra[.]com
xauylcgoqijqfmck[.]com
tpaubbtkjjgiverk[.]com
ludvoxybkooeiyfmcb[.]com
wsajnxcqredi[.]com
aeblrkyvqmk[.]com
echrepdvcd[.]com
hfltolixcdquc[.]com
dqemqcbxgofddopclb[.]com
fkovkvdmupunethwtg[.]com
ggcfksuyghejmnpe[.]com
hfhiixbkvbkk[.]com
ijhmdbjgejoflewk[.]com
pnhdqltkumbyhqyrtqi[.]com
psxfljiwmxgnnag[.]com
rnybnenkcfvpfpqc[.]com
xxockvkwmaiigrv[.]com
emvgfshkhldeyou[.]com
wwmpetrwryslk[.]com
udbqsimre[.]com
dlkorrtundbuov[.]com
mfvgfeqskjbdvgbk[.]com
shmhmhfmnxvr[.]com
redirect-pendakas[.]com
panderasik[.]com
fpbagtcbmcdcyeu[.]com
real-time-chat[.]su



gsxglmcdyxd[.]com
erwijyiyasbvfey[.]com
lhbkjtineroxhd[.]com
elptuelny[.]com
gojmwuuvmp[.]com
bmoqgnuyxdvtnnjnf[.]com
saqjrigpkuins[.]com
emvgfshkhldeyou[.]com
kbvvvcomkgdhat[.]com
wwmpetrwryslk[.]com
rrcccphsaoye[.]com
xqfqftrtkdxdi[.]com
slcdnbhpclwtokt[.]com
yntwugycoqqchtuf[.]com
dxlrhalgceu[.]com
akihabarastst[.]com
akihabaraastt[.]com
advnjlgxwpp[.]com
ijqsiskkdy[.]com
igypwmddmvlcpmti[.]com
vkaisyssaikqxpsb[.]com
gcgyxdkpl[.]com
xqrugamfsyrvpyncxi[.]com
uacujgnkrqpmjiwfb[.]com
qwplvisnjturjnwoab[.]com
rnybnenkcfvpfpqc[.]com
xyqrydep[.]com
xxockvkwmaiigrv[.]com
yglofncpiwrhdemv[.]com
qynmkrfl[.]com
mwbsgpeaty[.]com
drppnhmaivkocfkbpwa[.]com
pvalavol[.]com
real-time-chat[.]su
ynjyqtgjpuullsfaw[.]com
gsxglmcdyxd[.]com
aeblrkyvqmk[.]com
echrepdvcd[.]com
hfltolixcdquc[.]com
oqdmeolksujhud[.]click
wsajnxcqredi[.]com
fpbagtcbmcdcyeu[.]com
sjvishymfmbmtyrvry[.]com



rradcacnnoc[.]com
uaseqxra[.]com
uwdnwjtvjfwfaiupln[.]com
wjilpplshq[.]com
bwjbsrswaehue[.]com
xauylcgoqijqfmck[.]com
kawoyurpvqhm[.]com
tpaubbtkjjgiverk[.]com
domthreefreesite[.]com
jmwrboefbrhresaekn[.]com
jjnwinkc[.]com
pizdavamjaposhki[.]com
cwnbpprxkvbvotq[.]com
jxkskvaor[.]com
jqibggawcw[.]com
rfprukfsdf[.]com
ludvoxybkooeiyfmcb[.]com
augustabilisation[.]com
mfqiugrume[.]com
newvoluum[.]com
redirect-pendakas[.]com
panderasik[.]com
qaskdhtuinhmmfsbcsu[.]com
elptuelny[.]com
gojmwuuvmp[.]com
bmoqgnuyxdvtnnjnf[.]com
saqjrigpkuins[.]com
udbqsimre[.]com
dlkorrtundbuov[.]com
mfvgfeqskjbdvgbk[.]com
hmhmhfmnxvr[.]com

Sample malicious and fraudulent MD5s known to have participated in the campaign:
fa46893d81d0caf8f037697d6511d2a6ac8badbf733022ee38a4d3c86ab7abfab44d3c7b11901834bdff1d2bc614bc9401353328529737bf525dbd60dbe5e053418e42b1f430b563fbe6cce8ca647cd672b0c70a5b2e22ee78baa057bbc1f7f9fa46893d81d0caf8f037697d6511d2a6ac8badbf733022ee38a4d3c86ab7abfaWe’ll continue monitoring the ransomware campaign and will post updates as soon as new
developments take place.


